"Boinucka u3 KoHuenuuu rocyiapcTBeHHOM
CUCTEMbI O0OHAPYKEHUS, IPeAYyNPeEKICHUS U
JJUKBUIAIUH MOCJIEACTBUI KOMIILIOTEPHbIX aTAK HA
uHpopManMOHHBIE pecypchl Poccurickoun
Denepauun" (yre. IlIpesuagenTom PD 12.12.2014 Ne
K 1274)

I. O0umune moJs10KeHUAA

1. Hacrosmeit Konuenmueit onpenenstorcs HazHaueHWe, GYHKIIMM U TMPHUHIUIBI CO3JaHUS TOCYAapCTBEHHOM
CUCTeMBl OOHApYXCHHs, MPEAYNPEKIACHUS U JHUKBUJAIMHM TOCIEACTBUN KOMIBIOTEPHBIX aTaKk Ha
uHpopMalMoHHbIe pecypchl Poccuiickoit ®enepanuu (mamee - Cucrtema), a Takke BHUABI OOeCIEUeHUS,

HEOOXOIMMBIE /IS €€ CO3/IaHMsI ¥ (PYHKIIMOHUPOBAHUSI.

2. CucreMma mpeacTaBisieT coOOl eTUHBIN LEHTPAIN30BaHHbIN, TEPPUTOPHATILHO pacHpeeIeHHbIH KOMILIEKC,
BKJIIOYAIOLIUI CHIIBI M CPEACTBAa OOHAPYXKEHUS, NIPEIYNPEKICHNUS U JIMKBUIAILMU TTOCIEACTBUN KOMIBIOTEPHBIX
aTak, ¢eepaabHbI OpraH MCIOJHUTEIbHON BIACTH, YIOJIHOMOYEHHBINH B 001acTH obecnieueHus: 6e30MacHOCTH
KpuTHdeckoi HMHpopManoHHONH wuHppacTpykTypel Poccuiickoit ®enepanuu, u ¢eaepanbHblii  Opra
UCTIOJIHUTENIBHOW BIIACTH, YMOJIHOMOYEHHBIH B OONAacTH co3JaHus M oOecrnedeHus (QyHKIHMOHUPOBAHUS

CucreMsl.

4. IlpaBoBytro ocHoBy Hactosimied Konnenuun cocraBisitor Koucruryumsi Poccuiickoit  ®Denepanuu,
benepanbable 3aK0oHBI, CTpaTerus HanMoHadbHOM Oe3omacHocTn Poccumiickoit ®enepanuu g0 2020 rona,
Hokxtpuna wuHpopMarmoHHo Oe3zonmacHocTH Poccuiickoit ®Denepanmn, Yka3z Ilpesumenra Poccuiickoit
@enepatn ot 15 suBaps 2013 r. Ne 3lc "O co3maHum TrocyAapCTBEHHOW CHCTEMbI OOHApyXEHHUS,
OpenynpexaeHus W JUKBUAALWK TIOCIAEACTBUNA KOMIBIOTEPHBIX aTak Ha WH(DOpPMAIMOHHBIE pPECYpPChI

Poccuiickoii @enepanun” 1 MHbIE HOpMaTUBHBIE ITPaBoBbIe akThl Poccuiickoit denepanun.

5. B Hacrosmei KoHuenuy nenosb3yoTesl CIeAYI0NMEe OCHOBHbBIE TOHSITHS:

a) cyowbekThl Cuctembl - denepalbHbIi OpraH WCIIOJHHUTEIBHONW BIACTH, YIOJHOMOYEHHBIH B 00JacTu
obecrieueHnsi 0€30MaCHOCTH KPUTHYECKON uWHMOpMaImoHHOW HHpacTpyKTypsl Poccuiickoit denepannw,
denepanbHbBIE OpraH HUCHOJHUTENBLHOM BIACTH, YIMOJIHOMOYEHHBIM B 00JacTH co3gaHus U o0OecredyeHHs
dbyukmonupoBanusi CUCTEMBI, BIaAebIbl HHPOPMAIMOHHBIX pecypcoB Poccuiickoit denepannu, onepaTopsl

CBA3U, a4 TAKXKXC HHBIC OpraHu3aly, OCYHICCTBIIAIOMIUC JIMICH3HUPYCMYIO ACATCIBHOCTL B obnacTu 3aIIUThI



uHpOpMAILINH;

0) 30Ha OTBETCTBEHHOCTH cyObekTa CHCTEMBI - COBOKYIHOCTb HH(OpPMalMOHHBIX pecypcoB Poccuiickoii
denepanyy, B OTHOUIEHUH KOTOPBIX cyObekToM CHcTeMbl 00ecneunBaroTCsl 00OHapyKeHUe, IpelynpexaeHue 1
JUKBUJAIUS TOCIEICTBUNA KOMIIBIOTEPHBIX aTaK;

B) Cuibl OOHapyXeHHs, MNpPEAYNPeKIEeHUS U JHMKBUJAIMM [OCJIEICTBUNH KOMIIBIOTEPHBIX aTaK -
YIOJHOMOYEHHBIE MOJpa3/ieneHuss cyoObekToB CUCTEMBbl U CHELMAIbHO BBIJECICHHBIE COTPYIHUKU CYyOBEKTOB
CucrteMbl, NPUHUMAIOIIME YydYacTHE B OOHApPYKEHHM, NPEAYNPEXKIECHUM U JIMKBUJALMU TOCIEICTBUH
KOMIIbIOTEPHBIX aTak Ha HHPOpMaLMOHHbIE pecypchl Poccuiickoit @enepanuy;

I) cpesicTBa OOHAPY)KEHUS, IPEAYIPEkKACHUS U JIMKBUIALUN TTOCIIEACTBUN KOMIBIOTEPHBIX aTaK - TEXHOJIOTUH,
a TakXe TEeXHUYECKUe, MPOrpaMMHbIE, JMHI'BUCTUYECKHE, MPABOBbIC, OpraHU3allMOHHbIE CPEACTBA, BKIIOYas
CeTH M CpEJCTBa CBS3M, CpelCcTBa cOOpa M aHaiIn3a MH(GOPMALUH, MOJAEPKKU HPUHATHS YNPaBIEHUYECKUX
peleHnii (CUTyallMOHHBIE LEHTPHI), MpEeAHA3HAYCHHBIE Ul OOHAPYXEHMS, MPEAYNPEeKIACHUS U JUKBUAALUU

MOCJIE/ICTBUIM KOMIBIOTEPHBIX aTak Ha WHpOpMalMOHHbIe pecypcehl Poccuiickoit @enepanuu.
II. Haznavenue, pyHKUMH, NPUHIMIBI CO3AaHUA U GyHKUMOHNPOBaHUusA CUCTEeMbI

6. OcHoBHbIM Ha3HaueHueM CHUCTeMBbl SBJISETCS OOecledeHHe 3aIUIIEHHOCTH HWH(OPMALMOHHBIX PECYPCOB
Poccuiickoit ®denmeparuu OT KOMIBIOTEPHBIX aTaK M INTAaTHOTO (PYHKIIMOHUPOBAHMS JaHHBIX PECYPCOB B

YCJIOBUAX BOBHUKHOBCHUA KOMIIBIOTCPHBIX HHIUACHTOB, BBI3BAHHBIX KOMIIBIOTCPHBIMH dTaKaAMMU.

7. Ja BBINOJIHEHUS OCHOBHBIX 3aj]la4, onpeneneHHbIX B Ykase Ilpesupenra Poccuiickoit denepauun ot 15
auBaps 2013 1. N 3lc «O co3naHuu TroCylapCTBEHHOW CHUCTEMBbl OOHapy)XEHUs, MNPEAYNPEKICHUS U
JMKBUIALUYU TIOCIIEJICTBUH KOMIBIOTEPHBIX aTaKk Ha WHQPOpPMalMOHHBIE pecypchl Poccuiickoir deneparumy,
CucteMa OCyIIECTBIISET pealn3alio CISAYONX (PyHKIMIA:

a) BBISIBIICHUE MTPU3HAKOB MPOBE/ICHUS] KOMITBIOTEPHBIX aTakK, OMpeIeJIeHNe UX UCTOYHUKOB, METO/IOB, CIIOCOOOB
U CPEICTB OCYUIECTBICHHS M HAINpPABICHHOCTH, a TaKkKe pa3paboTKa METOAOB M CPEACTB OOHApyKEHUs,
IIPEIyNPEXACHAS U IUKBUIALMH ITOCIECICTBUI KOMIIBIOTEPHBIX aTaK;

0) ¢opmupoBaHHE M MOJACPKAHUE B aKTyaJbHOM COCTOSHUHM JI€TaJU3UPOBaHHOM HHpopManuu 00
MHPOPMALMOHHBIX pecypcax Poccuiickoit ®enepannu, HaxXoIAIIMXCS B 30HE OTBETCTBEHHOCTH CYOBEKTOB
Cucremsl;

B) INPOTHO3MPOBAHUE CHUTyallud B oOjactu oOecrneyeHus HHGPoOpMalMOHHON Oe3onmacHocTH Poccuiickoit
denepanny, BKIKOYas BBIABICHHBIC U IPOTHO3UPYEMBIE YTPO3bl U UX OLICHKY;

I) OpraHu3alusi U OCYIIECTBICHUE B3aUMOJEHUCTBUSA C IPABOOXPAHUTEIBHBIMM OpraHaMud M JpYyTUMU
roCyJIapCTBEHHBIMH ~OpraHaMH, BiajenblaMu HH(pOpMaMoHHBIX pecypcoB Poccuiickoit  ®enepauuu,
omeparopaMu  CBSI3M, MHTEPHET-NIPOBAJEpaMd U HMHBIMM 3aMHTEPECOBAHHBIMU  OpraHU3allUsIMH  Ha
HAIIMOHAJIFHOM U MEXIyHapOIHOM YPOBHAX B 00J1acTH 0OHApPYKEHHsI KOMITBIOTEPHBIX aTaK U yCTAaHOBJICHUS UX
MCTOYHUKOB, BKJIOYash OOMEH HH(OpMAalueil O BBISIBICHHBIX KOMITBIOTEPHBIX aTakax M BBI3BAaHHBIX HMH
KOMIIBIOTEPHBIX HHLUJCHTAX, a TakXke OOMEH ONbITOM B c(epe BBISBICHUS U YCTPaHEHHs YS3BHUMOCTEH
IIPOrpaMMHOT0 OOecrieueHus: 1 000pyI0BaHUS U pearnpoBaHMsl HA KOMIIBIOTEPHbIE UHIIU/IEHTHI;

J1) OpraHu3ansi U NPOBEICHHE HAy4YHBIX HCCIelIOBaHUN B cdepe pa3pabOTKHM W NPUMEHEHUS CPEACTB U



METOAO0B OOHAPYKEHHSI, TPEAYIPEKACHUS U JTUKBUIALUH ITOCIEICTBUI KOMITBIOTEPHBIX aTaK;

€) OCYIIECTBICHHE MEPOINPHUITAN IO OOECHeUeHHIO MOATOTOBKH M TOBBINICHUS KBATU(UKAINH KaIpOB,
TpeOyromuxcs A co3aanust U QyHKInOHUpoBaHUSI CUCTEMBIL;

&) cOop M aHaK3 MHGOPMALMU O KOMIBIOTEPHBIX aTakaxX M BbI3BAHHBIX MMM KOMIIBIOTEPHBIX MHIIMJIEHTaX B
OTHOIIIEHNU MH(POPMAIIMOHHBIX pecypcoB Poccuiickoit Denepanuu, a TakKe O KOMITBIOTEPHBIX WHIIUJCHTAX B
MH(GOPMALIMOHHBIX CUCTEMaX U MH(POPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CETSX APYTUX CTPaH, ¢ KOTOPHIMU
B3aMMOJICHCTBYIOT BJIaACNbIIbl HH(DOPMAIMOHHBIX pecypcoB Poccutickoii deneparumy;

3) OCYUIECTBIICHUE MEPOMPHUITHI MO ONEepaTUBHOMY PEardpOBaHUIO HAa KOMIIBIOTEPHBbIC aTaKU U BBI3BAHHBIE
MMHU KOMITBIOTEPHBIE MHIUICHTBI, @ TAKXKE 10 JIMKBUJALMU TOCIEICTBUNA JAHHBIX KOMIIBIOTEPHBIX WHIIMJIEHTOB
B MH(MOpMaLIMOHHBIX pecypcax Poccuiickoit deneparuuy;

1) BBISIBIIEHUE, COOP U aHAJIM3 CBEJCHUH 00 YS3BUMOCTSX MPOTrPaMMHOI0 o0ecrieueHns U 000pyA0BaHMS;

K)  MOHUTOPMHI  CTENEHH  3AIIMIICHHOCTH  MH(POPMALMOHHBIX  CHUCTEM W HH(POPMALHUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CeTell Ha BceX JTamax Cco3JaHus, (QYHKIMOHUPOBAHUS M MOJEPHU3ALUU
UHPOPMaLMOHHBIX pecypcoB Poccuiickoii deneparyu, a Takke pa3padoTKa METOAWYECKUX PEKOMEHJIAIMHA 110
OpraHu3aIuy 3alUTHl HHOOPMAIIMOHHBIX pecypcoB Poccuiickoit deaepany 0T KOMIBIOTEPHBIX aTakK;

M) OpraHu3alys U OCYIIECTBIEHUE AaHTUBUPYCHOM 3aIUTHI;

H) COBEpIIECHCTBOBAHHME OINEPATUBHO-TAKTUYECKOTO B3aMMOJCHCTBUSL CHUJI W CpPEACTB OOHapy>KeHus,

npeaynpexKACHus 1 JIUKBUAAINN HOCJ'IGI[CTBI/Iﬁ KOMIIBIOTCPHBIX aTakK.

8. Co3nianue u ¢pyHKIHOHUpOBaHUE CHCTEMBbI OCYIIECTBIISCTCS HA OCHOBE CJIEAYIOLINX MPUHIIMIIOB!

a) TeppUTOpUANbHAs pacnpeaeaeHHOCTb CUCTEMBI;

0) oTpacieBas U TeppuTOpHaIbHast opranuzanus CUCTEMBI;

B) €AMHCTBO I'OCYJapCTBEHHOI'O IJIAHMPOBAHMS, a TAK)KE€ KOOpAWHALMM M KOHTPOJS peaju3alluy KOMIUIEKca
TEXHUUYECKHUX U OPraHU3alllOHHBIX MEp;

r) obOecrnieueHne (yHKIMOHHpPOBaHUS CHCTEMBl Ha OCHOBE €IUHON HAYYHO-TEXHHYECKOH M OpraHU3alMOHHO-
METOIMYSCKOM IOJUTHUKHU,

J1) JOCTaTOYHOCTb U pAalMOHAJIbHOE MCIIONb30BAaHUE CHJI U CPEACTB OOHApYXEHUs, NPEIyNpexaAeHUs U
JMKBUJIAIIUU TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK;

€) paslelieHHe IOJIHOMOYMH U OTBETCTBEHHOCTH MEXIYy cyObekramu CHCTEeMbl Ha OCHOBE HOPMATHUBHO-

mpaBoBoit 6a3el Poccuiickoit deneparumn.

II1. OpranusanuoHHbie 0CHOBbI CHCTEMBbI

9. OCHOBHOH OpraHM3aIMOHHO-TEXHUYECKOW cocTaBisitonieii CUCTeMBbl SBIAIOTCS LIEHTPbI OOHApY>KEHUS,
HPEeIyNpexaCHNUS U JMKBUAALMU IOCIEACTBUI KOMIIBIOTEPHBIX aTak (Jajee - LIEHTPbl), OPraHU30BaHHBIE 110

BEJIOMCTBEHHOMY U TEPPUTOPHUAIILHOMY IPUHIIMIIAM.

10. K ocHOBHBIM 3a7ia4aM IIEHTPOB OTHOCATCS:
a) oOHapyXeHHe, MPeAyNpPEeKICHUE U JUKBUIAIMS TMOCIEACTBHI KOMIBIOTEPHBIX aTaK, HANpaBJICHHBIX Ha
KOHTPOJHPYEMbIe HHPOPMAIIMOHHBIE PECYPCHI;

6) IMPOBCACHUC MepOHpI/I}ITI/Iﬁ MO0 OHLCHKC CTCNCHU 3alMUIICHHOCTH KOHTPOJIUPYCMBbBIX I/IH(I)OpMaI_II/IOHHBIX



pecypcoB;
B) IMPOBCACHUC MepOHpI/ISITI/II\/JI 0 YCTAHOBJICHHUIO TIPUYUH KOMIIBIOTCPHLIX HWHIUACHTOB, BBI3BAHHBIX
KOMIIBIOTEPHBIMU aTaKaMHU Ha KOHTPOJIUPYEeMble HHPOPMAILIMOHHBIE PECYPCHI;

r) cOop W aHamM3 [AHHBIX O COCTOSSHHM WH(GOPMAIMOHHOH O€30MacHOCTH B  KOHTPOJIHPYEMBIX
MH(GOPMaLMOHHBIX pecypcax;

1) OCYILIECTBJIICHHE B3aUMOJICHCTBUS MKy LIEHTPAMH;

€) uHGOOPMHUPOBAHHE 3aMHTEPECOBAHHBIX JHUI] W CyObekToB CHCTEMBI 10 BONpoOcaM OOHApYXEHUS,

npeaynpeKACHUA U JIMKBUIallUH HOCJ'IG,Z[CTBI/Iﬁ KOMIIBIOTCPHLIX aTaK.

11. IlenTtpsl mnompasnaensitorcss Ha TJaBHBIA IEeHTP CHCTEMBbI, PETHOHAIBHBIC LEHTPBI, TEPPUTOPHAILHBIC
LEHTPbI, LEHTPbl OPraHoB roOCyJapCTBEHHON Biactu Poccuiickoit depepanuy U OPraHOB T'OCYJIAPCTBEHHOM

BIacTH cyobekToB Poccuiickoii @enepanuiu (fajiee - BeIOMCTBEHHbBIE LIEHTPhI) U KOPIIOPATUBHBIE LIEHTPBHI.

12. I'naBHpli neHTp CHCTEMBI, PETMOHAIBHBIE M TEPPUTOpPUAIbHBIE LEHTPbl CHCTEMBI CO3JAIOTCSA CUIIAMM
(denepanbHOrO OpraHa HUCIOJHUTENBHONW BIIACTH, YIOJHOMOUYEHHOrO B 00JAacTH CO3AaHUS M OOecledYeHus
¢ynkunonupoBanuss Cuctembl. 30HOM OTBETCTBEHHOCTH JMJAHHBIX IIEHTPOB SBISIOTCS HH(POPMALMOHHBIC
pecypchl OpraHoB ToCylIapcTBeHHOM BilacTu Poccuiickoin dexepanum U OpraHoB rOCyAapCTBEHHOW BIIACTH
cyonexToB Poccuiickoit @enepanuu (manee - opranbl TOCYJapCTBEHHON BIAcTH), a Takke WH(POPMAIMOHHbIC

pecypchl yKa3zaHHOTO ()e/iepaibHOr0 OpraHa UCIIOTHUTEIILHOM BIaCTH.

JlaHHbIe LIEHTpBI OPraHU3YIOT U MPOBOJAT B COOTBETCTBMM C 3aKOHoJaTenabcTBOM Poccuiickoil ®enepanuu
MEpONPHUATHS MO OLEHKE CTEMEeHU 3allUIIEHHOCTH KPUTHUYECKOW HH(POPMAIMOHHOW HH(PaCTPyKTyphI

Poccuiickoii @enepanuu OT KOMIIBIOTEPHBIX aTak.

13. BenoMCTBEHHBIE LEHTPHI CO3AAIOTCS 3aMHTEPECOBAHHBIMU OpPraHamMu TOCYJAapCTBEHHOW BIIACTH. 30HOM
OTBETCTBEHHOCTHM TaKMX LIEHTPOB SBIIIOTCA IPUHAJUICKAIIME OpraHaM TIOCYJapCTBEHHOM  BIIACTH
nH(bOpMallMOHHBIE pecypchl. Takke BEIOMCTBEHHBIE IIEHTPHI MOTYT CO3/1aBaThCid M OKCIUTyaTHPOBAThCA B
MHTEpEcCaXx OpraHOB TOCYAAapCTBEHHOM BJIACTH OpPraHU3alUsAMHU, OCYIIECTBISIONIMMYU JUUEH3UPYEMYIO

JACATCIIbHOCTD B obnactu 3alIUThI I/IH(bOpMaI_[I/II/I.

@OyHKIIMOHUPOBAHUE BEIOMCTBECHHOTO IIEHTpPa 00ECIIeYNBACTCS OPTaHOM TOCYAapCTBEHHOW BIIACTH, CO3aBIIHM

ATOT LICHTP.

14. KOpHOpaTI/IBHBIC HOCHTPBI MOTYT CO34aBAThLCA TOCYyAApPCTBCHHLIMU KOPIIOpALUAMU, OICPATOpPAMU CBA3U U
APpyrumMu  OopraHu3alusaMu, OCYHICCTBIAIOIMIUMHA JIMOCH3UPYEMYIO JICATCIIBHOCTL B obyactu 3alllUThI

UHpOpMaLIUH.
OYHKITMOHUPOBAHUE KOPIIOPATUBHOTO IIEHTPa 00ECIIeYNBACTCS OpraHu3aIiuei, Co3AaBIIeii TaKoi IEHTP.

15. BxiroueHue BEIOMCTBEHHOI'O (KOPIIOPAaTUBHOIO) LIEHTpa B cocTaB CHCTEMBI OCYIIECTBISETCS Ha OCHOBE
COIJIallIEeHUs] opraHa TOCyJIapCTBEHHOM BJIACTH (OpraHu3alliu), CO3/1aBLIErO (CO3/AaBIlIE) yKa3aHHBIM LIEHTP, C

denepanbHBIM OPraHOM HCITOJIHUTEIBHON BJIACTH, YIOJTHOMOYECHHBIM B OOJACTH CO3JaHUS U O0eCIeYCHHS



¢yHxumonrpoBanus CUCTEMBI.

16. B cocraBe Cucremsl (yHKIHMOHUpPYET co3laHHbIl B PenepanbHoil cimyxkOe Oe3omacHocTH Poccuiickoit
Oenepannn HanroHanbHbI KOOPAMHALMOHHBIN LIEHTP 110 KOMIIBIOTEPHBIM MHIMACHTAM, KOTOPbIA OpraHUu3yeT
U OCyWIeCTBIsieT OOMEH wuHpopManueil O KOMIBIOTEPHBIX MHUUACHTAX C OPUIMYECKUMHU JIMLAMH,
BJAJICIOIIMMU Ha TIpaBé COOCTBEHHOCTHM WJIM HMHOM 3aKOHHOM OCHOBaHMHM OOBEKTaMHU KPUTHYECKOM
uHbopMaMoHHOW HMHPpacTpyKTypsl Poccuiickoit ®enepamuu, omnepaTopamM CBs3U, 00ECIEUUBAIONIUMU
B3aMMO/JICHCTBHE O0BEKTOB KPUTHUYECKON MH(OPMAIIMOHHON HH(ppacTpyKTypsl Poccuiickoit @enepannu Mexmy
co0oH, YIIOJIJHOMOYEHHBIMH opraHamu MHOCTPAHHBIX rocyJapcrs, MEKyHapOJHBIMU u
HENPAaBUTEIbCTBEHHBIMU OpPraHMU3alMsIMH, OCYLIECTBIISIOIIMMHU JEATEIbHOCTh B 0O0JACTH pearupoBaHUsl Ha

KOMIIBIOTCPHBIC MHIIUJACHTEI.

18. denepanbHblii OpraH HCHOJHUTEIBHOW BIIACTH, YHOJIHOMOYEHHBIM B 00JacTH co3/laHUs U oOecreueHHs
¢dbyHkunonupoBanusi CUCTEMBI, OCYILECTBIISIET Jl0BeleHHe 0 cyObekToB Cuctembl nHpopMmanuu o0 yrposax
uHPOpPMaLMOHHBIM pecypcaMm Poccuiickoit denepanun 1 0 HEOOXOAMMBIX Mepax MO0 HEUTpaau3alH JaHHBIX
yIpo3, a TaKkKe 00EeCIeYrBaeT pealn3aluio MEPOIPUATHI 10 COBEPUICHCTBOBAHUIO ONEPATUBHO-TAKTUYECKOTO

B3aUMOJICHCTBHA CyOBEKTOB CHUCTEMBI.

IV. HopmaTuBHO-TIPABOBOE, HAYYHO-TEXHUYECKOE, HH(POPMAIMOHHO-AHAJIUTHYECKOE,
Ka/JpoB0Oe U OPraHU3ALUOHHO-IITATHOE O0ecnevyeHne co31aHus 1 QYHKIUMOHUPOBAHMS

CucremMbl

19. HopmatuBHO-TIpaBOBOE obecrieueHne co3nanus u pyHKmoHrupoBanusi CHCTEMBI BKIIIOYACT:

a) co3aHue 3aKoHoAaTeNbHOM 0a3bl Poccuiickoit denepanmm;

0) mopsaok ¢ukcanuu ¥ ooMeHa mHpopmaruendn Mexay cyobekraMu CHUCTEMBI O KOMITBIOTEPHBIX aTakax Ha
uHpopMalmoHHble pecypcbl Poccuiickoit denepaniny U BbI3BAaHHBIX KMH KOMITBIOTEPHBIX HHIIMICHTAX;

B) MOPSIOK OCYHIECTBIICHUS AEITEIbHOCTU CyOBheKTOB CHUCTEMBbI B 00JIaCTH OOHApPYKEHUS, IPEIYNPEKACHUSI U
JTUKBUJIAIIUY TTIOCIEICTBUN KOMIIBIOTEPHBIX aTaK;

) MOPSJIOK U MEPUOANYHOCTh MPOBEACHUS MEPOIPHUATHI MO OICHKE CTEINECHU 3aIUIICHHOCTH KPUTHYECKON
UHPOPMALMOHHON HHppacTpyKTypsl Poccuiickoit denepaniy OT KOMIBIOTEPHBIX aTak;

) TOpAgoK oOMeHa uHpopMamueld MeEXIy OpraHaMyd TOCYJAapCTBEHHOM BJIACTH W YNOJIHOMOYEHHBIMHU

OpraHaMy MHOCTPAaHHBIX I'OCYAapCTB (MG)KI[}’HapOI[HBIMI/I OpFaHI/I3aI_II/ISIMI/I) O KOMIIBIOTCPHBIX MHIOUACHTAX.

20. Hayuno-Texnudeckoe o0ecrieueHrue co3ianus U GpyHKunoHupoBaHusi CUCTEMBI OCYIIECTBIISETCS Ha OCHOBE
pe3yNnbTaToB (PyHIAMEHTAIBHBIX U MPUKIAAHBIX HAyYHO-TEXHUYECKHX HCCIIEOBAHUNA U paboOT MO CIEAYIOUUM
HaIpaBJICHUSIM:

a) pa3paboTKka METOJOB BBISBICHUS MPHU3HAKOB TMPOBEICHUS KOMIBIOTEPHBIX aTakK, OINpeAeNIeHUs UuX
MCTOYHUKOB U CIIOCOOOB OCYIIECTBICHUS W HAIIPABICHHOCTH,

0) pa3paboTka METOIUK TPOBEACHHS MEPOIPHITHIA MO OIEHKE CTENEHH 3alUIICHHOCTH WH()OPMAIMOHHBIX

CHUCTEM u I/IH(i)OpMaL[I/IOHHO-TeHeKOMMyHI/IKaL[I/IOHHBIX ceTeit OT KOMIIBIOTCPHBIX aTak, (1)I/IKC3.I_[I/II/I



KOMITBIOTEPHBIX MHIUACHTOB, a TAK)K€ METOJNYECKUX PEKOMEHJAIU B O0JIACTH BBIABICHHS, TPEIYIPEKICHHS
U JIMKBUJAIMKA TOCIEICTBUA KOMIBIOTEPHBIX aTakK, BKJIIOYas PEKOMEHJAIMH T10 OpraHW3alMy 3alluThI
KpUTHYECKON NHPOpMaMOHHON HHPpacTpyKTypbl Poccuiickoit denepaniv OT KOMIIbIOTEPHBIX aTaK;

B) MPOTHO3UPOBAaHHWE M pa3paboTka Mojeneil B oOnactu obecnedeHrs HHPOPMAIMOHHON O€30MacHOCTH
Poccuiickoit deneparuu;

) pa3zpaboTka METOAWK OOHApYXXEHUsS KOMIBIOTEPHBIX aTak Ha WHQOOPMAIIMOHHBIE CHCTEMBl H
MH(POPMALIMOHHO-TEIEKOMMYHUKAIMOHHBIE CETH;

€) pa3paboTKa METOIOB U CPEJCTB BBISBICHUS U MPENYNPEKACHNUS KOMIBIOTEPHBIX MHIMJICHTOB, BbI3BaHHBIX

KOMIIBIOTCPHBIMH aTaKaAMH.

21. UndpopmanmoHHO-aHATHTHYECKOE obecrieueHue GyHKIMOHUpoBaHUsS CHUCTEMBI OCYIIECTBIISIETCS HA OCHOBE
IIPOTHO3MPOBAHUS CUTyalluM B o0mactu oOecniedyeHuss HHPopManuoHHON Oe3zonmacHocTu Poccuiickoit
®eneparyn. McxoMHBIMU TaHHBIMU JIJTSI IPOTHO3UPOBAHMUS SIBIISTFOTCSI:

a) uHopMalus, HojyyaeMmasi CpelCTBaMU OOHApYKEHHUs, MPEeNyNpexACHUsS M JIMKBUAALWUU IOCIEICTBUN
KOMITBIOTEPHBIX aTakK;

0) pe3yJabTaThl OIICHKH CTETNCHW 3allUIIEHHOCTH KPUTHUYECKOW WH(POPMAIMOHHON HH(PPACTPYKTYPHI
Poccuiickoiit denepaiiiu 0T KOMIIbIOTEPHBIX aTakK;

B) nH(pOpMaIKs 0 KOMIBIOTEPHBIX aTakaX M BBHI3BAHHBIX MMM KOMITBIOTEPHBIX WHIMACHTAX, MOCTYMAOMas 1Mo

KaHaJIaM MCXKIYHApOAHOTO obMeHa.

22. KagpoBoe 1 opraHu3alMOHHO-IITaTHOE o0ecrieueHrne co3aanus U GyHKIMOHUpoBaHUsI CUCTEMBI BKITIOYAET:
a) LIEJIEBOE BBIJCICHUE JONOJHUTENbHBIX IITaTHBIX PECYpPCOB 3aMHTEPECOBAHHBIM OpraHaM rocyAapCTBEHHOM
BJIACTH;

0) COBEpLICHCTBOBAaHME HOPMATUBHO-METOJUUYECKOr0 00eCHeueHus] IOATOTOBKH, MEPErnoJroTOBKH U
HOBBIIIEHUS KBAIM(UKALUK KaJIpOB, 00€CIeUNBAIOLINX peann3anuio GyHKkunii CucteMsl;

B) pa3BUTHE y4eOHO-1a00paTOpHON 0a3bl MOArOTOBKH, NEPENOATOTOBKH U MOBBIIICHUS KBAIM(UKALMY KaJpOB,
o0ecrieynBaroIuX peanusanuio yHkuuil CucreMsl;

I) MOATOTOBKY, NEPENOATOTOBKY M TOBBILICHHWE KBAIM(UKAMK KaJpoB, OOECHEUMBAIOIIUX pPEaTU3ALUI0

¢ynkuuit CucTeMsl.



