MeTtoauueckumn AOKYMEHT "Mepbl 3aLuTbI
UHPopmaLMM B rocyaapcTtBeHHbIX MHPOPMALMOHHDIX
cuctemax” (yrB. @PepepanbHon caybou no
TeXHUYECKOMY U 3KCMOPTHOMY KOHTpoAlo 11 ¢peBpana
2014 r.)

1. O6wue nonoxkeHus

Hactoswuit  metogmyeckmin  gokymeHT OCTIK  Poccum  «Mepbl  3alWmtbl  MHGOpMaUMM B
rocyapcTBeHHbIX MHGOPMALMOHHbIX cucTeMax» (fganee - MeToAMYECKUA AOKYMEHT) pa3paboTaH u
YTBEP)KAEH B COOTBETCTBUM C MognyHKTom 4 nyHkTa 8 [MonoxkeHua o PepepanbcHon cayxkbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAtO, YTBEPXKAEHHOro YKasom [pesnpeHTa PoccuicKol
depgepaunm ot 16 aBrycrta 2004 r. Ne 1085.

MeToaMyYecKMin  OOKYMEHT AeTafM3MpPyeT OpPraHM3auMOHHblIE M TEXHUMYECKME Mepbl  3auTbl
MHbopMauun (manee - Mmepbl 3aWUTbl MHOOPMALMKM), MNPUHUMAEMble B TOCYAAPCTBEHHbIX
MHPOPMALMOHHBIX cucTemax (ganee - MHGOPMALMOHHbIE CUCTEMBI) B COOTBETCTBUM C TpeboBaHUAMU
0 3awuTe MWHPOpPMALMM, HE COCTaBAALWEN TOCYAapCTBEHHYIO TaWHy, COAeprkallencs B
rocyfapcTBeHHbIX MHGOPMALMOHHBIX CUCTEMAX, YTBEPXKAEHHbIMU NpuKkaszom ®CTIK Poccum ot 11
deBpans 2013 r. Ne 17 (3apermctpupoBaH MuHioctom Poccum 31 man 2013 r., per. Ne 28608), a TaKKe
onpeaenaet cogepxaHme mep 3aWwmUTbl UHGOPMALUKN N MPaBUIIA NX Peanm3aumnn.

B meToanYeCcKoM AOKYMEHTE HE pacCMaTPUBAlOTCA COAEepPrKaHue, NpaBuna Bbibopa 1 peannsaumm mep
3alWMTbl  MHOOPMALMKN, CBA3AHHbLIX C MPUMEHEHMEM KpunTorpaduyeckmx MeToA0B 3alUUThbI
nHbopmauum 1 WnNppoBanbHbIX (KpunTorpaduyeckmnx) cpeacts 3almuTbl MHPopmauumu. MpuHATHE
TaKUX Mep 3almTbl MHGOpMaLMM obecneynBaeTcs B COOTBETCTBUM C 3aKOHOAAaTebcTBOM Poccuiickoi
depepaunn.

MeToguueckmii  JOKYMEHT npegHasHadyeH pgaa  obnagateneit  MHPOpMaumK, 3aKasuMKoB,
3aKNIOYMBLUMX TFOCYAAPCTBEHHbIM KOHTPAKT Ha co3fdaHve WHPOPMaUMOHHOM cucTembl (danee -
3aKas3yMKu), onepatopoB MHGOPMALMOHHbIX CUCTEM (Janee - onepaTopsl), UL, 06pabaTbiBatOLMX
MHbOPMaLMIO, ABNAIOWYHOCA TOCYAAPCTBEHHBIM MHGOPMALMOHHLIM PECYpcoM, MO MOPYYEHUIO
obnagatena wuHbopmauuu (3aKasumka) uAM  onepatopa W (MAM) NPefoCTaBAAWMX MM
BbIYMCUTENbHBIE pPecypcbl (MOWHOCTN) AN 06paboTKM MHOPMaLUM Ha OCHOBAHMM 3aKIHOUEHHOTO
OOoroBopa (manee - ynoJHOMOYEHHble /iMUA), a TaKXe /L, NPUBNEKAeMbIX B COOTBETCTBUM C
3aKoHogaTenbctBOM  Poccuiickon  Pepepaumm  agna  nposegdeHuMa paboT  NoO  co3aaHuio
(NpoeKkTMpoBaHMI0) MHOOPMALMOHHBIX CUCTEM B 3aLUMLLEHHOM MWCMNONHEHUU U (MNIM) UX CUCTEM
3aWwmTbl MHGOopMaL MK (aanee - pa3paboTuMKM (MPOEKTUPOBLUUKM)).

MeToanyecknii LOKYMEHT NpumMmeHsAeTcA AnA Bbibopa M peannsaumm B COOTBETCTBUM C NyHKTOM 21
TpeboBaHuii 0 3awmTe NHGOPMALUKM, HE COCTABAAIOLLEN FOCYAAPCTBEHHYIO TaliHy, cCoAepKallenca B
rocyapCTBEHHbIX MHOOPMALMOHHbBIX CUCTEMAX, YTBEPXKAEHHbIX npukasom PCTIK Poccum ot 11
deBpana 2013 r. Ne 17, mep 3awmTbl UHGOPMaLUUM B MHPOPMALMOHHbIX CUCTEMAX, HAMPAB/EHHbIX Ha
obecneyeHue:

®  KOHPUAEHLMANLHOCTU MHPOPMALMK (MCKIIOYEHUE HEMPABOMEPHOTO A0CTyra, KONMPOBAHWA,
npesocTaBAEHMS UM PacipoOCTpaHeHus nHdopmaumm);

® LENOCTHOCTM  MHOOpPMauMKM  (MCKAOYEHME  HEMPABOMEPHOIO  YHUYTOMKEHUS WM
moanduumposaHna MHbopmaLnn);

®  [0CTYNHOCTM MHGOPMaLMK (UCKtOYEHNE HEMPABOMEPHOTO B/I0KMPOBaHUA MHGOPMALLUM).



HactoAawmii - meTogMueckuii - AOKYMEHT MOXeT MNPUMEHATbCA ANA  3almTbl  0bwenocTynHoM
MHPOPMaLUUK, CcopeprKallenca B rocyaapCTBEHHbIX MHOOPMALMOHHBIX CUCTEMAX, OA AOCTUNKEHMUA
Lenemn, yKasaHHbIx B NyHKTax 1 1 3 yactn 1 ctatb 16 PegepanbHoro 3akoHa ot 27 mntona 2006 r. Ne
149-93 «06 nHbopmauunun, MHGOPMALMOHHBIX TEXHONOTMAX U O 3amMTe MHPOPMaLMMY, a TaKKe ans
3aWmTbl MHPOPMaLMK, COaEepIKaLLENCA B HEFOCYAAPCTBEHHbIX MHPOPMALIMOHHDBIX CUCTEMAX.

Mo pelweHMo onepaTopa NePCOHANbHbIX AaHHbIX HACTOALLMA METOANYECKMIA LOKYMEHT NPUMEHAETCA
ansa obecneyeHns 6e30nMacHOCTM MEPCOHAbHbIX AAHHbLIX NpU MX 06paboTke B MHGOPMALMOHHBIX
CUCTEMAX MEePCOHAsbHbIX AaHHbIX, 3alLMTA KOTOPbIX obecneynBaeTca B cooTBETCTBMM ¢ COCTaBOM U
coZepKaHNeM OPraHU3aLMOHHbIX U TEXHUYECKUX Mep No obecneyeHmnto 6e30MacHOCTM NePCOHAbHbIX
OaHHbIX Npu nx obpaboTke B MHPOPMALMOHHDBIX CUCTEMAX MEPCOHAbHbIX AAHHbIX, YTBEPKAEHHbIX
npukasom PCTIK Poccum ot 18 dpespana 2013 r. Ne 21 (3apeructpuposBaH MuHioctom Poccnn 14 mas
2013 r., per. Ne 28375).

Ona uenei HacToAWEro MeToAMYEcKOro AOKYMEHTa MCMO/b3yloTcA TEPMWUHbI U onpeaeneHus,
YCTaHOBNEHHble 3aKoHoAaTeNnbCcTBOM Poccuiickoinnt Peaepaummn 06 nHbopmaummn, HPOPMaLMOHHbBIX
TEXHO/IOMUAX W O 3aWuUTbl MHPOPMALIMKN, TEPMUHBI U ONpeaeneHuns, yCTaHOBAEHUE HauMOHabHbIMU
CTaHZapTaMu B 061acT 3aWmTbl MHGOPMAUUK, a TaKKe TeEPMUHbI U onpeaeneHus, npusedeHHble B
npunoxeHun Ne 1 K HacTosAWweMy MeToANYECKOMY AOKYMEHTY.



2. Bbibop mep 3awmTbl MHGOPMaLUK aNA peanmusaunum B UHGOPMALMOHHOM
CUCTEeMeE B paMKax CUCTEMbI 3aLUTbl MHOpMaLuumn

Bbibop mep 3alwmTbl UHGOpPMaLUUM AN1A UX peannsaumm B MHPOPMALMOHHOM CUCTEME OCYLLECTBASETCA
B XOAe NPOEKTUPOBaHUA CUCTEMbI 3aLUTbl MHGOPMaLMN MHOOPMALLMOHHON CUCTEMbI B COOTBETCTBUM
C TEXHMYECKMM 334aHNEM Ha co3aaHMe MHOOPMALMOHHON CUCTEMBI U (MN) TEXHUYECKMM 3aZaHNEM
(4aCTHbIM TEXHUYECKMM 33a4aHMEM) HA CO34aHUE CUCTEMBI 3aLLMTbl MHGOPMALUUM MHPOPMALMOHHOM
CUCTEMBI.

Boibop Mep 3awmTbl  MHOOPMALMM  OCYLLECTBAAETCA MCXO4A M3  KNacca  3alMLeHHOCTU
MHPOPMALMOHHON CUCTEMDI, Onpegensatowero Tpebyemblii YPOBEHb 3aLLMULLEHHOCTU COAEPKALLENCA
B HeM MHPOPMaLLMK, 1 YrPo3 6e30NacHOCTU MHGOPMaLUMK, BKIHOUEHHbIX B MOAE/b Yrpo3 6e30nacHoCTH
MHPOPMALMOHHON CUCTEMDBI, @ TaAKKE C YYETOM CTPYKTYPHO-OYHKLMOHANBHBIX XapaKTepUCTUK
MHPOPMALMOHHOMN CUCTEMBI, K KOTOPbIM OTHOCATCA CTPYKTYPA U cOCTaB MHOOPMALMOHHOMN CUCTEMDI,
du3mnyeckmne, nornyeckne, GyHKLMOHANbHbBIE N TEXHONOTMYECKME B3aMMOCBA3M MEXAY CEFMEHTAMM
MHPOPMALMOHHON  CUCTEMbI, B3aMMOCBA3N C  WHbBIMW  MHOOPMALMOHHBIMU  CUCTEMAMMU U
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHBIMW  CETAMM, PEXMMbI  06paboTKM  MHPOopmaumm B
WHGOPMALMOHHOM CUCTEME M B €e OTAE/NbHbIX CEerMeHTax, a TaKXe WHble XapaKTEPUCTUKU
WHOOPMALMOHHOM CUCTEMBI, NPUMEHAEMble MHPOPMALMOHHbIE TEXHONOMMU U OCcOBeHHOCTU ee
YHKLMOHUPOBAHMA.

MpaBuna v npoueaypbl MO peanu3aumm TpeboBaHU O 3alwmTe MHOOPMALMM U Mep 3aLLUTbI
MHOOPMALUMM B KOHKPETHON WMHOPOPMALIMOHHOM CUCTEME ONpPeaenatoTca B 3KCMNAyaTalMOHHOMN
OOKYMEHTaLMM Ha cucTemy 3alutbl MHPOpPMaLMM WM OpPraHU3aLMOHHO-PaACNoPAAUTENbHbIX
OOKYMeHTax Mo 3awmTe uHbopmauuu.

IJKCNAyaTaUMOHHAA AOKYMEHTaUMa Ha CUCTEMY 3almTbl MHGOpMaumMn paspabaTbiBaeTca C yYyeTom
HaUMOHa/IbHbIX CTaHAAPTOB W, KaK MNpaBu/aO, BK/AOYAeT PyKOBOACTBA MNO/b30oBatenei u
aAMUHUCTPATOPOB, MHCTPYKLMIO MO 3KCNAyaTauumn KOMNAeKca CpeacTs 3allunTbl UHGOPMaLMKU N UHBIX
TEXHUYECKMX CPeacTB, ONUCaHMe TeXHOJ/IorMYyeckoro npouecca 06paboTkn nHPopmauun, obuiee
onucaHne MHGOPMaLMOHHOM cucTembl, Gopmyasap 1 NacnopT MHPOPMaLMOHHOW CUCTEMDI.

OpraH13auMoHHO-pacnopaauTeibHbIE AOKYMEHTbI NO 3aWmUTe MHPOPMALMKN BKAKOYALIOT, KaK NPaBuo,
NONNTUKM, CTaHOAPTbl OPraHU3auMn, NONOXKEHWUA, MAaHbl, NEPEYHU, UHCTPYKLMM UAWN UHble BUAbI
AOKYMEHTOB, pa3pabaTbiBaemble ONepaTopom Aaa periaMeHTaumMm npoueayp 3awmntbl MHGOPMaL MK
B MHGOPMALIMOHHOM CUCTEME B XOA€ €€ IKCNAyaTaumm.

2.1. Knaccudpukauma MHPOpMaLUMOHHOK cUCTeMbl MO TPe6oBaHMAM 3aLUTDI
nHpopmauum

OnpepeneHne Knacca 3alMULEHHOCTU MHOOPMALMOHHOM CUCTEMbI MPOBOANUTCA B COOTBETCTBUM C
nyHKTOM 14.2 TpeboBaHWiA O 3almTe MHPOPMALUW, HE COCTABAAIOLWLEN FOCYAAPCTBEHHYIO TalHY,
cofepxKallenca B rocygapcTBeHHbIX MHPOPMALMOHHBIX CUCTEMAX, YTBEPKAEHHbIX NpuKkaszom PCTIK
Poccum ot 11 dpespana 2013 r. Ne 17.

YcTaHaBAMBAOTCA YeTbipe K/acca 3aWmLLEHHOCTM MHPOPMALMOHHON cucTembl (Nepsblit kKnacc (K1),
BTOpOW Knacc (K2), Tpetuit knacc (K3), uetsepTbii Knacc (K4)), onpeaensiowme ypoBHU 3aLMLLEHHOCTU
coaepKaueiica B Helt UHPpopmauunm. Cambll HU3KUIM Knacc - YeTBepPTbIN, CaMbl BbICOKUI - NepBbIN.

Knacc 3awmweHHocTM MHPOPMALMOHHOW CUCTEMbI ONpeaenseTcs B 3aBUCMMOCTM OT YPOBHSA
3HaYMMOCTU MHbopmaumn (Y3), obpabaTbiBaemon B 3Ton MHOOPMALMOHHOM cucTeme, U MacluTaba
MHbOPMaLNOHHOM cucTeMbl (PpeaepanbHbiid, PErMOHaNbHbIA, 0OBEKTOBbIN).

Knacc 3awuweHHocmu (K) = [yposeHb 3Ha4umocmu uHgopmMmayuu; macuimab cucmemsi].

YpoBeHb 3HaYMMOCTN UHDOPMaLUKN oNpeaenseTcs cTeneHbio BO3MOXHOTO yulepba ans obnagatens
MHbOPMaUuK (3aKasumKa) 1 (Mnm) onepatopa oT HapyLeHUA KOHOUAEHUMANbHOCTH, LLeIOCTHOCTU UK
OO0CTYNHOCTU MHpOPMaLUN:



Y3 = [(KoHpudeHyuaneHocms, cmeneHs yuepba) (uenocmHocms, cmeneHs yujepba)(0ocmynHocme,
cmeneHsb ywepba)],

roe cTeneHb BO3MOXKHOTO yuwepba onpeaensertcs obnagarenem nHbopmaumm (3akasumkom) u (nnm)
onepaTopoM CaMOCTOATENIbHO SKCNEPTHLIM UM UHBIMU METOAaMM U MOXKET BbITb:

e BbICOKOM, ecn B pe3ynbTaTe HapylueHWs oAHOro M3 CBOWCTB He3onacHocTU MHdopmaumm
(KoHdMAEHUMANbHOCTH, LENOCTHOCTH, AOCTYMHOCTMU) BO3MOMKHbI CYLLLECTBEHHbIe HEeraTUBHbIe
nocneacTsmA B COLMaNbHOM, MONUTUYECKON, MeXAYHapOoAHOMN, SKOHOMUYECKOW, GUHAHCOBOW
AN UHbIX obnacTax geAtenbHocTM U (Man) nHpopmauMoHHas cuctema U (Mamn) onepatop
(obnapatens MHGOPMALMM) HE MOTYT BbIMONHATL BO3/IOXEHHbIE HA HUX GYHKLUUUK;

e cpeaHel, ecin B pesy/sibTaTe HapylleHMAa OA4HOro U3 CBOWCTB Ge3onacHoCTM MHbopmMaumnm
(KOHOUAEHUMANbHOCTY, LLENOCTHOCTU, AOCTYNHOCTM) BO3MOXHbl YMEPEHHble HeraTUBHbIe
NnocneAcTBuA B COLMaNbHOM, MOJUTUYECKOW, MEXAYHapPOAHOMN, SKOHOMMUYECKOMN, GMHAHCOBOWM
WMAN UHbIX obnacTax AeAaTenbHocTU U (ManM) nHbopmaunoHHas cuctema U (Mam) onepaTop
(obnapgatenb nHbOpPMauMK) HE MOTYT BbIMOAHATb XOTA Obl OA4HY M3 BO3NOXEHHbIX Ha HUX

byHKUMI;

® HW3KOW, €cnu B pesynbTaTe HapylueHWs OAHOro M3 cCBOMCTB be3onacHocTU MHbopMaLUK
(KOHOUAEHUMANbHOCTM,  LENOCTHOCTU,  AOCTYNMHOCTM)  BO3MOMKHbI  HE3HauuTeNbHble
HeraTMBHbIe NOCNeACTBMA B COLMANBHON, MOANTUYECKON, MEXKAYHAPOAHOWN, SKOHOMUYECKON,
dUHAHCOBOM MAN UHbIX 06NacTaX AeATeNbHOCTU U (MaKn) uHGopmalMoHHasa cuctema un (nnn)
onepatop (o6namatens MHPOPMALIMK) MOTYT BbIMOJIHATL BO3/IOXKEHHbIE HA HUX QYHKLUMUK C
HeAOoCTAaTOMHOM 3OPEKTUBHOCTBIO WAW  BbINOAHEHME OYHKUMM BO3MOXHO TOJIbKO C
NnpuBIEYEHNEM AONONHUTENbHbIX CUA U CPEACTB.

[na onpeneneHnna cteneHn BOSMOXKHOTO yuwepba oT HapyLLleHUs KOHPUAEHUMANbHOCTH, LEeNIOCTHOCTH
WAWN JOCTYMHOCTM MOTYT NPUMEHATLCA HALMOHA/IbHbIE CTAHAAPTbI U (MAKN) MEeTOAMYECKME LOKYMEHTDI,
pa3paboTaHHble M yTBep:KaeHHble PCTIK Poccum B COOTBETCTBMM C MOAMNYHKTOM 4 nNyHKTa 8
MonoxkeHuna o PepepanbHON Cy:KOe NO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPO/IO, YTBEPKAEHHOTO
Ykasom lNpesnaeHTta Poccninickon ®epepaumm ot 16 asrycta 2004 r. Ne 1085.

MaclTab MHd)OpMaLI,MOHHOVI cncrembl onpegenAaeTtca Ha3HayvYeHMem WU pacnpeaeneHHoOCTbio
CermeHTos MHd)OpMaLI,MOHHOVI Cucrembl.

NHbopMaumoHHasa cuctema umeeT deaepasnbHbiii MacluTab, eciv oHa GyHKLMOHMPYET Ha TeppUTOpUmn
Poccuiickoli depepauumn (B npegenax denepasnbHOro OKpyra) U MMeeT CermeHTbl B CybbekTax
Poccuiickolt deaepaumm, MyHUUMNAAbHbIX 06pa30BaHMAX U (UKN) OpraHU3aLUsX.

MHbOopMaLMOHHas cucTemMa WMMEET pPerMoHasibHblit MmacwTtab, ecan oHa QYHKUMOHMpPYET Ha
Tepputopun cybbekta Poccuiickon Pepepaumm M MMEET CErmMeHTbl B OAHOM WM HECKONbKUX
MYHUUMNAaNbHbIX 06pa3oBaHMAX U (M1M) NOABEAOMCTBEHHbIX U MHbIX OpraHn3aumusx.

MHbopmaumMoHHasa cuctema nmeet oH6beKTOBLIN MacliTab, ecnm oHa GyHKUMOHMpPYET Ha 0b6beKTax
ofHoro denepanbHOro opraHa rocyLapcTBeHHON BIAaCTM, OPraHa rocy4apCTBEHHOM BNacTn cybbekTa
Poccuiickolt Peaepaunn, MyHMLMNaNAbHOTO 06pa3oBaHNsA U (M) OpraHn3aLUmM U HE UMEET CerMEHTOB
B TEPPUTOPUA/IbHBIX OpraHax, NpeacTaBUTENbCTBaX, OGUAManax, nNoLABEAOMCTBEHHbIX W  WHbIX
opraHmM3aumax.

Mpn 06paboTKe NepPCoHaNbHbIX AaHHbIX B WHPOPMALMOHHON cUCTEME oOnpedesieHne Kaacca
3aWMLLEHHOCTM  UHPOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA C y4yeTom Tpebyemoro ypoBHs
33WMLLLEHHOCTU NEPCOHANbHbIX AaHHbIX, YCTAHOB/IEHHOMO B COOTBETCTBUM C TpeboBaHMAMM K 3alLmTe
NepPCOHaNbHbIX AAHHbIX NPU UX 06paboTKe B MHGOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX,
YTBEPKAEHHbIMM NocTaHoBAeHWem MpaButenscTea Poccuitckont deaepauum ot 1 HoAbpsa 2012 r. Ne
1119. Mpwn 3TOM B COOTBETCTBUK C NYHKTOM 27 TpeboBaHUi, yTBepKAeHHbIX Npukazom OCTIK Poccuu
oT 11 despana 2013 r. Ne 17, aonKHO 6bITb obecneyeHO COOTBETCTBYIOLLEE COOTHOLLIEHME K/acca
3alWMLEHHOCTM FOCY[APCTBEHHOW WHOOPMALMOHHOM CUCTEMBI C  YPOBHEM  3aLLMLLEHHOCTU



NMepCcoHaNbHbIX AaHHbIX. B cayvae, ecan onpeaeneHHblt B YCTAaHOBAEHHOM MOpALKE YPOBEHb
3aWMLLEHHOCTU NEPCOHANbHbIX AAHHbIX BbllWEe YeM YCTAHOB/IEHHbIA KAacC 3almLLEHHOCTU
rocy4apcTBeHHONM  MHOOPMALMOHHOMW  CUCTEMBbI, TO  OCYLECTBAAETCA NOBbIWEHWE  KJacca
3aWMILEHHOCTM A0 3HayeHuA, obecneymBalowero BbINOAHEHME nNyHKTa 27 TpeboBaHuij,
yTBEPKAEHHbIX NpuKasom PCTIK Poccum ot 11 dpespana 2013 r. Ne 17.

2.2 OnpepeneHue yrpo3 6esonacHoctu uHdopmauum B MHGOPMALMOHHOM
cucteme

Yrposbl 6e3onacHocT MHpopmaummn (YBM) onpepenstoTca No pesynbTaTaM OLEHKW BO3MOMKHOCTEM
(noTeHUMana, OCHALLEHHOCTM W MOTMBALMM) BHELHWX W BHYTPEHHWX HapywwuTenei, aHaausa
BO3MOMHbIX YA3BMMOCTEN MHPOPMALMOHHON CUCTEMBI, BO3MOMKHbIX CNOCOBOB peannsaumm yrpos
6e30MacHOCTM MHPOPMALMM U MOCNEACTBUA OT HapyleHua cBoOWCTB 6esonacHocT uHdopmaunm
(KOHOMAEHLMANBHOCTH, LENOCTHOCTH, AOCTYNHOCTH)

YBU = [803MOMHOCMU HApywumesns; ya3eumocmu UHGOopMayUuoHHol cucmemsi; crocob
peanu3ayuu y2po3ssi; nocaedcmeus om peanusayuu yepossi].

Mpu onpeaeneHun yrpos 6esonacHOCTU MHGOPMALMM YUUTLIBAKOTCA CTPYKTYPHO-OYHKLMOHA/bHbIE
XapaKTEPUCTUKM WHPOPMALMOHHOM CUCTEMbI, MpUMEHAEMble UHOOPMALIMOHHbIE TEXHOMOMMK U
ocobeHHOCTH (ycnoBus) GYHKLUMOHUPOBAHMUA MHOOPMALMOHHOM CUCTEMBI.

3¢ PEKTUBHOCTb NPUHMMAEMBIX MEP 3aLWUTbl MHPOPMaLMK B MHPOPMALMOHHON CUCTEME 3aBUCUT OT
KayecTBa onpegeneHua yrpo3 6e3onacHOCTM WMHPOPMaLMKU OAA KOHKPETHON WMHGPOPMALMOHHOM
CUCTEMBI B KOHKPETHbIX YCNOBUAX ee GYHKLMOHMPOBAHUS.

Mogenb yrpo3 6esonacHocTM uHpopmauum npeacrasaset coboit Gopman3oBaHHOE ONUCAHUE Yrpo3
6e3onacHOCTM UHOPMALMM AN KOHKPETHOM WHGOPMAULMOHHOW  CUCTEMbBI  MAM  TPYNMbl
MHPOPMALMOHHBIX CUCTEM B OMpedesieHHbIX YC0BUAX WX GYHKUMOHMpOBaHMA. Mogenb yrpos
6esonacHocTM uHboOpmauum paspabatbiBaetca obnagatenem uHpopmauum  (onepaTopom,
pa3paboTunKkom (NPOEKTUPOBLLMKOM)) M AO/KHA MO COAep’KaHMI0 COOTBETCTBOBATb TpeboBaHUAM O
3awmte uMHPopmMauMM, He COCTaBMAWLWEN TOCYyJapCTBEHHYIO TaWMHy, CcoAeprKalleics B
rocyapcTBeHHbIX MHPOPMALIMOHHbBIX CUCTEMAX, YTBEPMKAEHHbIM npukazom PCTIK Poccum ot 11
deBpansa 2013 r. Ne 17.

Ona onpepeneHua yrpos 6e30nacHOCTM MHPOPMALMKM M Pa3paboTKM moaenn yrpos 6e30nacHoCTM
MHPOPMALUMN NPUMEHSIOTCA METOANYECKME LLOKYMEHTbI, pa3pabaTbiBaemble U yTBepKaaemble PCTIK
Poccum B cooTBeTcTBMM C noanyHKTOM 4 nyHKkTa 8 [MonoxeHna o depepanbHoi cayxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAO, YTBEPXAEeHHOro Ykasom [pesnaeHta Poccuiickon
depepaunn ot 16 asrycta 2004 r. Ne 1085.

2.3 Bblbop mep 3awutbl UHPOpMAUMM ANA  UX peanusauum B
MHPOPMALIMOHHOI CUCTEME B PaMKaX ee CUCTEMbI 3aLUTbl UHPOopMaLumn

Mepbl 3awWmTbl MHPOPMALMKN peannsytoTca B MHGOPMALMOHHON CUCTEME B pPaMKax ee CUCTeMbI
3aWMTbl MHGOPMaLMM B 3aBUCMMOCTM OT KNacca 3alMLLEHHOCTM MHPOPMALLMOHHOM CUCTEMBI, YIPO3
6e30nacHOCTM MHOPMaLMK, CTPYKTYPHO-OYHKLMOHANbHbBIX XapaKTEPUCTUK UHODOPMALMOHHON
CUCTEMbI, MPUMEHAEMbIX MHPOPMALMOHHbIX TEXHOOMMIN U ocobeHHOCTEN (GYHKUMOHMPOBAHMUA
MHPOPMALMOHHOM CUCTEMBI.

B MHbOpPMALMOHHOM cucTeMe nog/exkaT peannsaumm cieayroume mepsbl 3amTbl MHGoOpMaunm:
® naeHTUPUMKaAUMA N ayTeHTUPUKALMA CyObEKTOB AOCTYNA U 06BEKTOB AOCTYNa;
® ynpasieHue JOCTYNoM CyObeKTOB AOCTyMNa K 06bekTam A0CTyna;

® OrpaHunyeHue HpOFpaMMHOVI cpeabl; 3aWMTa  MaWWMHHbIX HocuTenemn MHd)OpMaLI,MM,'
perncTpauuna cobbITui 6e3OI'IaCHOCTVI; dHTUBUPYCHAaA 3allnTa,



e obHapysKeHue (NpeaoTBpallleHne) BTOPHKEHUI;

®  KOHTPO/b (aHaNM3) 3alnLWEeHHOCTN MHbOopMaLMK;

e obecneyeHue LENOCTHOCTU MHOPMALMOHHOM cucTeMbl U MHGOPMaLMK;

e obecneyeHne AOCTYNHOCTU MHPOPMALMUK;

e 3aWMTa cpeabl BUPTyannsaumuu;

®  3allMTa TEXHUYECKUX CPeaCTB;

® 3awWmTa MHGOPMALMOHHOW CUCTEMbI, €€ CPEACTB U CUCTEM CBA3M M Nepeaaqn AaHHbIX.

Mepbl 3aWmTbl MHGOPMaLMK, BbiIOMpPaemble Ansa peanmsaumm B MHGOPMALMOHHOM cUCTEME, AO/IXKHbI
obecneunBaTb 6NOKMPOBAHWE OJHOW WM HECKOAbKMX yrpo3 6esonacHoct uMHpopmaumm,
BK/IIOYEHHbIX B MOZeNb yrpo3 6e30onacHoCTM MHopmauum.

Cogep:aHue mep 3awWmTbl MHOOPMaUUKM ANA UX peanmsauum B MHPOPMALMOHHbBIX cUCTemax
npueegeHo B nNpuaoXKeHmn No 2 K HacToAwemy MeTogumvyeckomy AOoKymeHTy. OnucaHue
npeacTaBAeHHbIX B NpUaoxKeHMn N2 2 mep 3awmTbl MHGOPMaL MM NpUBEAEHO B pa3aene 3 HAaCToALLEero
MEeTOANYECKOro AOKYMEHTa.

Bbibop mep 3aWuTbl MHPOPMaLUKN ANA UX peannsaumm B UHGOPMALIMOHHOM cucTeme BKAKOYaeT (Cm.
PUCYHOK):

e onpegeneHne 6as3oBoro Habopa mep 3awWmTbl MHGOPMALUK ANA YCTAHOBJIEHHOIO Kiacca
3alNLLEHHOCTN MHPOPMALMOHHOM CUCTEMDbI;

e aganTtaumio 6asoBoro Habopa mep 3aWmTbl MHGOPMALMM NPUMEHUTENBHO K CTPYKTYpPHO-
OYHKLMOHANbHBIM  XapaKTePUCTMKAM WHPOPMAUMOHHOM cucTemMbl, WMHOOPMALMOHHBIM
TEXHO/I0TUAM, 0COBEHHOCTAM PYHKLMOHMPOBAHMA MHOOPMALMOHHOM CUCTEMBI;

e YTOYHEHMEe afanTMpoBaHHOro 6a3oBoro Habopa mep 3alWUTbl UHPOPMALUM C YY4ETOM He
BbIOpPaHHbIX paHee mep 3aluTbl MHGOpPMauuKU anAa 610KMpoBaHMA (HeWTpanMsaumm) Bcex
yrpos 6esonacHocTM MHOOPMaLUMK, BKJIOYEHHbIX B MoAeNb Yrpo3 6e30nacHoCTM
nHpopmaymu;

e [0MOJIHEHWE YTOYHEHHOro afganTMpoBaHHOro 6asoBoro Habopa mep 3alwmTbl MHGOPMALMM
mepamu, obecneymBaloWMMK  BbiNosHEHME TpeboBaHW 0 3awmte UMHbOpPMaLMM,
YCTaHOBNEHHbIMU  UHbIMWU  HOPMATUBHbIMU MPABOBbIMMX  aKTaMU B obnactn 3alUThbI
MHpOopMaLun, B TOM Yncie B 061aCTU 3aLLNUTbI NEPCOHAbHbIX AaHHBbIX.
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PucyHoK — O6wmii nopAagoK AeicTBuniA No BbIGOpY Mep 3alLmTbl UHGOPMALMKN ANA UX Peann3aumn B
MHPOPMALMOHHOM cucTEME

MpM HEBO3MOXKHOCTM peanus3auuum B MHPOPMALMOHHON CMCTEME B PaMKax €e CUCTEMbl 3aLUUThI
MHPOPMaUMKN OTAENbHbIX BbIBPaHHbIX Mep 3alWMTbl MHPOPMALMM Ha 3Tanax agantaumMmM 6asoBoro
Habopa mep 3aWmTbl UHPOPMALUKN UM YTOYHEHWUA aganTMPOBaHHOTO 6a30Boro Habopa mep 3aLuUTbI
MHPOpPMaUMKM MOryT pa3pabaTbiBaTbCA MHble (KOMMEHCUPYIOWME) Mepbl 3aWwuTbl MHPOpPMaUmK,
obecneumBatowme agekBaTHoe 610KMpoBaHMe (HeMTpanusaumio) yrpos 6e3onacHoCcT MHGoOPMaLLMK.

a) onpegeneHune 6asoBoro Habopa mep 3awWmTbl UHGOpPMaL UK

OnpepeneHne 6asoBoro Habopa mep 3awmTbl MHGOPMALMM ANA  YCTAHOBJEHHOIO Kjacca
3aLUMLLEHHOCTY WHPOPMALMOHHON CUCTEMbI SBAAETCA MEPBbIM LIArOM B Bblbope mMep 3awmThbl
MHbOpMaUMKM, Nogneralwmx peanvsaumm B MHOPMAUMOHHOM cucteme. OnpepeneHne 6asoBoro
Habopa mep 3awuTbl MHGOPMALMM OCHOBLIBAETCA Ha Kjacce 3amLLeHHOCTU WMHPOPMALMOHHOM
CUCTEMbI, YCTAaHOB/IEHHOM B COOTBETCTBUM C NMYHKTOM 2.1 HACTOSLLEro METOAMYECKOTO JAOKYMEHTa. B
COOTBETCTBUM € TpeboBaHMAMM O 3amTe MHGOPMALMM, HE COCTABASIOWEN rocyAapCTBEHHYIO TalHy,
coZeprKallencs B rocyfapcTBeHHbIX MHPOPMALIMOHHbBIX CUCTEMAX, YTBEPKAEHHbIMM NpuKazom OCTIK
Poccum ot 11 dpeBpansa 2013 r. Ne 17, u npunoxkeHnem N2 2 K HacToALEMY METOANYECKOMY AOKYMEHTY
B KQ4yecTBe HayaNbHOro BblIbMpaeTca oanH U3 YeTbipex 6a30Bbix HAbopoB Mep 3aWUTbl HPOPMaALLUK,
COOTBETCTBYIOLLMI YCTAHOBJIEHHOMY K/acCy 3alMLLEHHOCTU MHOOPMAUMOHHON cuctemMbl. Mepbl
3aWmTbl MHGOPMaLMK, 0603HAYEHHbIE 3HAKOM «+» B MPUA0KeHUN Ne 2 BKAtoueHbl B 6a30Bblii Habop
Mep 3awuTbl MHOOPMALMM A1 COOTBETCTBYHOLLENO KAAcCa 3alMLLEHHOCTU WHPOPMALMOHHOWM
cuctembl. Mepbl 3aWwuTbl MHGOPMALLMK, He 0603HAYEHHbIe 3HAaKOM «+», K 6a3oBomy Habopy mep He
OTHOCATCA, M MOFYT NMPUMEHATbCA NPW NOCAeAYOWMNX AEeNCTBMAX MO afanTauuu, YTOYHEHWUIO,
OOMOJIHEHUIO Mep 3alWMTbl MHOOPMaUMKM, a TaKKe pa3paboTKe KOMMEHCUPYIOWMX MepP 3alUuuTbl
nHpopmaymu.

ba3oBbilt Habop Mep 3aWMTbl MHPOPMaLUK, BbIBPaHHbIA B COOTBETCTBUM C KAACCOM 3aLLMLLEHHOCTH
MHPOPMALMOHHOM CUCTEMbI, MOANEKMT a4anNTaLUM MPUMEHUTENBHO K CTPYKTYPHO-OYHKLMOHAAbHBIM
XapaKTePUCTUKAM M 0cOBeHHOCTAM QYHKLMOHUPOBAHNA MHGOPMALMOHHOW CUCTEMBI, YTOUHEHWIO B
3aBMCMMOCTM OT yrpo3 6esonacHocTM MHGopMaumMm 1 Npu HEOBXOAMMOCTU AOMNOAHEHUIO MepamMm
3aWnTbl UHPOPMALMK, BKIOYEHHBIMM B WHbIE HOPMATMBHbIE MPABOBbIE aKTbl, HOPMaTUBHbIE W
MEeToAMYECKMe AOKYMEHTbI NO 3alLmTe MHGOPMALUK.

6) aganTauua 6asoBoro Habopa mep 3aWUTbl UHGOPpMaALUU



BTOprM warom AsnAeTca nameHeHume Mn3Ha4dalbHO Bbl6paHHOI'O 6asoBoro Ha60pa Mmep 3alnTbl
MHq)OpMaLI,MM B YaCTU ero MakcMmasibHOM adanTaunn NnpMMeHUTENbHO K CTPYKType, peannsaunm 1
ocobeHHoCcTAM 3KCnayaTauunm MH(I)OpMaLI,MOHHOﬁ CncTembol.

Mpwu aganTauumn 6asoBoro Habopa mep 3aWnTbl UHGOPMALMK YYUTLIBALOTCA:

e uenu (obecneyeHme KOHOMAEHLMANBHOCTA, LENOCTHOCTU U (MAKN) AOCTYNHOCTN UHDOPMaLUK)
W 3343a4M 3aWNTbl UHGOPMaLUMK B UHPOPMALIMOHHOM cUCTEME;

® repeyeHb MepPOonpUATUIA NPOBOAMMbIX ONEpPaTopom no obecneyeHno 6e3onacHOCTU B pamKax
opraHv3aLmn B LLEom;

® npumeHsemble  MHPOPMALMOHHbIE  TEXHONOTMM U CTPYKTYPHO-PYHKLMOHANbHbIE
XapPaKTEPUCTUKN MHGOPMALIMOHHOW CUCTEMDI

Agantauma 6asoBoro Habopa mep 3awmTbl MHPOpPMaLMK, KaK npaBuao, npegycmaTpusaeT
WUCKNOYEHNE Mep, HEenocpeacTBEHHO CBA3AHHbIX C MHPOPMALMOHHLIMU TEXHONOTMAMMK, HEe
nucnosb3dyemMbiMM B MHPOPMALMOHHON  CUCTEME,  UAM  CTPYKTYPHO-PYHKLMOHANbHbBIMM
XapaKTePUCTUKaMM, HEe CBOMCTBEHHbLIMU MHPOPMALMOHHOM CUCTEME.

B KauecTBe npumepa aganTtaln MOXKHO PacCMOTPETb UCKIoUYeHUe 13 6a3oBoro Habopa mep 3aWuThbl
MHdopMaLMn Mep No 3alumTe cpedbl BUPTYanmM3aLmum, B Caydae ecnm B MHGOPMaLMOHHOM cucTeme He
NPUMEHAETCA TEXHO/OMMA BUPTYaAU3aLMN, UAW UCKAOYeHMe u3 6a3oBoro Habopa mep 3almThbl
MHOpMaLMN Mep MO 3amUTe MOBUIbHbBIX TEXHUUYECKUX CPEeACTB, eC/iM Takme MobubHble YCTPOMCTBa
He MPUMEHAIOTCA UK UX MPUMEHEHMeE 3anpelLLeHo.

B) YTOUHEHMe aganTuposaHHoro 6asosoro Habopa mep 3awmuTbl UHGOpMaLUn

YTouHeHWe aganTupoBaHHoro 6asoBoro Habopa mep 3aWwmTbl MHGOPMALMM NMPOBOAUTCA C YHETOM
pe3ynbTaToOB OLEHKU BO3MOXKHOCTM afanTMpoBaHHOro 6asosoro Habopa mep 3awmTbl MHGopmaLmMm
afieKBaTHO 6/10KMpoBaTh (HEMTPaM30BaTb) BCe Yrpo3bl He3onacHoOCTU MHOPMaL MM, BKAOYEHHbIE B
MoAeNb yrpo3 6e30nacHOCTM MHPOPMALMKN, UAN CHU3UTb BEPOATHOCTb MX Peanms3aumm Ucxogs us
YCNoBUI GYHKLNMOHMPOBAHNA MHPOPMALMOHHOM CUCTEMBI.

McXo4HbIMM - AaHHBIMM  MPU  YTOYHEHUMM aganTupoBaHHoro 6asoBoro Habopa mep  3aWmThbI
MHPOPMaAUMKN ABNAIOTCA NepedyeHb Yyrpo3 6e3onacHoCcTM MHPOPMaLMM M UX  XaPaKTEPUCTUKM
(noTeHUMan, oCcHaLWEHHOCTb, MOTUBALMA), BKIOYEHHbIE B MOAENb Yrpo3 6e3onacHoCcTU MHGopMaLmu.

Mpu yTouHEHNM afanTMpPOBaHHOro 6a3oBoro Habopa mMep 3aWmTbl MHGOPMALMU ANA KAXKA0W Yrpo3bl
6e3onacHOCTM MHOOPMALMMK, BKAIOYEHHOW B MOAENb Yrpo3, COMOCTaBAAETCA Mepa 3almThbl
nHbopmauumM N3 aganTMpoBaHHoro 6asoBoro Habopa mep 3awmTbl MHPOpPMaLmmM, obecneymBatoLlas
6/710KMpOBaHMeE 3TOW yrpo3bl 6€30NaCHOCTM UM CHUMKAIOLLAA BEPOATHOCTb €e peasim3aLmm UCXo4s U3
ycnoBuit pyHKLMOHNPOBaAHMA MHGOPMALMOHHOM cUcTeMbI. B cnyyae, ecnm agantMpoBaHHbIM 6a308BbIii
Habop mep 3awmTbl MHPOpPMaLMM He obecneuynBaeT BNOKMpPOBaHWE (HEMTpPanM3aumio) BCex yrpos
6e30MacHOCTM MHPOPMALUN B HEro AOMOJIHUTENIbHO BK/HOYAKOTCA Mepbl 3aliMTbl MHPOpMAaLMK,
npvBeAeHHble B pasgesne 3 HacTOALWEro METOANYECKOTO LOKYMeEHTa. Npu 3Tom copeprKaHme AaHHOM
Mepbl 3aWnTbl MHGOPMaLMKM ONpenenseTca C YYeTOM K/acca 3aMLEHHOCTM MHOOPMALMOHHOWM
CUCTEMbI M MOTEHLMANA HAPYLUMTENA B COOTBETCTBMM C pPa3fe/ioM 3 HACTOALLEro MeTOAMYECKOro
OOKyMeHTa.

B KauecTBe npumepa npoueaypbl Mo yTOYHEHUIO adanTUpoBaHHoro 6asoBoro Habopa mep 3aLUThI
MHPOPMALMN MOMKHO PACCMOTPETb AOMOJHEHWE afanTUPOBAHHbIX Mep 3alMTbl MHbOPMAUMK B
MHPOPMaLMOHHOM cucTeme 3 Kaacca 3aluLLEHHOCTM Mepoit No obecneyeHnto LOBEPEHHON 3arpysKu
B CAy4ae, eciM B mogenn yrpos 6esonacHocTM nHbopmMaummM npuBeaeHbl Yrpo3bl, CBA3aHHbIE C
BO3MOKHOCTbIO 3arpy3kM OnepaumMoHHON CUCTEMbI C HELWTATHOTrO MalWHHOMO HOCUTENs WM
HapylweHWsA LeNOCTHOCTM NPOrpamMmmHON cpedbl M (MAM) cocTaBa KOMMOHEHTOB annapaTHOro
obecneyeHna CPeaCTB BbIYUCAUTENbHON TEXHUKN B UHPOPMALMOHHOM cucTeme.



YTOYHEHHbIM aganTMPOBaHHbIM 63a30Bbl HAbop Mep 3aLNTbl MHGOPMALLMK NOANEKUT peanmsaumm B
MHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C Pa3fe/iom 3 HAacTOALWEro MeToAMYECKOro AOKYMEHTa.

B noapasgenax «TpeboBaHMA K peannsauuu mepbl 3aWuTbl UHGOPMALUUY 4N KaXK4OU Mepbl,
npvBeAeHHON B pasgesie 3 HACTOAWEro METOAMYECKOro AOKYMEHTa, yKa3aHo TpeboBaHWe K ToMy,
Kaknum 06pa3om 1 B KaKom obbeme 0KHa ObITb peannsoBaHa Kaxgan mepa 3awmuTbl MHPopMaLUN.
TpeboBaHuMA K peanmnsaunm mep 3awmtbl MHPOPMALMM ABAAIOTCA MUHUMANbHbIMUK TpeboBaHMAMMY,
BbINOJIHEHNE KOTOPbIX AO/IXKHO ObiTb 06ecneyeHo B MHGOPMALMOHHON CUCTEME COOTBETCTBYHOLLErO
Knacca 3alWMLULEHHOCTH, B C/lyYae ecaun 3Ta mepa BblbpaHa A5 peanmsaumm B KayecTBe YyTOYHEHHOW
afanTupoBaHHOM 633080 Mepbl 3aLLNUTblI MHDOPMALUN.

B 3aBMCUMMOCTM OT Knacca 3alULLEHHOCTU MHPOPMALMOHHOM CUCTEMbI MUHMMA/IbHbIE TPEOOBaHUA K
peanuMsaumm YTOYHEHHOM aJanTUpPOBaHHOMW 6a30BO Mepbl 3alWmTbl MHPOPMALMKU MoASexaT
YCUNEHUIO AR MOBbIWEHUS YPOBHA 3alMLWEHHOCTM MHOPMaLMK. Bce BO3MOXKHbIE YyCUNEHUA Mmep
3alWmMTbl MHPOPMALMN NpuUBeAeHbl B Noapasdenax «TpeboBaHUA K YCUIEHUIO Mepbl 3aliuTbl
MHPOpMaLMN», NPUBELEHHDbIX B pasgene 3 HACTOALWLEr0 METOAMYECKOTO AOKYMEHTa A/1A KaXKAoM
Mepbl 3aWMTbl MUHDOPMALUKN. YCUNEHUS Mep 3awuTbl MHPOPMaLMKU NPUMEHAITCA AOMOJHUTENBHO K
TpeboBaHMAM NO peanusaumMm mep 3awWuTbl MHPOPMaLMKM, NPUBEAEHHbIM B Moapasgenax
«TpeboBaHMA K peanunsaumm mepbl 3aWmuTbl UHGoOpMmaLUmn».

NToroeoe cogeprraHue Kaxa0M yTouHeHHOM aganTMpoBaHHOM 6a30B0M Mepbl 3aWuTbl MHPOPMaLmK,
KOTOpOe, KaK MUHUMYM, AO/MKHO 6biTb peann3oBaHO B MHPOPMALMOHHOW cucTEME, NPUBEAEHO B
Tabavue noapasgena «cogep:kaHue 6a3oBoit mepbl 3aWKUTbl UHGOPMaLUN Y.

YcuneHuna mep 3alwmtol UHGopMaLUn, NnpuBeseHHble B Nogpasaene «TpeboBaHUs K yCUIEHUI0O mepbl
3aWwmTbl UHGOPMaLUN» U He BK/IOYEHHble B Tabauuy C cogepaHuem 6a30BOM Mepbl 3alLUTbI
MHbOPMaUMK B Noapasaene «coaep:kaHue 6a3oBoi mepbl 3aLUTbl UHGOPMaLUNY, TPUMEHAETCA NO
peweHuo obnagatena MHPopmaumu, 3akasuMKa M (UamM) onepatopa ANSA MOBbIWEHUS YPOBHSA
3alMLLEHHOCTN MHbOPMaLMK, codepKallenca B MHPOPMALMOHHOMW CUCTEME, MU NPU aganTauumu,
YTOUYHEHWUW, ONONHEHUM MeP 3aLWMTbl MHPOPMaLMK, a TaKKe Npu pa3paboTKe KOMMNEHCUPYIOLWMX Mep
3aWwmTbl MHPOopMaLmK.

r) pononHeHue yTouHEHHOro aganTuposaHHoro 6a3osoro Habopa mep 3awmTbl MHGopMaLMK

JononHeHne YTOYHEHHOro aganTupoBaHHoro 6as3oBoro Habopa mep 3awuUTbl MHPOPMALUM
OCYLLECTB/IIETCA C Le/blo BbINOJHEHUA TPeboBaHMI 0 3alLmTe MHPOPMALMK, YCTAHOBAEHHbIX UHBIMU
HOPMaTMBHbIMM NPABOBbIMUW aKTaMM B 061aCTU 3aLLmMTbl UHGOPMALMK, B TOM YMC/ie B 061aCTU 3aLmTbI
NepCOHa/IbHbIX AAHHbIX.

JononHeHne yTOYHEHHOro aganTMpoBaHHOro 6as3oBoro Habopa mep 3awWwmTbl MHGOPMALUKN MOXKET
noTpeboBaTbCA B CAEAYIOLMX CNYyYaAAX:

a) ecnn denepanbHbIM 3aKOHOM, yKasom lMpesngeHTa Poccuitickoit depepaumn, NocTaHOBAEHUEM
MpasuTenbctea Poccuiickon Peaepaunmn, HOPMATUBHBIMM aKTaMM OpraHa rocygapCTBEHHOM BACTH,
OopraHa MeCTHOrO CamMOYyMpPaB/ieHUA WM OpraHuWsauuu, onpegenalowymn NopALOK CO34aHUA U
aKcnayaTaumMm WMHPOPMALMOHHOWM CUCTEMbI, YCTAHABAMBAIOTCA AOMNOJHUTE/IbHble TPeboBaHUA K
3awmte MHOOPMaLMM, BbINOJNHEHME KOTOPbLIX HE NpeaycmMoTpeHo TpeboBaHUAMM O 3awuTe
MHGOPMALUMM, He COCTaBAAIOWEN TFOCYyAapCTBEHHYIO TalHy, coAepxKalwenca B rocyAapCTBEHHbIX
MHPOPMALMOHHbBIX CUCTEMAX, YTBEPKAEHHbIX NpmnKazom PCTIK Poccum ot 11 dpeBpana 2013 r. Ne 17;

6) nonuTMkamm obecneyeHns WHPOPMALMOHHON 6He3onacHOCTM obnagatena WHPopmaumm
(3aka3uuKa), onepaTopa M YNOAHOMOYEHHOrO AnLa, paspabotaHHbiMu no TOCT P UCO/M3K 27001
«MHbopMaumoHHaa TexHonorna. Metoabl M cpeactBa obecneyeHma 6HesonacHocTn. CucTembl
MeHeaXMeHTa MHPOopMaLMOHHOK be3onacHocTU. TpeboBaHWA», NpeabaBieHbl AOMNOJIHUTENbHbIE
TpeboBaHMsA K 3awmTe MHGopMaLumm B MHGOPMALMOHHOM CUCTEME.

Mpn OONOMHEHUN YTOYHEHHOro aganTMpoBaHHOro 6as3oBoro Habopa mep 3awWwmTbl MHPOPMaLUU
BO3MOXHbI Ceaytolme aencrTema:



1) moKeT 6biTb O0BOCHOBAHO, YTO Mepbl 3aWMUTbl MHOOPMALMMK, BKIOYEHHbIE B YTOYHEHHbIN
aflanTMPOBaHHbIM 6a30Bbli Habop Mep 3awuTbl MHPOPMAUMKM, AOCTAaTOYHbI ANS BbINOJHEHMWSA
AOMONHUTENbHbIX TPE6OBAHMM, YCTaHOB/MEHHbIX d¢enepanbHbiM 3aKOHOM, YKasom [lpe3unpgeHTa
Poccuiickolt enepauunn, noctaHoBneHMem MNpaBuTenscTea Poccuiickont degepaumm, HOPMATUBHBIMU
aKTamMKM opraHa rocyfapcTBeHHOW BAACTM, OpraHa MeCTHOro CaMOoYMpaB/ieHMA UM opraHuMsauun. B
3TOM C/ay4Yyae [JOMOJIHEHWE YTOYHEHHOro ajanTMpoBaHHoro 6a3oBoro Habopa Mep 3aluUTbl
nHbopmaumm He TpebyeTcs;

2) moryT 6biTb ycuneHbl (y»KecTouyeHbl) TpeboBaHMA K HEKOTOPbIM MepamM 3alluTbl UHPOPMALIUNK,
paHee BK/OYEHHbIM B YTOYHEHHbIN aanTUPOBaHHbIA 6a30BbI Habop mep 3aWmTbl MHGOPMaLMK, A0
YPOBHA, 06ecneynBaloWEero BbINOJHEHWE  AOMNOJIHUTE/IbHbLIX  TPeboBaHWM, YCTAHOBAEHHbIX
denepanbHbiM 3aKoHOM, YyKasom [lpesnaeHta Poccuitckon ®Pepepaumm, MNOCTAaHOBAEHUEM
Mpasutenbctsa Poccuiickoit Pegepaummn, HOPMATUBHLIMM aKTaMM OpraHa rocy4apcTBeHHOM BAaCTH,
opraHa MecTHOro camoynpas/IEHUSA WU OpraHn3aLUnK;

3) MOKeT 6bITb 4OMNO/IHEH YTOYHEHHbI aAanTUPOBaHHbIN 6a30Bbli Habop mep 3aLMTbl UHGOPMaLUK
MepamMu 3almTbl MHGOPMAUUM ONS BbINOJHEHUA AOMOJHUTENbHbLIX TPEOOBaHWUM, YCTaHOBAEHHbIX
depepanbHbiM  3aKOHOM, YKasom [lpe3suaeHTa Poccuitickolt  ®depepaumn, NOCTAaHOBEHMEM
MpaBuTenbctBa Poccuiickon Pegepaummn, HOPMATUBHbIMM aKTaMWU OpraHa rocy4apCTBEHHOM BNACTH,
opraHa MecCTHOro camoynpaB/ieHMA WU OpPraHn3aumMmn B C/lyYae, ecin Takme mMepbl He YCTaHOB/IEHbI
TpeboBaHMAMM O 3awMTE MHPOPMALIMK, HE COCTABAAIOLWLEN rocyaapCTBEHHYIO TalHy, coAep Kalleinca
B rOCyZapCTBEHHbIX MHOOPMALIMOHHBIX CUCTEMAX, YTBEPKAEHHbIX npuKaszom PCTIK Poccum ot 11
deBpansa 2013 r. Ne 17.

A) NnpuMmeHeHne KOMNEHCUPYIOLWMX Mep 3aWUTbl MHPopmaLuumn

ChopmMnpoBaHHbIN HABOP Mep 3aWUTbl UHGOPMALMN MOMKET COAEPKATb MEPbI 3aLLUUTbI MHDOPMaLUK,
KOTOpPbIE N0 KaKMM-MH0 NpUYMHaM (BbICOKaA CTOMMOCTb, OTCYTCTBME anpobmnpOoBaHHbIX TEXHUYECKUX
peanusaunin, Henpuemnemo 60/bliMe CPOKM peannsaumu, OTCYTCTBME KOMMETEeHUUW ANA
3KCM/IyaTauMun U Apyrve) genaet HEBO3MOXKHbBIM UKW KpalHe 3aTpyAHUTENIbHbIM UX peanunsauuio B
MHGOPMALNOHHOM CUCTEME B PaMKaxX ee CUCTEMbI 3aLWmUTbl HOPMaLUHK.

B TakMx cnyyasx y 3akasuuKa, onepaTopa M paspaboTyMKa (NPOEKTUPOBLLMKA) ecTb BO3MOMKHOCTb
3aMeHUTb COOTBETCTBYIOLME Mepbl 3alUMUTbl MHPOPMALMKN Ha KOMMEHCUPYIOLME MEePbl 3aLUTbI
MHbopMauuu.

B KauyecTBe MCXOAHbIX AaHHbIX A1 Pa3paboTKM KOMNEHCUPYIOWUX Mep 3alimTbl MHGOpMaLMK, B
nepByto o4yepeab, HE06X0AMMO PacCMaTpPUBaTh:

e npunoxeHme Ne 2 Kk TpeboBaHMAM O 3alWmTe WHPOPMAUMKU, He COCTaBAAIOLLEN
rocyapCTBEHHYIO TalHy, cofepKalleinca B rocysapCTBeHHbIX MHPOPMALIMOHHBIX cucTemax,
yTBEpPKAEHHbIM npukasom PCTIK Poccum ot 11 ¢espans 2013 r. Ne 17, n pasgen 3
HACTOALLErO METOAMYECKOTO AOKYMEHTQ;

®  MeXAyHapoAHble, HaLMOHANbHble CTaHZAPTbl, CTaHAAPTbl OpraHMs3aumMii B 0b6nacTu
MHbOopMaLMOHHOM besonacHoCTy;

e pe3y/nbTaTbl  COBCTBEHHbIX  Pa3paboTOK  (HayyHoO-uUcCNeaoBaTe/NIbCKME U OMbITHO-
KOHCTPYKTOPCKKNE paboThbl).

Mpu 3TOM AONXKHO BbITb NpoBeAeHO O06OCHOBAHWE MPUMEHEHUA KOMMNEHCUPYIOWNX MepP 3aliuTbl
MHdOpPMaLMN, BKAKOYALOLLLEE:

®  U3/I0XKEHMWe NPUYUH UCKIIOYEHNA Mepbl (Mep) 3awnTsl nHGopmaumm;

® COMOCTaB/EHWE WCKAOYaemMon Mepbl (mep) 3awuTbl MHbOpmauMM C  BAOKMpyemoW
(HeliTpanmsyemolt) yrposoii (yrposamu) 6e3onacHoCTM MHPoOpPMaLMK;

® OnuncCaHue cogepaHnAa KOMNEHCUPYHLWNX mep 3anTbl VIHd)OpMaLI,VII/I,'



® CpPaBHUTE/IbHbLIA aHA/IM3 KOMMEHCUPYIOLWMX Mep 3alMTbl MHPOPMALMM C UCKIOYaEeMbIMM
MepamMu 3aLLnUTbl MHPOPMaLMK;

® aprymMeHTauuto, 4YTO npeasiaraemble KOMMEHCUPYOWME Mepbl 3awuTbl MHOOPMALMK
obecneunBaloT agekBaTHoe 6/IOKMpOBaHWE (HeWTpanMs3aumio) yrpos 6e30nacHoCTH
nHbopmauuu.

Pa3paboTtaHHOe 060OCHOBaHME AO/MKHO ObiTb MNpPeAcTaBAEHO MpPM NPOBeAEHUN aTTecTalMOHHbIX
ncnbITaHUn. MpK aTTeCTaLMOHHBIX UCMbITAHUAX C YYETOM MpecTaBAeHHOro 060CHOBaHMA [AOMKHbI
6bITb OLIEHEeHbl AO0CTaTOYHOCTb M aAEeKBAaTHOCTb KOMMEHCUPYOWUX Mep Ans 6J0KMpoBaHUSA
(HeliTpanmsauum) yrpos 6esonacHocT1 MHpopmaLmm



3. CopgepKaHue mep 3awWuTbl UHGOpMaLMu B UHGOPMALMOHHOM cUCTEME

3.1. UpaeHTnduKauua mn ayteHTUPUKauMa CybbEKTOB A0CTyna U 06beKToB
pocrtyna (MAD)

MA®.1 WUAEHTUOUKALUMA U AYTEHTUOUKALMA  MNOJNb3OBATENENA, ABNAIOLWMXCA
PABOTHUKAMMW OMNEPATOPA

Tpe6oBaHua K peanusauum UAD.1: B uHPopmauumoHHOW cucTeme J[0MKHA obecneunmBaTbhbea
MAeHTUPUKAUUNA U ayTEHTUPUKALMA NONb30BaTe el, ABAAIOLWMXCA paboTHMKaMM onepaTopa.

Mpu poctyne B WMHOOPMALMOHHYKD CUCTEMY [OJIKHA OCYWECTBAATbCA WUAEHTUPUKAUMA U
ayTeHTUOMKAUMA  nosib3oBaTesnel,  ABAAOWMXCA  paboTHMKaMu  onepatopa  (BHYTPEHHUX
nosib3oBaTesielt), N NPOLLECCOB, 3anNyCKaeMblX OT MMEHW 3TUX NO/Ib30BATENEN, @ TaKKe MPOoLEeccos,
3aMyCcKaemblX OT MMEHWM CUCTEMHbIX YYETHbIX 3annCeN.

K BHYTPEHHMM MO/Ib30BaTENAM B LENAX HACTOALLEro AOKYMEHTa, OTHOCATCA LOJ/IKHOCTHblE /MLa
onepaTtopa (nosnb3oBaTenun, agMMHUCTPATOPbI), BbIMOAHAIOWME CBOW [AO/KHOCTHble 06s83aHHOCTU
(dyHKUMK) C Mcnonb3oBaHUeEM MHGOPMALMU, MHPOPMALMOHHBIX TEXHONOTMIA U TEXHUYECKUX CPpeacTB
MHPOPMAUMOHHOM CUCTEMbI B COOTBETCTBMM C AO/IKHOCTHBIMKU pPerfameHTaMu (MHCTPYKUMAMM)
yTBEPKAEHHbBIMMW ONEPATOPOM M KOTOPbIM B MHGOPMALMOHHOW CUCTEME MPUCBOEHbI YYETHbIE 3aMNuCK.

B KauecTBe BHYTPEHHWX MOJib30BaTeNel AONONHUTE/NIbHO PAcCMaTPUBAIOTCA AO/IKHOCTHbIE NMLA
obnagatens MHPOpMaLMKM, 3aKasuMKa, YNOAHOMOYEHHOTO Auua M (ManM) onepaTopa WHOWM
MHPOPMALMOHHOM CUCTEMDI, @ TaKKe MLa, NTPUBAEKAaEMble Ha JOTOBOPHOM OcHoBe ANA obecneyeHuns
OYHKUMOHUPOBAHMA  MHOOPMALMOHHOW  cUCTEMbl  (PEMOHT, rapaHTuiiHoe  obcayXKuBaHue,
pernameHTHble M WHble paboTbl) B COOTBETCTBUM C OPraHM3aLLMOHHO-PACNOPAAUTENbHBIMU
OOKYMeHTaMM orepatopa U KOTOpPbIM B MHPOPMALMOHHOW CUCTEME TaK¥Ke MPUCBOEHbI yYeTHble
3anucu.

Monb3oBaTenu WHPOPMALMOHHON CUCTEMDBI  AO/MKHbI  OAHO3HAYHO MAEHTMOUUMPOBATLCA U
ayTeHTUPULMPOBATLCA A1A BCEX BUAOB AOCTYNa, KPOME TeX BUAO0B AOCTYMNa, KOTOPble ONpeaensatoTcs
KaK [OEenCcTBMA, paspelleHHble 40 naeHTUOUKauMm n ayTeHTUMPUKauMnM B COOTBETCTBUM C MeEPOW
3awmTbl MHPopmaumm YMNO.11.

AyTeHTUdMKaLMA NONb30BATENA OCYLLECTBAAETCA C UCNOb30BAHMEM MapPO/iel, annapaTHbIX CPeacTs,
BMOMETPUYECKUX XapPaKTEPUCTUK, UHbIX CPEACTB WM B Cay4ae MHOrodpaKTopHOWM (aByXxdpaKTOpHON)
ayTeHTUOUKALMK - onpeaeneHHON KOMBUHALLMM YKa3aHHbIX CPeacTB.

B MHd)OpMaLI,MOHHOﬁ cncreme  A01XKHa 6bITb  0obecneyeHa BO3MOMKHOCTb OAHO3Ha4YHOro
conoctaBneHnA VI,CJ,EHTM(I)VIKaTOpa NnoNb30BaTeIA C 3alNyCKaeMbiMU OT €ro MMeHU npoLeccamu.

MpaBuna 1 npoueaypbl MAEHTUOUKALMU U ayTeHTUDMKALMM NONb30BaTENeN pernaMeHTUpyoTca B
OpraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTAX MO 3aluTe MHOOPMALMK.

Tpe6oBaHusa K ycunenuio UAD. 1:

1) B WHPOpPMAUMOHHOM cucTeMe A[O/KHA obecneuymBaTbCa MHOropakTopHasa (4ByxdaKTopHas)
ayTeHTMOUKAUMA ONA yOAANEHHOTO AOCTyna B CUMCTEMY C MPaBaMy NPUBUAETMPOBAHHbIX YUYETHbIX
3anucei (aAMUHUCTPATOPOB):

a) C Mcnosib3oBaHnem CeTn CBA3N 06U.|,€F0 noab30BaHUA, B TOM uncne cetn UHTepHeT;
6) 6€e3 MCcnonb30BaHMA CETU CBA3MK o6u.|,ero noNnb30BaHUA;

2) B MHPOPMaLMOHHON cucTeme [OJIKHA obecneymBaTbcs MHorodaKktopHas (4ByxpaKTopHas)
ayTeHTMOUKALMA AN YAANeHHOro AoCTyna B CMCTEMY C NPaBamu HEMPUBUIETMPOBAHHBIX YYETHbIX
3anunceit (nonb3osartenen):

a) C Mcnosib3oBaHmnem CeTn CBA3N 06LLI,EI'O Nno/1b30BaHUA, B TOM YnUcCne CeTH MHTepHeT;



6) 6e3 ncnoab30BaHUA CeTU CBA3KM 0OLLLErO NO/Ib30BAHUA;

3) B WHOOPMaUMOHHOIN cucTeme AO0/MKHA obecneumBaTbcd MHoOrodpaktopHasa (aByxdakTopHas)
ayTeHTUOUKaUMA ONA NOKAaNbHOrO AOCTyna B CMCTEMY C NpaBaMn NPUBUAETMPOBAHHbIX YYeTHbIX
3anucei (aAMUHUCTPATOPOB);

4) B MHOOPMALMOHHOM cUCTEMe [ONKHA obecneunmBaTbcd MHOropaktopHas (aByxdakTopHas)
ayTeHTUOUKAUMA ANA SIOKAZIbHOTO A0CTyNna B CUCTEMY C NMpPaBaMn HEMPUBUAETMPOBAHHbLIX YYETHbIX
3anucert (nonb3oBartenen);

5) B WHObOPMaUMOHHON cucTeme f[O/MKHA obecneumBaTbcd MHOrodpaktopHasa (aByxdakTopHas)
ayTeHTUPUKALMA NPU JOCTYNe B CUCTEMY C MpaBaMu MPUBMNETMPOBAHHBIX YYETHbIX 3anuceit
(agmuHucTpaTopoB), rae oAMH U3  paKTopoB obecrneymBaeTca annapaTtHbIM  YCTPOMCTBOM
ayTeHTUPUKaLUK, OTAENEHHBIM OT UHPOPMALMOHHOM CUCTEMbI, K KOTOPOW OCYLLLECTBAAETCA A0CTYN;

6) B WMHOOPMAUMOHHOIN cucTeme [O/MKHA obecneumBaTbcd MHOrodpaktopHasa (aByxdakTopHas)
ayTeHTUOUKAUMA NpPU [OCTyNne B CUCTEMY C MpPaBaMM HEMPUBWIETMPOBAHHBIX YYETHbIX 3anucei
(nonb3oBatenen), roe oguH w3 ¢akTopoB obecneymBaeTcs YCTPOMCTBOM, OTAENEHHbIM OT
NHPOPMALMOHHOM CUCTEMBI, K KOTOPOW OCYLLECTBASETCA AOCTYN;

7) B MH(I)OpMaLLMOHHOVI cncreme JonXKeH ncnosib3oBaTtbCA MmexaHU3M 04HOPAa30BbIX naponeﬁ npu
ayTEHTMd)MKaLI,MM nonb3oBaTtenen, ocywecTBnAaoWmnx yp,aHEHHbIVI WX NOKa/IbHbIN A0CTyn;

8) B MHOOPMALMOHHOW cUCTEMe AN ayTeHTUPMKALMKN NONb30BaTeNel A0MKHO obecneymBaTbes
NPMMEHEHME B COOTBETCTBUM C 3aKOHOAaTeNbcTBOM Poccuiickon Pesepaumnn Kpuntorpapuyeckmnx
METOA0B 3aLMTbl UHPOPMaLUMN.

CopeprkaHue 6a3oBoii mepbl UAD.1:

Mepa 3awuTol Knacc 3awmieHHoCcTM MHPOPMALMOHHOM CUCTEMDI

nHpopmaumnn 4 3 2 1
NAD.1 + + + +
Ycunenne NAD.1 1a, 29,3 13, 29, 3,4

WUA®.2 UAEHTUOUKALMNA U AYTEHTUOGUKALMA YCTPOUCTB, B TOM YUC/IE CTALMOHAPHDIX,
MOBW/IbHbIX U MOPTATUBHbIX

Tpe6oBaHuAa K peanusauun UAD.2: B MHPOpMaUMOHHOM cucTeme A0 Hayana UHPOPMALMOHHOIO
B3aMmMoZencTeua (nepegauv 3awmwaemon WMHPOpMaumm OT YCTPOWCTBA K YCTPOWCTBY) A0/XKHa
OCYLLECTBAATLCA AEHTUGUKALMA U ayTEHTUDUKALMA YCTPOMCTB (TEXHUUYECKUX CPEeaCTB).

OnepaTopom fJo/KeH OblTb onpegeneH nepeyeHb TUMOB YCTPOWMCTB, WCMOSIb3YEMbIX B
MHOOPMALUMOHHOM cUCTEME W MogAeXalnX MAEHTUOMKALMM U ayTeHTUdUKauMm [0 Hadvana
MHGOPMALMOHHOIO B3aMMOLENCTBUA.

NpeHTUdUKaumMA ycTponcTs B UHPOPMALMOHHOW cucteme obecrneuymBaeTca No JIOFMYECKMM UMEHaM
(ums ycTpoiictea u (unn) ID), normyeckmum agpecam (Hanpumep, IP-agpecam) n (Mnm) no dpusmyeckum
agpecam (Hanpumep, MAC- agpecam) yCTPOMCTBA UAN MO KOMBMHALMM UMEHM, TOTUYECKOTO U (MaK)
du13MyecKoro agpecos yCTPonCTBa.

AyTeHTUPMKaLMA YCTPOMCTB B MHOPOPMALMOHHOW cucTemMe obecneymMBaeTcsa C WCMo/ib30BaHMEM
COOTBETCTBYIOWMX MPOTOKONOB ayTeHTUPUKAUMM WAM C MPUMEHEHMEM B COOTBETCTBUM C
3aKoHoZaTeNbcTBOM Poccuiickoi Peaepaumnmn Kpuntorpadpuyeckmx MeToLoB 3alwmuTbl MHPOpPMaLUn.

MpaBuna M npoueaypbl UAEHTUOUKAUMM U ayTEHTUPUKAUMKM YCTPOWCTB PernameHTUMpyroTca B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmte nHGopmaumu.

Tpe6oBaHusa K ycunenuio UAD.2:

1) B MHbOPMALMOHHOW cucTeme A0/KHa obecneuynBaTbCs ayTeHTUPUKaLMA YCTPOWCTB A0 Hayana
NHPOPMALMOHHOTO B3aMMOAENCTBUA C HUMM:



a) B3aMMHaa ayTeHTUdMKaUMA YCTPOWCTBA M CPEACTBA BbIYUCAUTENLHON TEXHUKU (Man
APpYroro B3aMmMoAencTBYIOLLErO YCTPOMCTBA);

6) ayTeHTUPMKauMA NO YHMKaNbHbIM BCTPOEHHbIM CPeACcTBaM ayTEHTUDUKALLMM.

CopeprkaHue 6a3oBoii mepbl UAD.2:

Mepa 3awmTol Knacc 3almieHHOCTM MHGOPMaLMOHHOM cUcTeMb

nHbopmaumm 4 3 2 1

MAD.2 + +
Ycunenue NASD.2

MA®.3 YMNPABJIEHUE WUAEHTUOGUKATOPAMW, B TOM YUCNE CO3OAHME, NMPUCBOEHMUE,
YHUYTOXKEHUE UAEHTUOUKATOPOB

Tpe6oBaHua K peanusauum UAD.3: OnepaTopom A0MKHbI 6biTb YCTaHOBAEHbI U pPeasin30BaHbI
cnepytowme  GyHKUMKM  ynpaBaeHMA  UAEHTUPUKATOpaMu  MOAb30BaTeNeld UM YCTPOWCTB B
MHGOPMALNOHHOM CUCTEME:

® onpeaeneHne AO0/MKHOCTHOINO innua (aAMMHMCTpaTOpa) onepatopa, OTBETCTBEHHOINO 3a
CO34aHune, NpnUCBOEHNE U YHUYTOXKEHUE MAeHTMd)MKaTOpOB nonb3oBaTenen n YCTpOVICTB;

e ¢dopmupoBaHME NAEHTUPUKATOPA, KOTOPbIN O4HO3HAYHO MAEHTUDULMPYET NOb30BATENA U
(nnu) ycTpoliicTso;

® MpUCBOEHME NAEHTUDUKATOPA NONL30BATENIO U (MNIM) YCTPOWCTBY;

® [peaoTspauleHne NOBTOPHOIo WCNO/Ib30BaHUA M,D,EHTMCI)MKaTOpa nonb3oBaTesia “ (M/'IM)
yCTpOVICTBa B Te4eHNE YCTAaHOB/IEHHOIO ONepPaToOpPoOM nNepmnoaa BpemeHu,

e 6N0OKMpOBaHME WAEHTMdUKATOpPa MO/b30BaTeNA MOC/Ae YCTaHOB/IEHHOTO OnepaTopom
BPEMEHU HeNCno/b30BaHuWsA

MpaBuaa v npoueaypbl ynpaBaeHUa UAeHTUUKATOPaMU PernameHTUpPYoOTCA B OpraHM3aLMOHHO-
pacnopaauTenbHbIX JOKYMEHTaX onepaTopa Mo 3aluTe MHPopmaumuu.

Tpe6oBaHue K ycunenuio UAD.3:

1) onepatopom  AOO0TIXKHO 6bITb  UCKNOYEHO NOBTOPHOE WNCNOJIb30BaHUE MAeHTMd)MKaTOpa
NONb30BATENA B Te4HeHue:

a) He MeHee O4HOrOo roaa;
6) He meHee Tpex NeT;
B) B TeYEHMe BCEro Neproaa sKcnayaTaumm MHGOPMaLNOHHOM CUCTEMDI;

2) onepaTopom AONXKHO 6biTb 0becneyeHo 6a0KMpoBaHME MaeHTUdMKATOpa NoJb3oBaTeNn yepes
nepuosa BpemeHu HEMCNONb30BaHUA:

a) He 6onee 90 aHew;
6) He 6onee 45 gHels;

3) onepaTtopom AO/MKHO ObiTb 0becneyeHO WCMNOJIb30BaHUE PA3/IMYHON ayTeHTUDUKALMOHHOM
MHopMauun (pasMUHbIX CPeACTB ayTeHTUdMKALMM) NONb30BaTENA A1 BXOAA B MUHOOPMALMOHHYIO
cUcTeMy M AOCTyNa K NPUKAagHOMY (cneunanbHOMy) MporpaMmmHoMy obecrneyeHuto;

4) onepaTopom JO/IKHO ObiTb WCKAKOYEHO WCMO/Mb30BaHWE WAEHTUOMKATOPA NO/b30BaTENS
MHGOPMALMOHHOM CUCTEMbBI NPU CO34aHUM YYETHOM 3anncK Nosib3oBaTens Ny6MYHOM 3N1eKTPOHHOM
MOYTbI UM MHBIX NYBNYHBIX CEPBUCOB;



5) onepatopom p[oMKHO 6bITb  obecneyeHo ynpaB/ieHWe UAEHTUOUMKATOPAMM  BHELIHMX
No/ib30BaTesIel, y4eTHbIe 3aNnCK KOTOPbIX MCMONb3YIOTCA ANA A0CTYyNa K 06LeA0CTyNHbIM pecypcam
MHPOPMALMOHHOM CUCTEMBI.

CopeprKaHue 6a3oBoii mepbl MAD.3:

Mepa 3awmTol Knacc 3awmueHHOCTM MHGOPMALMOHHOM CUCTEMBI

nHpopmaumnm 4 3 2 1
NAD.3 + + + +
Ycunenmne UAD.3 1a, 2a 13, 2a 16, 26

MA®.4 YNPABNEHUE CPEACTBAMW AYTEHTUOUKALUU, B TOM HYUCNE XPAHEHUE, BbIOAYA,
MHUUUANU3ALUNA, BNIOKUPOBAHUE CPEACTB AYTEHTU®UKALIMKN U NPUHATUE MEP B CTYYAE
YTPATbI U (UNIN) KOMNPOMETALUU CPEACTB AYTEHTUDPUKALIUU

Tpe6oBaHua K peanusauum UAD.4: OnepaTopom A0MKHbI 6biTb YCTaHOBAEHbI M pPeasin30BaHbI
cnegytowme  OYHKUMKM  ynpaBiaeHWsa  CpeacTBamMu  ayTeHTUdMKauuu  (ayTeHTUdMKaUMOHHOM
nHdopmauueit) nonb3osaTenei n ycTPomncTs B UHGOPMaLIMOHHOM cnUcTeMe:

e onpeaeneHve AOOMKHOCTHOMO AMuUa (agMMHUCTpaTopa) onepaTopa, OTBETCTBEHHOro 3a
XpaHeHue, BblAavy, MHULMANMU3ALMIO, BNOKMPOBaHME CPEACTB ayTEHTUPUKALMMN U NPUHATHE
Mep B C/lyYae yTpaTbl U (MIM) KOMNPOMETALMUKN CPEACTB ayTEHTUDUKALMMY;

® M3MeHeHMe ayTeHTUPUKALMOHHOW MHPopmaumn (cpeacts ayTeHTUdMKaLMKM), 3a4aHHbIX UX
Npon3BOAUTENAMU U (MNIU) NCNONBb3YEMbIX NPU BHEAPEHUU CUCTEMbI 3aWMUTbI MHPOPMALMK
MHPOPMALNOHHOM CUCTEMDI;

e  BblAaya CPeACTB ayTeHTUGMKALMM NOb30BATENAM;

® reHepauma v Bblgaya HavasbHOW ayTEHTUMKALUMOHHON MHPOPMALMM (HaYaNbHbIX 3HAYEHUIA
CPeAacTB ayTeHTUPUKaLMK);

®  YCTaHOB/JIEHME XapaKTepUCTUK napona (Mpu Mcnoib3oBaHWM B MHPOPMALMOHHOMN cucTeme
MEeXaHU3MOB ayTeHTUPMKALMM HAa OCHOBE Napona):

a) 3a4aHne MUHMMANbHOW CNOXKHOCTM NapoAA C onpeaenaembiM1 onepaTopom TpeboBaHMAMM K
perncTpy, Ko/aM4ecTBy CMMBOJIOB, COYETaHWIO BYKB BEPXHEro M HWUMKHEro perncrpa, umop u
cneumnanbHbIX CMUMBOJIOB;

6) 3adaHne MUMHUMA/ZIbHOTO KONn4eCcTBa N3IMEHEHHbIX CMMBOJ10B NPU CO34aHNN HOBbIX naponeﬁ;
B) 3agaHne MaKCMMa/ZIbHOIro BpeMeHMU ,D,EﬁCTBMﬂ napons;
I') 3agaHne MMHMMaAJZIbHOIo BpeEMEHMU ,D,EﬁCTBMﬂ napons;

ﬂ,) 3anpeT Ha UCNOo/1b30BaHWE NOJ1Ib30BaTENAMU OoNpeaeneHHOro onepaTtopom 4Yymcaa nocnegHux
MCNONb30BaAHHbIX naponeﬁ npun Co3gaHNM HOBbIX naponeﬁ;

610KMpoBaHMeE (NpeKpaLLeHne AeNCTBUA) U 3aMeHa YTEePAHHbIX, CKOMNPOMETUPOBAHHbIX UK
NoBpeXAEHHbIX CPeACTB ayTEHTUPUKALNM; HA3HAYEHME HEODXOAMMbIX XapPaKTePUCTUK CPeacTB
ayTeHTUOUKaUMUK (B TOM YMCae MexaHM3Ma Napos); obHOBAEHME ayTeHTUDUKALNOHHOM
MHbOpMauum (3ameHa cpeacTB ayTeHTUMKALMM) C NEPUOANYHOCTbIO, YCTAHOBIEHHOM ONepaTopom;
3aWmTa ayTeEHTUOUKALMOHHOM MHOPMALMM OT HENPAaBOMEPHbIX AOCTYyNa K Hel u
MOANOULMPOBAHUA.

MpaBuna W npoueaypbl YNpPaBAeHWA CPEeACTBaMM  ayTeHTUPUKauuM  (ayTeHTUPUKALMOHHOMN
MHOpMaumelt) pernameHTUpPYoTCA B OPraHM3aLMOHHO-PacnopaaMTe/IbHbIX JOKYMEHTax onepaTtopa
no 3awute MHbOpPMaL MK,

Tpe6oBaHue K ycunenuio UAD.4:



1) B cnyyae Mcnosib3oBaHMA B MHGOPMALIMOHHOW CUCTEME MEXAHW3MOB ayTEHTUPUKALMM Ha OCHOBE
napons (MHOW nNOCNeA0BaTENbHOCTM CUMBOJIOB, MCMNOAb3YEMOW AAA  ayTeHTUOMKAUMM) UAn
NPMMEHEHWA MapoNA B KayecTBe OAHOro M3 (aKTOPOB MHOropaKTOpHOW ayTeHTUdMKauUW, ero
XapPaKTEPUCTUKM L0KHBI BbITb CEAYIOWMMN:

a) ANMHa Napons He mMeHee WeCTU CMMBOJIOB, andasBuT napons He meHee 30 CMMBONOB,
MaKCMMaNbHOE KOZIMYECTBO HeyCneLlHbIX NOMNbITOK ayTeHTUdUKaLmMn (BBOAa HENPaBU/IbHOMO
napona) Ao 6n10kMpoBkM oT 3 A0 10 NoONbITOK, BNOKMPOBKA MNPOrpammHO-TEXHUUYECKOTO
CpeAcTBa WMAW Y4YeTHOM 3anmMcu MNONb30BaTesiA B C/yvyae [AOCTUMKEHUA YCTaHOBJIEHHOIO
MaKCMMaIbHOTO KOZIMYECTBA HEYCMELUHbIX NOMNbITOK ayTeHTUdUKaLuMmM oT 3 40 15 MUHYT, cMeHa
naponei He 6onee yem yepes 180 aHer;

6) ANMHA Napons He mMeHee WeCTU CMMBOJIOB, andaBuUT Naposa He meHee 60 CMMBOJIOB,
MaKCMMaNbHOE KOJIMYECTBO HeYCMeLHbIX MOMbITOK ayTeHTMdUKauun (BBOAa HEMPABUIbHOTO
napona) Ao 610kMpoBKM OoT 3 A0 10 NONbITOK, BNOKMPOBKA NPOrpammHO-TEXHUUYECKOTO
cpencTBa MAM yYETHOW 3amMCU MONb30BATENA B C/ydae AOCTUMKEHMA YCTaHOBAEHHOTO
MAKCMMaNbHOTO KOZIMYECTBA HEYCMELHbIX NOMNbITOK ayTeHTUdUKaLmm oT 5 g0 30 MMHYT, CMeHa
napoJsieit He bonee yem yepes 120 gHell;

B) A/IMHA NapoNs HEe MeHee WecCT CMMBOJIOB, andasBuT Napons He meHee 70 CMMBOJIOB,
MaKCMMaNbHOE KONMYECTBO HeycnewHbIX MONbITOK ayTeHTUdMKaumm (BBoAa HeNpaBuAbHOMO
naponsa) Ao 610KMPOBKM OT 3 A0 8 MONbITOK, 6N0KMPOBKA MPOrpPaMMHO-TEXHUYECKOTO
CpeacTBa WAM Y4YEeTHOM 3anucu NONb30BaTeNA B C/ydYae OOCTUMKEHWUA YCTaHOBJEHHOro
MaKCMMaNbHOIO KOMMYECTBa HeycnewHbIX NonbIToK ayTeHTuduKaumm ot 10 ao 30 MUHYT,
CMeHa naponei He bonee yem yepes 90 gHew;

r) AVHa Naposa He MeHee BOCbMW CMMBOJIOB, aidaBuT Napona He meHee 70 CMMBOJIOB,
MaKCMMaNbHOE KOJIMYECTBO HeyCMeLHbIX MOMbITOK ayTeHTMdUKauun (BBo4a HEMPABUIbHOTO
napons) Ao 6/J0KMPOBKM OT 3 g0 4 nomnbITOK, 610KMPOBKA MPOrpamMmMHO-TEXHUYECKOTO
cpencTea MAM y4EeTHOW 3amMCU MOSIb30BATENA B C/ydae AOCTUMMKEHMA YCTaHOBAEHHOTO
MAKCMMaNbHOFO KO/IMYECTBA HeycCrnewHbIX MNOMbITOK ayTeHTMdMKaumm ot 15 go 60 muHyT,
CMeHa napoJielt He bosiee yem yepes 60 gHen;

2) B UHPOPMALIMOHHOM cUCTEME AONKHO BbITb 0H6ECneyYeHo NCnoab30BaHNE aBTOMATU3MPOBAHHbIX
cpeacTs ana GopmMupoBaHma ayTeHTUOMKAUMOHHON MHGOPMaLMK (reHepaTopoB Naposieit) ¢
TpebyemMbIMUN XapaKTEPUCTUKAMM CTOMKOCTM (CU/Ibl) MeXaHU3Ma ayTEHTUPUKALIMM U 1A OLLEHKM
XapPaKTEPUCTUK 3TUX MEXAHU3MOB;

3) B UHPOPMALMOHHOW cUCTEME A0JIXKHO bbITb 06ecneyeHo UCNob30BaHWe CepBEPOB U (Un)
nporpammHoro obecneyeHms ayTeHTUPUKALMKN ANA eAUHON ayTeHTUPUKALMN B KOMMNOHEHTaX
NHPOPMALMOHHOM CUCTEMbI M KOMMOHEHTaX NPOrpaMmmHoro obecrnedyeHus, NpeaycmaTpMBaioLLEro
COB6CTBEHHYIO ayTEHTUDUKALMIO;

4) onepaTtop A0MKeH obecneymTb NoslyYeHne (3aNpocuTb) y NOCTaBLLMKA TEXHNUYECKMX CPEACTB U
nporpammHoro obecneyeHms MHPOPMALMOHHOMN CUCTEMbI aYTEHTUPUKALMOHHYIO MHPOpMaLmio,
3aZlaHHYI0 NPOM3BOAUTENIEM ITUX TEXHUYECKUX CPeaCTB U NporpaMmHoro obecnedyeHums 1 He
YKa3aHHyI0 B 3KCN/yaTaLMOHHOW AOKYMEHTaLMK;

5) onepatopom A0KHbI BbITb ONpeaeeHbl Mepbl MO UCKAOYEHNIO BO3MOXKHOCTM MCNO/b30BaHUA
NoNb30BaTENAMM UX NAEHTUDMKATOPOB U Napoei B APYrMxX MHPOPMALMOHHBIX CUCTEMAX.
CopeprxaHue 6a3oBoii mepbl UAD.4:

Mepa 3awmThl Knacc 3awmu,eHHOCTM MHGOPMALMOHHOM CUCTEMBI
nHbopmaLmn 4 3 2 1
NA®.4 + + + +
Ycunenve NAD.4 1la 16 18 1r




WA®.5 3ALLUTA OEPATHOM CBA3U MPU BBOAE AYTEHTUGUKALMOHHOMN UHOOPMALUN

Tpe6oBaHua K peanusaumum UAP.5: B nHpopmaLMOHHON cucTeMe AONXKHA OCYLLECTBAATLCA 3aWmTa
ayTEHTUOUKALMOHHOM MHOPMaLMM B Mpouecce ee BBOAA 415 ayTEHTUPUKALMM OT BO3MOMKHOIO
MCMNO/Ib30BaHWUA NLLAMMW, HE UMEIOLMMM HA STO NOJHOMOYMIA.

3awuTa obpaTHOM CBA3KN «cMCTEMA - CyBbeKT AocTyna» B npouecce ayTeHTUdUKaunm obecrneumsaeTca
NCKAtoYeHnemM oTobparkeHnsa Ans noJsib3oBaTens AeUCTBUTE/IbHOrO 3HaYeHUA ayTeHTUDUMKALMOHHOM
MHbOPMaUMKN U (MNM) KOAMYecTBa BBOAMMBIX MO/b30BATE/NIEM CUMBOJIOB ayTEHTUGUKALMOHHOM
MHbopMauun. BBoammble CMMBOJIbI MAPOJIA MOTYT OTOBPAXKaTbCA YC/IOBHbIMM 3HAKaMM «*», «®» Uan
WHbIMW 3HaKaMMW.

Tpe6oBaHusa K ycunenuio UAD.5:
He ycTaHOBAEHDI.

CopeprkaHue 6a3oBoii mepbl UAD.5:

Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmauum 4 3 2
NAD.5 + + + +
Ycunenue MAD.5

WAD®.6 WUAEHTUOUKALMA U AYTEHTUOUKALMA MONb3OBATENEW, HE ABNAIOWMXCA
PABOTHUKAMMW OMEPATOPA (BHELUHWX NO/Ib3OBATE/IEN)

TpeboBaHna K peanusauum UAP.6: B nHOOPMALMOHHOM cUCTEME [0/MKHA OCYLLECTBAATLCA
OAHO3HayHanA NAEHTUPUKAUUSA U ayTeHTUPUKaALUUA NMOJSib30BaTesiei, He ABAAIWMXCA paboTHUKamu
onepaTopa (BHELWHUX No/1b30BaTe/NElN), UM NPOLECCOB, 3aMyCKaeMbliX OT MUMEHM 3TUX NOo/b30BaTesNeNn.

K nonb3osaTtensam, He agaaoWwMmMca paboTHMKam onepaTopa (BHEWHMM Nob30BaTeNAM), OTHOCATCA
BCE NO/b30BaTENN WUHPOPMALMOHHOM CUCTEMBI, HE yKasaHHble B MAD.1 B KayecTBe BHYTPEHHUX
nonb3oBaTesnei. MpUMepom BHELLHUX NONb30BaTeNeN ABNAIOTCA rParkAaHe, Ha 3aKOHHbIX OCHOBaHMAX
yepes ceTb MWHTepHeT nosyyaowme JAocTyn K  MHOOPMAUMOHHLIM  pecypcam nopTana
FocyaapcTBeHHbIX  ycnyr  Poccuiickot  degepaumn  «INEKTPOHHOTO  NPaBUTENbCTBA»  MAM
oduuUManbHbIM caTam B ceTM MHTepHET OpraHoB rocyAapcTBEHHOM BAACTW.

Monb3oBaTenn WHPOPMALMOHHOM CUCTEMbI  [O/KHbI  OLHO3HAYHO UMAEHTUOMLMPOBATLCA U
ayTEHTUOULMPOBATLCA ANA BCEX BUAOB AOCTYNa, KPOMeE TeX BUAOB JOCTyNa, KOTOPble ONpeaenatoTcs
KaK [eNCTBUA, paspelleHHble A0 WUAEHTUOUKALMWM U ayTEHTUOUKALMM B COOTBETCTBMU C MEPOU
3awmTbl MHPopmaumm YMNO.11.

NoeHTUdMKauma ©  ayTeHTUPUKAUMA BHELWHWUX NONb3oBaTene B LeNsXx npesocTaBaeHus
roCyapCTBEHHbIX YCAYr OCYLLECTBAAETCA B TOM UMC/AE C WCNO/Jb30BaHMEM €4MHON CUCTEMbI
MAEHTUOMKaLMN N ayTeHTUPUKALMM, CO34aHHOM B COOTBETCTBMM C NOCTaHOBAeHWeM [paBuUTeNbCTBa
Poccuitckoin ®epepaumm ot 28 Hosibpa 2011 r. Ne 977.

MpaBuaa U npoueaypbl NAEHTUGUKALUMN U ayTeHTUOUKaUMK NOb30BaTeNEeN pernameHTUpyoTca B
OpraHM3aLMOHHO-PaACNoOPALUTENbHBIX 4OKYMEHTaX ornepaTopa no 3awuTe nHpopmaumm.

Tpe6oBaHua K ycunenuio UAD.6:
He ycTaHoB/EHbI.

CopeprkaHue 6a3oBoii mepbl UAD.6:

Mepa 3awwmTbl Knacc 3awwmueHHOCTM MHGOPMaLMOHHOM CUCTEMDI
nHpopmauum 4 3 2 1
NA®.6 + + + +
Ycunenue NAD.6




WAD.7 WUAEHTUOUKALMA U AYTEHTUGUKALMA OBBEKTOB GAAIOBON CUCTEMDI,
3ANYCKAEMbIX U UCNONHAEMbIX MOAYNEW, OBbEKTOB CUCTEM YMPABJIEHUA BA3AMM
OAHHbIX, OBbEKTOB, CO3AABAEMbLIX MPUKNAAHBIM WU CNEUMANIbHBIM MPOrPAMMHbBIM
OBECMEYEHUEM, UHBIX OBBEKTOB AOCTYNA

Tpe6oBaHua K peanumsauum UAD.7: B MHPOPMALMOHHON CUCTEME AONXKHA OCYLLECTBAATHCA
MAeHTUOMKaLMA N ayTeHTUPUKAUMA 0OBEKTOB PaiiIoBOM CUCTEMDI, 3anyCKAeMbIX U UCNOJHAEMbIX
moayneit, obbeKkToB cUCTEM ynpaBaeHUa 6azammn AaHHbIX, 0OBbEKTOB, CO34aBaeMblX NPUKNALHBIM U
CNeumnanbHbIM NPOrPaMMHbIM 0becnedeHnem, NHbIX 06 BEKTOB AOCTYNa.

Tpe6oBaHusa K ycunenuio UAD.7:

1) B MHPOPMALIMOHHOM cucTeme Ao0/MKHA obecneunBaTbcs ayTeHTUOMKaUMAa 0b6bekToB ¢daitnosoi
CUCTEMbI C UCNO/b30BaHMEM CBUAETENLCTB NOANMHHOCTU UHOPMALUK (B TOM YMCAE SNEKTPOHHOM
NoAnMCU MU UHBIX CBUAETENLCTB NOAAUHHOCTU MHPOPMALLUN);

2) B MHOOPMALMOHHOM cuUCTeMe [OJIKHA obecneuymBaTbCA ayTeHTUOMKaAUMA 3anycKaembiX W
NCMNOJIHAEMbIX MOAyNel C UCMO/Ib30BaHMEM CBUAETENbCTB NOAJAMHHOCTM Mogynel (B Tom uucne
UMOPOBBIX CUTHATYP NPOM3BOAUTENA UAWN UHBIX CBUAETENBCTB NOANMHHOCTM Mmoaynen). CoaepiKaHue
6a3oBoii mepbl UAD.7:

Mepa 3awwmThbl Knacc 3almiweHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm 4 3 2 1
NAD.7
Ycunenue NAD.7

3.2. YnpaBneHue pgoctynom cybbeKroB goctyna K o6bekram gocryna (YNAa)

ynA.1 YNPABNEHUE (SABEAEHUE, AKTUBALIUA, BIOKUPOBAHUE N YHUMTOMKEHUE) YHETHBIMMU
3ANUCAMM NO/Ib3OBATENEN, B TOM YAC/IE BHELLHUX NO/Ib3OBATE/IEN

TpeboBaHua K peanusauum YNA.1: Onepatopom A0/KHbI ObiTb YCTAaHOBNAEHbl U pPeasin3oBaHbl
cnegyrowpe GyHKUMU YNpPaB/iEHUS YYETHbIMM 3anuUCAMKW MONb30BaTeNer, B TOM YMCAe BHELIHUX
no/sb3oBaTenemn:

e onpeaeneHve TUMNA y4eTHOM 3anucK (BHYTPEHHEro NnoJib30BaTess, BHELWHEro No/b30BaTesNs;
CUCTEMHAA, NPUONKEHUSA; rocTeBas (aHOHMMHaA), BpemMeHHas U (UK) UHble TUNbI 3anuceit);

e o00beaMHeHMEe Y4YeTHbIX 3anucelr B rpynnbl  (Npu  HeobxoauMmocTv); BepudMKaumio
nonb3oBaTena (NPoOBEPKA NNYHOCTU MONb30BaTENA, €ro AOMKHOCTHbIX (PYHKLMOHANbHbIX)
06s3aHHOCTeN) NpuY 3aBeAeHNN YYEeTHOW 3anncK Noab3oBaTens;

e 3aBedeHMue, aKTUBaLMA, 6OKMPOBAHNE N YHUUTOXEHME YYETHbIX 3anNunceit Nosb3oBartenei;

® MepecmMoTp U, Npu HeobXoAMMOCTN, KOPPEKTMPOBKA Y4YETHbIX 3anmucei nosib3osBaTtenen c
NepuoANYHOCTbIO, ONpeaeaemMmon onepaTopom;

® [MNOpPAAOK 3aBeAeHUA U KOHTPOJA UCNO/Ib30BaHUA TOCTEBbIX (aHOHVIMHbIX) N BpPeEMEHHbIX
YYETHbIX 3anuceir nonb3oBaTesiel, a TaKkKe NPUBUNETNPOBAHHbLIX YYE€THbIX 3anucen
AAMUHUCTPATOPOB;

® onoseuweHune agMUHUCTPATOPa, OcCywecTBaAloWwero ynpassieHne ydeTHbIMU 3anncamu
nonb3oBaTesen, 06 M3MeHeHUU CBeAEHMﬁ O no/sb3oBaTenAax, UX ponax, 06F|33HHOCTF|X,
NOJTIHOMOYUAX, OrPaHUYEHUNAX;

®  YHWUYTOXEHME BPEMEHHbLIX Y4YEeTHbIX 3anucen I'IOJ'Ib3OBaTeI'Iel‘/JI, npenoctaB/eHHbIX  O1A
OAHOKpPATHOro (Ol'paHM‘-IEHHOFO no BDEMEHM) BbIMNOJ/IHEHNA 3a4a4 B I/IHd)OpMaLI,VIOHHOﬁ
cncreme;



e [pegocCTaB/reHMe MONb30BATENAM MpPaB AOCTYMa K 0bbekTam AocTyna MHPOPMALMOHHOM
CUCTEMbI, OCHOBbIBAACb Ha 3ajayax, pelaemblx Noab3oBaTensimMuM B MHPOPMaLMOHHON
CUCTEME M B3aUMOLENCTBYIOLLUMM C HEN MHPOPMALIMOHHBIMM CUCTEMAMM.

BpemMeHHas y4eTHan 3anucb MOKET bbiTb 3aBefeHa A1 N0Nb30BaTeNs HA OrpaHUYEHHbI CPOK Ans
BbIMNOJIHEHUA 334ay, TPebYIOWNX pacWMPEeHHbIX NOJHOMOYMIK, UAN ANA NPOBeAeHUs HACTPOWMKM,
TECTMPOBAHMA WHPOPMALMOHHOM CUCTEMbI, ONA OpPraHM3aLMM roCTEBOro A0CTyna (nocetutensam,
COTPYAHVMKAM CTOPOHHMX OpPraHM3aLuii, CTarkepam U MHbIM NOJIb30BATENAM C BPEMEHHbIM AOCTYNOM
K MHOOPMALMOHHOM cUCTEME).

MpaBuna v npoueaypbl YNpaBieHWA YYETHbIMW 3anNUCAMM MONb30BaTeNel pernameHTUPYHoTCS B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute MHGopmauuu.

Tpe6oBaHua K ycunenuto YNA.1:

1) onepaTopom AONXKHbI NUCNOJZIb30BATbCA aBTOMATU3UPOBAHHbIE CpeaCTBa NogaeP KU ynpaBieHUA
YYeTHbIMU 3aNMNUCAMMU I'IO}'IbSOBaTeJ'IeVI;

2) B WHOOPMALMOHHON CUCTEME [O/BKHO OCYLLECTBAATLCA aBTOMaTUdeckoe 6/10KMpoBaHMe
BPEMEHHbIX YYETHbIX 3anu1ceit Nob3osBaTtesiell N0 OKOHYaHWMN YCTaHOBNEHHOIO Nepuoaa BpemeHu ans
WX UCMOb30BaHMA;

3) B WHOOPMALMOHHOW CUCTEME [OJ/IKHO OCYLLECTBAATLCA aBTOMaTMYeckoe 6/10KMpoBaHue
HEeaKTUBHbIX (HEWCMO/Ib3yemblx) Y4YeTHbIX 3anucelt nonb3oBaTenei nocie nepuoda BPemeHM
HEeMncnonb3oBaHMA:

a) 6onee 90 aHelt; 6) 6onee 45 aHen;

4) B UHPOPMALIMOHHOM CUCTEME AONXKHO OCYLLECTBAATLCA aBTOMaTUYECKoe BNOKUPOBaHNE YYETHbIX
3anuce nonb3osaTenen:

a) npun npesbilLEHNUN YCTAHOB/IEHHOINO OMepatopom 4YucCna HeycCcnewHbIX NonbITOK
ayTeHTVId)VIKaLI,VIVI NnoNb30BaTENA;

6) npu BbIABAEHMM MO pe3ynbTaTaM MOHUTOPWMHra (MPOCMOTPa, aHanu3a) KypHanos
peructpauumn cobbiTMii  H6e3onacHOCT AeWlCTBUIA  NONb30BaTeNie, KOTOpble OTHECEHbI
onepaTopoM K CobbITUAM HapyLleHUa 6e3onacHoCTM HGopMaLnm;

5) B VIHd)OpMaLI,MOHHOM cncreme Ao01XKeH OCyWecTBNATbCA ABTOMATMYECKUI KOHTPO/1b 3aBeAeHwuA,
adKThBauuu, 6!'IOI-(MpOBaHVIF| N YHUYTOXKEHUA YYETHbIX 3anuceirt nonb3osaTenen wu onoseuieHune
AAMUHUCTPATOPOB O pe3y/ibTaTaXx aBTOMATUYECKOIoO KOHTPOAA.

Copep:KaHue 6a3oBoii mepbl YNA.1:

Mepa 3awuTbl Knacc 3awmieHHOCTM MHGOPMALLMOHHOM CUCTEMDBI
nHbopmaLmn 4 3 2 1
yna.1 + + + +
Ycunenue YNA.1 1,2 1,2, 3a 1, 2,36

YNA.2 PEAIN3ALMA HEOBXOAUMBIX METOA,0B YNPAB/IEHUSA AOCTYNOM (AUCKPELLMOHHBINM,
MAHAATHbBIN, POJIEBOM MW UHOW METO/), TUMOB (YTEHWUE, 3ANUCH, BbIMO/IHEHUE WU
WHOW TUM) U NPABUA PASTPAHUYEHMA JOCTYNA

Tpe6oBaHua K peanusauun YNAO.2: B nHGOPMAUMOHHOW cucTeme ANA YNpPaBAE€HMA AOCTYNom
CyObEKTOB [0CTyNa K 06beKTaM 40CTyna A0/KHbI ObiTb peann3oBaHbl YCTaHOB/IEHHbIE ONepaTopom
MeToAbl YMNpaBAeHUA AOCTYNOM, Ha3HayeHbl TUMbl AOCTyna cybbeKToB K 0o6beKkTam aoctyna u
peann3oBaHbl NpaBuia pasrpaHMYeHna 4OCTYNa CyObeKTOB A0CTYNa K 06beKkTam AocTyna.

MeToabl ynpaBaeHus LOCTYNOM Peasnm3ytoTca B 3aBUCMMOCTU OT ocobeHHocTeln GYyHKLIMOHMPOBaHUSA
MHPOPMALMOHHOM CUCTEMbI, C YY4ETOM Yrpo3 6e3onacHoCT MHGOPMALMU U SOMKHbI BKAHOYATH O4MH
WY KOMBUHALMIO CeayoLMX METOA0B:



® [MCKPELMOHHbI MeToad, YynpasieHWa AOOCTYNoM, MNpeaycMaTpuBalowWmMii ynpasaeHue
AOCTynom cybbeKkToB AocTyna K 06bekTam AocTyna Ha OocHoBe WMAEHTUOMKALMOHHOM
MHPopMaummn cybbeKTa M ANA Kakaoro obbekta AocCTyna - CMWCKa, coAepKalero Habop
cy6bekToB gocTyna (rpynn cybbeKkToB) M acCOUMMPOBAHHBIX C HUMWU TUMOB AOCTYNA;

e pONEeBOM MeToJ ynpaB/ieHMA AOCTYNoM, MpeaycmaTpuBaloWMiA ynpaB/ieHue [A0CTynom
cyb6beKToB A0CTYNa K 06beKTam AOCTyMNa Ha OCHOBE posent CybbekToB A0CTyNa (COBOKYMNHOCTb
AencTBnii n ob6asaHHOCTEN, CBA3AHHbIX C ONpeaeneHHbIM BUAOM AeATENbHOCTH);

® MaHZaTHbIA MeToZ ynpaBAeHWs AOCTYNoMm, NpeaycmaTpuBatoWwmii ynpasaeHUe A0CTYyNnom
CybbeKToB AoCTyna K o6beKkTam AOCTyna Ha OCHOBE COMOCTaB/IEHMA KNAacCUUKALMOHHbIX
METOK Ka)aoro cybbekta JocTyna W KaxKaoro o0b6beKkTa [oCTyna,  OTparkatoLimx
KNnaccudUKaLMOHHbIE YPOBHM CyObeKTOB AocTyna M OObeKToB A0CTyna, ABAsowMecs
KOMBMHAUMAMM MepPaPXMUUYECKUX U HEMEPAPXMUYECKUX KaTeropui.

Tunbl AOCTYNa A0MXHbI BK/AOYATb OMepaLumn no YTEHMIO, 3aMucK, YAaneHMUIo, BbINMOJHEHUIO U UHbIE
onepauuu, paspelleHHble K BbINOJHEHWO MO/b30BaTenem (rpynne nonb3osaTesnen) uau
3anycKkaemomy OT ero MMeHM NPoLEeccy Npu AocTyne K obbekTam gocTyna.

MpaBuaa pasrpaHUyYeHnn AO0CTyna pPeanmnsyloTca Ha OCHOBE YCTaHOBJ/IEHHbIX OMepaTopPOM CMUCKOB
O0CTyMna UAn MaTpuL, A0CTyNa U LONXKHbI 06ecrneymBaThb ynpasaeHne 4OCTyNoM nosib3oBaTenen (rpynn
nosib3oBaTesiell) M 3anyckaemblXx OT MX MMEHM NPOLECCOB NPW BXOo4e B cCUCTeMy, AOCTyne K
TEXHUYECKMM CPeACcTBam, YCTpolhcTBam, obObektam $aliioBON CUCTEMbI, 3aMycKaembim W
NCMNOJIHAEMbIM MOAY/IAM, 06beKTam CUCTEM ynpaBaeHusa 6a3amu gaHHbIX, 06beKTaM, CO34aBaeMbiM
NPUKNAAHbIM U ChneunanbHbiM NporpaMmHbIM obecrneyeHnem, napameTpam HaCTPOMKU cpeacTs
3aWmTbl UHGOPMaUUK, UHOOPMaLUU O KOHOUrYpaLUKM CUCTEMbI 3alLUTbl MHPOPMALUU U UHOM
MHbopMaLUUN O GYHKLUMOHUPOBAHUM CUCTEMbI 3alUTbl MHPOPMALMKM, a TaK¥Ke UHbIM ObbeKkTam
aoctyna.

MpaBuna pasrpaHMYeHMA [OCTYMa PEernameHTUpPYTCA B OPraHU3auMOHHO - pacnopAguTesbHbIX
OOKYMeHTax onepatopa Mo 3awute nHbopmauuu.
Tpe6oBaHua K ycunenuto YNA.2:

1) B uHOOPMAUMOHHON cuUCTeMe nNpaBuAa pPasrPaHUYEHMs AOOCTyNa AOO/XKHbI obecneynsaTtb
ynpaB/ieHne A0CTYNOM CybbeKTOB NpU BXOAE B MHGOPMALMOHHYIO CUCTEMY;

2) B WMHOOPMAUMOHHOM CUCTEME nNpaBuAa pasrpaHUyYeHMa A0CTyna AO/MKHbI obecneunBaTb
ynpasaeHune LOCTYNOM CyObeKTOB K TEXHUUYECKUM CPeACTBaM, YCTPOMCTBAM, BHELIHUM YCTPOCTBaM;

3) B uHOOPMALMOHHOM cUCTEMe MpaBuaa pasrpaHUYeHUs [OCTyna [O/KHbI obecneuymBaTb
ynpaBneHne [AOCTyNom CcybbeKkToB K 06beKkTam, Co34aBaembiM 0buiecucTteMHbiM  (06LWMm)
NnporpammHbIM obecneyeHmem;

4) B wHOOPMAUMOHHON CcUCTemMe MpaBuia pPasrpaHUYeHus AOCTyna [OJ/KHbI obecneunsaTb
yrnpaB/ieHne [0CTynom cybbekToB K oObeKkTam, CO3faBaembiM NPUKAAAHBIM U CeumasbHbIM
nporpammHbim obecneveHnem.

CopeprKaHue 6a30B0ii mepbl YN A.2:

Mepa 3awuTol Knacc 3awmieHHOCTM MHGOPMALLMOHHOM CUCTEMDBI
MHbOpMaLnm 4 3 2 1
yng.2 + + + +
Ycunenune YNMNA4.2 1,2,3 1,2,3 1,2,3,4

VYNA.3 YNPAB/IEHUE (®UNBTPALMA, MAPLUPYTU3ALUA, KOHTPO/Ib COEAWHEHUWA,
OAHOHANPABNEHHAA NEPEOAYA U UHbBIE CMNOCOBbLI YNPABAEHUA) NHOOPMALIMOHHbIMU
NOTOKAMMW MEXAY YCTPOACTBAMM, CETMEHTAMWU UHOOPMALIMOHHOWM CUCTEMbI, A TAKXKE
MEXAY NHOOPMALIMOHHBIMU CUCTEMAMMU



Tpe6oBaHua K peanusaumm YNA.3: B MHPOPMALMOHHOM cCUCTEME [OMKHO OCYLLECTBASATHCA
ynpasneHne UHPOPMALMOHHBIMU MOTOKAaMM NpU nepesadye UMHPOPMALUKU MeXAY YCTPOMNCTBaMM,
CermeHTamMu B pamKax MHGOPMaLMOHHOM CUCTEMBI, BK/KOYAtOLLEE:

o  dUNbTPaUMIO MHOOPMALMOHHBLIX MNOTOKOB B COOTBETCTBUMM C MNpaBMAAMK  YNpPaBAEHUA
MOTOKAMMU, YCTaHOBAEHHBIMW ONEPATOPOM;

e paspelleHne nepegadn MHbopmauum B MHGOPMALMOHHOM CUCTEME TOJIbKO MO MapLUPYTY,
YCTAHOBNEHHOMY OMEPaTOPOM;

® u3MeHeHWe (nepeHanpasieHMe) MapwpyTa nepegayun UWHPopmauum B Cay4asx,
YCTaHOB/IEHHbIX ONEPaTOPOM;

e 3anMnCb BO BPeMeHHOe XpaHwaule MHPopmauuu ONA aHaan3a U MPUHATUA peleHus o
BO3MOXHOCTM ee AanbHenlei nepeaayn B Cay4danx, yCTaHOBEHHbIX ONepaTopoM.

YnpasneHve MHGOPMALMOHHBIMU NOTOKAMM A0MKHO obecnevmBaTb paspelleHHblM (YCTaHOBAEHHbIN
ONEepaTopoM) MapLIPYT MPOXOXKAEHUA WHPOPMALMN MeXAY MO0Nb30BaATENAMM, YCTPOUCTBAMM,
CermeHTamMm B pamKkax MHPOPMALLMOHHOM CUCTEMDI, A TaK¥Ke MeXAy UHPOPMALMOHHBIMKU CUCTEMaMM
WAM  NpuM  B3aMMoZencTBunm ¢ ceTblo  UHTepHeT(Mam  gpyrumm  MHOOPMALMOHHO-
TENIEKOMMYHMKALUMOHHBIMW CETAMM MEXAYHApOAHOro WH$opmaumMoHHOro obmeHa) Ha OcHoBe
npaBuAa ynpaBAeHUs MHOOPMALMOHHbIMM MOTOKAMM, BKAOYAIOWMX KOHTPOAb KOHUrypaumm
MHPOPMALMOHHON CUCTEMDBI, MCTOYHUKA WM MOAy4YaTena nepenaBaemor MHPOPMALUKM, CTPYKTYpbl
nepegasaemoit MHGOPMaUMK, XapPaKTEPUCTUK MHGOPMALMOHHbBIX MOTOKOB M (MNKM) KaHana ceA3m (6e3
aHanM3a cogepXaHua UWHbopmauuu). YnpasneHue WHOOPMALMOHHBLIMU MOTOKAMMU  [AOJIKHO
6n0KMpoBaTb Mepedadyy 3awuiiaemon UHbopmaumm depes cetb WHTepHeT (Mam  apyrue
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIE CETU MEXKAYHapoAHOro MHGOPMaLMOHHOTO 0bmMeHa) no
He3aLNLLEHHBIM TMHUAM CBA3K, CETEBbIE 3aMpPOChbl N TPAadUK, HECAHKLUMOHMPOBAHHO UCXoaaLune U3
MHPOPMALMOHHON CUCTEMbI U (MNIM) BXOAALLME B MHPOPMALIMOHHYIO CUCTEMY.

MpaBuna w npoueaypbl ynpaBaeHUA WHGOPMALMOHHBIMU MNOTOKAaMU pPernameHTUpyoTcs B
OpraHU3aLMOHHO-PaCNoPAANTENbHbBIX AOKYMEHTax onepaTopa Mo 3awuTe nHbopmaLuu.

TpeboBaHua K ycunenuio YNA.3:

1) B uHbOpPMaLMOHHOM cUCTeMe J[O/MKHO obecneymBaTbca ynpaB/ieHWe WHPOPMALMOHHbIMU
NOTOKaMM Ha OCHoBe aTpMbyToB (MeTOK) 6e30NacHOCTM, CBA3AHHBLIX C NepeaaBaemon MHbopmaLmen,
WCTOYHMKAMM 1 NOyYaTeN MU MHPOPMaLUWK;

2) B WHPOPMAUMOHHOM cUCTeMe [AO0MKHO obecneuymBaTbCa AUMHAMWYECKOE yMpaBieHue
MHPOPMALMOHHBIMUK NOTOKaMM, 3anpelyatoliee U (Maun) paspelwatowiee nepegadyy nHdopmaumm Ha
OCHOBE aHa/M3a W3MEeHEHWA TEKYLLero COCTOAHUA WMHGOPMALMOHHOM CUCTEMBI WM YCNOBUIN ee
dYHKLMOHNPOBaHUS;

3) B WHOOPMALMOHHOW cCUCTEME [AOO/KEH MUCKAoYaTbca 06xoh4 nNpaBua  ynpaBaeHus
MHPOPMALMOHHBIMU MOTOKaMM 3a cyeT NpeobpasoBaHMA NepeaaBaeMoit MHGopmaunu;

4) B WHOOPMAULMOHHON cUCTeMe [OO/KEH UCKAYaTbes  0bxod npasBua  ynpaBneHus
WHPOPMALMOHHBIMM  MOTOKaMM 33 CYET BCTPaMBaHMA OAHMX [AaHHbIX B ApyrMe [AaHHble
MHPOPMALMOHHOTO NOTOKA;

5) B WHPOPMAUMOHHOW cUcTeme JONKeH o06ecneynmBaTbCs KOHTPOAb COEAUHEHU mexay
TEXHUYECKMMU cpencTBamum (YCTpocTBamu), MCNONb3yeMbIMU AN OpraHU3aLmMmM MHGOPMaLMOHHbIX
NOTOKOB;

6) B MHpopMaLMOHHOM cucTeme Npu nepegade MHPopPMaLMKN MeKay cermeHTammu MHPOPMALIMOHHOM
cuctembl M (MM) MHOOPMALMOHHBLIMU CUCTEMAMM Pa3HbIX K/IAcCOB 3aLUMLLEHHOCTM AOJIKHA
obecneumBaTbCa OAHOHAMpPaB/AeHHAs nepegaya MHOOPMALMM C MCMOAb30BaHMEM aMMaAPATHbIX
CPeacTs;



7) B MHOOPMALMOHHOW cucTeme f[OMKHO obecrneunmBaTtbCA ynpasieHWe MHOGOPMALMOHHbIMMU
NMOTOKAaMM Ha OCHOBE CTPYKTYpbl NepegaBaemblXx  AaHHbIX  (TEKCT, Tabauubl, BUAEO,
ayavovHopopmaLms);

8) B wnHbOpPMaUMOHHOM cucTeme [OMKHO obecrneunBaTbeca ynpasBieHe WMHOGOPMALMOHHLIMM
MOTOKaMM Ha OCHOBE MCNOJIb3yeMbIX CETEBbIX MPOTOKO/10B;

9) B HpopmaLMOHHOM cucTemMe A0KHO obecneyumBaTbCcs ynpasaeHue
10) HGOPMALMOHHBIMU MOTOKAaMM Ha OCHOBE TUMOB (pacwunpeHnin) dalinos u (Man) umeH ¢annos;

11) B MHGOPMALIMOHHOM cUCTEME [0/MKHA 0becneymBaTbCA BO3MOXKHOCTb 3anpeTa, paspelleHus u
M3MEeHeHMA MapLlpyTa nepegadun nHbopmaunm ToNbKO aAMUHUCTPATOPAMMU;

12) B uHHOPMALMOHHOM cUCTEME A0NKHO obecneunBaTbCca pa3aeneHne MHGOPMaLMOHHbIX MOTOKOB,
cogeprkalmx pasanyHble Buabl (KaTteropun) uHOOpMaLMM, a TaKKe oTaeneHue WHdopmaumum
ynpaBaeHMA OT No/b30BaTeIbCKOM MHPOPMaLmK;

13) B MHOOPMALMOHHOM cUCTEME [ONKHA 0becneynBaTbCsd BO3MOMKHOCTb aBTOMATUYECKOrO
6/10KMpoOBaHMA nepedayn uHPopmauum npu  BbiABEHUM B nepegasaemoi  UHPopmauum
BPEAOHOCHbIX KOMMNbIOTEPHbIX NMPOrPamm;

14) B MHPOPMAUMOHHON CUCTEME [O/KHO OCYLECTBAATLCA YNpaBAeHWE WHPOPMALUMOHHBIMM
NOTOKamM Npu nepegaye MHGOPMaLUM MeXKay MUHPOPMALMOHHBIMU CUCTEMAMMU;

15) B MHPOPMALMOHHOW cCUCTEMe [O0/KHA 06ecneunmBaTbCA BO3MOMKHOCTb  PUAbTPaALUU
MHPOPMALMOHHDBIX NOTOKOB HAa YPOBHE NPUKAAZHOTO NPOrpaMmHoro obecneyeHuns (NPUAOKEHUN).

16) B MHPOPMAUMOHHOM CcUCTEME AO/MKHA OCYLLECTBAATLCA HAKOMJAEHME CTaTUCTUYECKUX AaHHbIX,
npoBepKa 1 GpUAbTPaLMA CETEBLIX NAKETOB MO UX coAeprKumomy (TexHonorus DPI);

17) HapeneHwe TpaduKa KOHKPETHbIMM MapameTpamu (B YaCTHOCTM BK/OYEHME YBEAOMIEHWIA
Nno/ib3oBaTesIel, UCKIIOYEHUE WUAM 3aMeHA 3/1eMeHTOB TpaduMKa) B 3aBUCMMOCTM OT MoAy4vaTens
nHbopmaumu.

CopepxaHue 6a3oBoit mepbl YNA.3:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
yng.3 + +
Ycunenune YIMA4.3

YNA.4 PASAENEHUE NONHOMOYUIA (PONEN) NOIb3OBATENEA, AAMUHUCTPATOPOB U UL,
OBECMEYUBAIOLLINX GYHKLIMOHUPOBAHUE UHOOPMALIMOHHOW CUCTEMBI

Tpe6oBaHua K peanusauyuu YNA.4: Onepatopom [OAKHO ObiTb 0becneyeHO pasgeneHune
nosHomouuii  (poneit) nonb3oBaTenei, aAMMHUCTPATOpPOB M auu, obecneuymBaloWmx
¢yHKLI,VIOHMpOBaHVIe VIHd)OpMaLI,VIOHHOﬁ CUCTEMbI, B COOTBEeTCTBUU C nx  AO0MNKHOCTHbIMU
06s3aHHOCTAMU (DYHKUMAMM), GUKCMPOBAHME B OPraHU3aLMOHHO-PACNOPAAUTENbHBIX AOKYMEHTaX
no 3sawuTte uHPopmauMm  (LOKYMEHTMPOBAHWE) MONHOMOYMI  (poneit) nosnb3oBaTenew,
aAMMHUCTPATOPOB U nuu, obecneymBaloWwmnx GyHKUMOHUPOBaHME MHOOPMALMOHHOM CUCTEMBI, U
CaHKUMOHMPOBaHME A0CTyna K obbeKkTam AO0CTyna B COOTBETCTBUM C pasgefieHMem MOJHOMOYMIA
(poneit).

JocTyn K obbeKkTam [ocTyna C y4yeToM pasfgeneHus nosHoMouul (poneit) obecneumBaercs B
cooteeTcTBMM C YT [.2.

Tpe6oBaHua K ycunenuio YNA.4:

1) onepaTopom A0MKHO BbITb 06ecneveHo BbINOAHEHME Kaxa0oW poan no obpaboTke nHpopmaumm,
aAMWUHUCTPUPOBAHUIO MHGOPMALMOHHOM CUCTEMbI, €e CUCTEMbI 3alLMTbl MHOPMALMM, KOHTPOO



(MOHMTOPUHIY) 33 obecrneyeHMEM YPOBHA  3aWMLLEHHOCTM  WHbOpmaumn, obecrneyeHuro
DYHKLMOHNPOBAHNA MHGOPMALLMOHHOMN CUCTEMBI OTAE/IbHBIM A,0/KHOCTHBIM IULLOM;

2) onepatopom [O/MKHO ObiTb 0H6ecneyeHo UCKAIOYEHUE HAAEeNeHWA OAHOro AOMKHOCTHOrO /Avua
nosHomoumamn (ponblo) no ob6bpaboTke UHOpMaAUMM W NoOAHOMOYMAMM  (posiblo)  no
aAMMHUCTPUPOBAHUIO MHPOPMALMOHHOW cUCTEMbI U (MAKN) ee cUCTEMbI 3aLMTbl MHPOPMALUK,
KOHTPO/It0 (MOHUTOPUHIY) 332 obecneyeHnem YpPOBHA 3aLUMLLEHHOCTU MHPOpMmaLmMK, obecnedyeHumto
YHKLMOHNPOBaAHMA MHPOPMALLMOHHOM CUCTEMDI;

3) onepatopom AOMKHO OblTb ObEcnevyeHO UCKAYEHUE HaZeNeHWA OLHOr0 [O/MKHOCTHOMO /MLA
NOJIHOMOYMAMMU (PONbIO) MO KOHTPOIO (MOHUTOPUHTY) 3a obecneyeHMem YPOBHS 3alLULLEHHOCTU
MHbOPMALUN U MONHOMOYUAMK (POSbI0) MO AZMMHUCTPUPOBAHNUIO MHPOPMALMOHHOW CUCTEMbBI U
(nnun) ee cuctembl 3aWUTbl MHPOPMALMKN U obecredeHnto GYHKUMOHNPOBAHNA MHPOPMALMOHHO
CUCTEMDI;

4) onepaTopom AOMKHO ObiTb 0becrneyeHo UCKIOYEHUE HaZeNeHUs OA4HOro AO/IKHOCTHOrO /avua
MONHOMOYMAMM (PONbIO) MO aAMUHUCTPUPOBAHMIO CUCTEMBI 3aLLUUTbI MHGOPMaLMU MHOPMALIMOHHOM
cucTeMbl M MOAHOMOUYMAMMK (ponblo) no obecrneyeHuto GYHKUMOHUPOBAHMUA WMHOOPMALMOHHOWM
cUcTembl;

5) onepaTopom Ao/KeH 6biTb onpegeneH aAMUHUCTPATOP, MMEOLWMIA nNpaBa Mo nepegade
NOJIHOMOYMI NO aAMUHUCTPUPOBAHMIO MHGOPMALIMOHHOW CUCTEMbBI M CUCTEMbI 3aLLUTbI MHPOPMaLUK
APYIMM AMUAM M OCYLLECTBAAIOWMIA KOHTPO/Ib 33 WCNOJIb30BaHMEM MepeaaHHbIX MONHOMOYMIA
(cynepsusop).

CopeprKaHue 6a3oBoii mepbl YN A.4:

Mepa 3awuTol Knacc 3awmuweHHoCcTM MHPOPMALMOHHOM CUCTEMDBI
nHpopmaumnn 4 3 2 1
yrng.4 + + +
Ycunenune YNA4.4 1

yna.5 HA3HAYEHUE MUHUMANIbHO HEOBEXOAUMbIX MPAB U NPUBUNETUA NO/Ib3OBATENAM,
AAMUHUCTPATOPAM 7] NNUAM, OBECMEYUBAKOLLUM ®YHKUMOHUPOBAHUE
WH®OPMALMOHHOW CUCTEMDI

Tpe6oBaHua K peanusaumm YNA.5: Onepatopom A0mKHO 6biTh 0becneyeHo HasHayeHWe npas U
NPUBUAETrMIA NOMIb30BATENAM W 3aMyCKaeMbIM OT UX MMEHM MPOLLECCaM, aAMUHUCTPATOPAM U INLAM,
obecneunsatowmm ¢yHKUMOHUPOBAHNE MHPOPMALMOHHON CUCTEMBI, MUHUMAZIbHO HeobXoaMMbIX
ONA BbINOJIHEHMA UMW CBOUX L0/IKHOCTHbIX 0653aHHOCTEN (DYHKLMIA), M CAaHKLMOHMpPOBaHWe goCTyna
K 06beKTam A0CTyna B COOTBETCTBMM C MUHUMAIbHO HEOOXOAMMbBIMKU NMPaBaMMn U NPUBUNETUSMM.

OnepaTtopom [AOJIKHbl OblTb OAHO3HAYHO onpegeneHbl U 3adUKCUMPOBaAHbI B OPraHM3aLMOHHO-
pacnopaguTenbHbIX OOKYMEHTax Mo 3awuTe MHbopMauuu (3a40KYMEHTUPOBAHbI) poan u (KUan)
OOJ/IKHOCTHbIE 0653aHHOCTY (DYHKUMK), TaKKe 06BEKTbI A0CTYNA, B OTHOLWEHMM KOTOPbIX YCTaHOB/IEH
HaMMeHbLNIN ypoBeHb npusuaervin. Jloctyn K 06bekTam [oCTyna € y4eToM MUHUMAJIbHO
Heobxo4MMbIX NPaB U NpusBKaernii obecneunsaetcs B cooTsetcTeunm ¢ YMNA.2.

TpeboBaHuA K ycunenumto YMNA.5:

1) onepatopom [O/MKHO 6bITb 0becrneyeHO NpeaoCTaB/eHVMe MpPaB M NPUBUAETUIA MO AOCTYNy K
dyHKLUMAM 6e30nacHOCTM (NapamMeTpam HaCTPOMKKM) CPeACTB 3alMTbl MHGOPMALMU UCKAOUNTENBHO
aAMWHUCTPATOPY, HaAeNeHHOMY MNOJIHOMOYMAMM MO AAMUHUCTPUPOBAHUIO CUCTEMBI 3aLLUUTbI
nHbopmauum (agmuHucTpaTopy 6esonacHocTu);

2) 3anpeTr npeaocrtaBieHnNA  paclWnpeHHbIX npaBs U I'IpVIBVI/'Ieer\;I BHEWHMM NOJ1b30BaTE/IAM
(I'IO/'Ib3OBaTe!'IﬂM, He ABNAWMMCA BHYTPEHHUMUA I'IO/'|b3OBaTe}'IHMVI).

Copep:KaHue 6a3oBoii mepbl YN A.5:



Mepa 3awmTbl

Knacc 3amiweHHOCTM MHGOPMALMOHHOM CUCTEMBI

MHPOpMaLnm 3 2 1
yna.s + + +
Ycunenue YNA.5 1

yna.6 OrPAHMYEHME HEYCMELWHbBIX MOMbITOK BXOAA B UH®OPMALIMOHHYIO CUCTEMY
(AOCTYNA K UH®OPMALMOHHOMN CUCTEME)

Tpe6oBaHua K peanusauum YNA.6: B nHGopmaunoHHON cucTeMe AOMKHO ObiTb YCTAaHOBEHO U
3aPUKCMpPOBAHO B OpPraHM3aUMOHHO-PACNOPAAUTENBHBIX [OOKYMEHTax onepatopa Mo 3awure
MHPOPMaLMKN (33AO0KYMEHTUPOBAHO) OFpaHMYEHME KOAMYECTBA HeyCrewHbIX MONbITOK BXoAa B
MHPOPMALMOHHYIO cucTemy (gocTyna K WHPOPMALMOHHOW cUCTEME) 3a Nepuos BPEMEHM,
YCTAaHOBNEHHbIA OMepaTopoM, a TakxKe obecnevyeHo 6J/IOKMpPOBaAHME YCTPOMCTBA, C KOTOPOrO
npeAnpPMHMMAIOTCA MOMbITKU [O0CTyna, M (MAKM) yyeTHOM 3anmMcu No/b30BaTeNs MpU MpeBbileHUn
Nnosib30BaTeNEM OFPaHMYEHNA KOIMYECTBA HEYCMNELIHbIX MOMbITOK BX0OA4A B MUHPOPMALIMOHHYHO CUCTEMY
(moctyna K MHpopmaLMoHHOW cucTeme).

OrpaHuMyeHne Koan4yecTsa HeycrnelHbIX NOMNbITOK BXoAa B MHPOPMALMOHHYIO cuctemy (aoctyna K
MHGOPMALMOHHOM CUCTEME) A0NXKHO obecneunBaTbea B cooteeTcTBmu ¢ MAD.4

TpeboBaHua K ycunenuio YNA.6:

1) B MHboOpmaLMOHHOM cucTeme obecrneumBaeTca aBTOMaTUYecKoe BNOKMpPOBaHWE YCTPOWMCTBa, C
KOTOPOro npeanpuMHUMaloTcA MOMbITKM AocTyna, U (Man) yyeTHOM 3anmMcu Nonb3osaTena npu
MPeBbILEHNUN MO/b30BaTE/IEeM  OrpaHUYEHUA KOJIMYECTBA HEeyCnewHbIX MOMbITOK BXoJa B
MHPOPMAUMOHHYIO cucTemy (gocTyna K MHOOPMALMOHHOW cUCTemMe) 3a YCTaHOBJ/IEHHbIM Nepuog,
BPEMEHM C BO3MOKHOCTbIO Pa3bAOKMPOBAHMA TOMbKO AAMMHUCTPATOPOM WAW WMHBIM JIULLOM,
MMeIOLMM COOTBETCTBYIOLLME NOIHOMOUMA (PONb);

2) B uMHPOpMaUMOHHON cucTeme obecneymBaeTcs aBTOMaTMYecKoe yganeHue WHPopmauumn c
MOBMNBHOTO TEXHMYECKOro CPeacTBa, BXOAALLErO B COCTaB MHOOPMALMOHHOW CUCTEMDBI, NpwU
NPEeBbIWEHNUN AONYCTUMOIO YMCAa HeycnewHbIX MNOMbITOK BXoAa B WHPOPMALMOHHYIO cUCTEMY
(moctyna K MHGOPMALLMOHHOWN cUCTeMe) 3a YCTaHOBAEHHbIW Nepuos BPEMEHM, OCYLLECTBAAEMbIX C
MOBMNBLHOrO YCTPOICTBA;

3) B UHGOPMaUMOHHOM cucTeme obecneynsBaeTca NPOTUBOAENCTBUE aBTOMATU3NPOBAHHOMY Noabopy
naposiet ¢ UICNONb30BAHNEM OLHOKPATHbIX KOAO0B, TPEDOYOWMX BU3yaibHOIO pacrno3HaBaHuAa (B TOm
yucne ¢ ncnonb3oBaHnem TexHonornn CAPTCHA).

CopepkaHue 6a3oBoit mepbl YIN/.6:

Mepa 3awuThbl Knacc 3awmieHHocTM MHGOPMALMOHHOM CUCTEMDBI
nHbopMmaLmn 3 2 1
yna.e + + +
Ycunenne YN4.6 1

yna.7 NPEAYNPEXAEHUE NOIb3OBATENA NPU ETO BXOAE B UHOOPMALUOHHYIO CUCTEMY O
TOM, YTO B UHGOPMALMOHHOW CUCTEME PEA/IU30BAHbI MEPbI 3ALLUTbI UHOGOPMALUN, U
O HEOBXOANMOCTU COBNOAEHNA UM YCTAHOBJ/IEHHbLIX ONEPATOPOM NPABU/1 OBPABOTKHU
NHOOPMALIUUN

Tpe6oBaHua K peanusaumm YNA.7: B MHOOpPMaAUMOHHOMN cucTeMe [ONKHO ObiTb obecneyeHo
npeaynpexaeHue nosb3osaTtens B Buae cooblueHna (KOKHa») npu ero Bxode B MHGOPMaLMOHHYIO
cuctemy (80 npouecca ayTeHTMGUMKaALMK) O TOM, YTO B MHPOPMALMOHHOM cUCTeMe peasnn30BaHbl
Mepbl 3aWnTbl MHGOPMALMM, a TaKKe O TOM, YTo npu paboTe B MHPOPMALMOHHON cucTeme
No/ib30BaTe/IeM L0/IKHbI ObITb COBOAEHbI YCTAaHOB/IEHHbIE ONEePaTOPOM NPaBMaa U OrPaHUYEHUA HA
paboty c MHpopmaumeit.



Bxoa B MHd)OpMaLI,MOHHYPO cncrtemy M npenocrtaBaeHme nosib3oBaTtesilo BO3SMOXKHOCTU pa6OTbI B
MHq)OpMaLI,MOHHOVI cncreme OoCywecTBnATCA TOJIbKO MNocC/se noAavtBepxXAaeHnA nosib3oBaTe/leM
O3HaKOM/IEHUA C npeaynpexageHnem.

Tpe6oBaHua K ycunenuto YNA.7:
He ycTtaHOBAEHbI.

Copaep:kaHue 6asoBoii mepbl YNA.7:

Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm 4 3 2 1
yng.7

Ycunenne YNAO.7

yna.8 ONOBELWWLEHUE MOJIb3OBATENA NOCAE YCMNEWHOIO BXOAA B UHOOPMALMOHHYIO
CUCTEMY O Ero NPEAbLIAYLEM BXOAE B UHOOPMALIMOHHYIO CUCTEMY

Tpe6oBaHuA K peanusaumm YNA.8: B MHPOPMALMOHHOM cucTemMe A0KHO BbiTb 0b6ecneyeHo nocne
ycnewHoro BxoAa Mosb3oBaTens B MHPOPMALMOHHYIO cucTeMy (3aBepleHMs npouecca
ayTeHTMdMKaAUMM) OMOBelleHWe 3TOro No/b30BaTeNs O AaTe M BPeMeHM npeablayuiero Bxoda B
NMHPOPMALMOHHYIO CUCTEMY OT UMEHW 3TOrO NoJib30BaTeNs.

TpeboBaHua K ycunenuto YNA.8:

1) B nHdpopmauMOoHHONM cucTeme obecrneymBaeTca OMnoBeLeHWe MONAb30BaTeNAs Mocae YCrnewHoro
BX04a B MHPOPMALMOHHYIO CUCTEMY O KOJIMYECTBE HEYCMELLHbIX MOMbITOK BXOAa B UHGOPMALMOHHYHO
cuctemy (moctyna K MHOOPMALMOHHOW cucTeme), 3adUMKCMPOBAHHBIX C MOMEHTa NOoC/AeAHero
yCneLwHoro BxoAa 8 MHGOPMALMOHHYIO cUCTEMY;

2) B MHPOPMALMOHHONM cucTeme obecneymBaeTcs OMOBELLEHWE M0JIb30BaTeNa MOC/Ae YCMewHoro
BXOZa B MHPOPMALIMOHHYIO CUCTEMY O KOZIMYECTBE YCNeLwHbIX U (MK) HeycneLwHbIX NoMbITOK BXoAa B
MHPOPMAUMOHHYIO cucTemy (A0CTyNa K MHPOPMALMOHHOM cucTeme), 3adMKCUPOBAHHbBIX 33 NEPUOA,
BPEMEHM He meHee 7 gHel;

3) B VIHd)OpMaLl,MOHHOM cucteme obecneumsaeTcs onoseuweHmne nonb3oBaTenid nocnae ycnewHoro
BXO04a B VIHd)OpMaLI,VIOHHyPO cncremy 06 M3MeHeHuu CBGAEHMVI, OTHOCALWMXCA K yLIETHOVI 3anuncu
noab30BaTeENA (B TOM 4Ynucne n3MeHeHmMn npas AOCTYI'Ia), nponsseneHHbIX 3a Nnepmnon BpeMeEHUN He
mMmeHee, yem C MOMeHTa npeablayuiero ycnewHoro exoga s MHd)OpMaLl,MOHHyPO cnucrtemy.

Copep:KaHue 6a3oBoii mepbl YN A.8:

Mepa 3awwmThbl Knacc 3alwmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm 4 3 2 1
yna.8
Ycunenne YMNA.8

YNA.9 OFPAHUYMEHME YMCNA MAPANNENBbHBIX CEAHCOB OOCTYNA ANA KAXAOW YYETHOW
3ANUCU NO/Ib3OBATE/IA UHOOPMALIMOHHOMN CUCTEMbI

Tpe6oBaHua K peanmsaumm YNA.9: B uHPopmaumoHHOW cucTeme A0MKHO obecneynBaTbea
OrpaHUYEeHMEe YMCaa NapanfieNbHblX CEAHCOB AOCTYMa ANA KaxKAOW YYETHOM 3anucu nosb3oBaTens
MHPOPMALMOHHOM CUCTEMBI.

B MHbOpPMaALMOHHOM cucTeme A0/KHa BbITb MpeayCMOTPeHa BO3MOXHOCTb 334aBaTb OrpaHNYeHna Ha
yncno napannenbHbix (OQHOBPEMEHHbIX) CeaHcoB (ceccuid), OCHOBbLIBAACb Ha WAEHTUDUKATOpax
nosib3oBatenei u (MAn) NPUHALNEKHOCTU K onpeaeneHHoN ponu.



3HayeHWe 4ucia NapannenbHbIX CeaHCOB AO0CTyna MOXKeT 6biTb 3a4aHo ANA UHGOPMaLUOHHOWM
cUCTemMbl B LENOM, [ANA OTAe/lbHbIX CEerMeHTOB WHPOPMAaLMOHHOW CcUCTembl, AAA rpynn
no/sb3oBaTesiel, oTAeNbHbIX N0Jib30BaTeNe AN NX KOMBUHAUUNA.

OrpaHMYeHUss 4YMcna napanfieNbHbiX CEaHCOB A0CTyMa pPer1ameHTUpYoTCS B OpraHuM3auMOHHO-
pacnopsaguTenbHbIX AOKYMEHTax ornepaTopa no 3awmrte nHdopmaLuunu.

TpeboBaHuA K ycunenuto YMNA.9:

1) B UHOPMALIMOHHOM cUCTEME ANA NPUBUNETMPOBAHHbIX YYETHbIX 3annceit (aAMMHNCTPATOPOB)
KO/IMYECTBO NapansienbHbiX (0HOBPEMEHHbIX) CeaHCOB (Ceccuii) oT UX UMEHM C PasHbIX YCTPOWNCTB
(cpeacTB BbIUMCAUTENBHON TEXHUKM) HE A0JIKHO NPEBbLILLATL CAeAYHOLWNX 3HAYEHWIA:

a) He 6onee 2;
6) He 6onee 1;

2) B MHPOPMALIMOHHOM CUCTEME B C/Ty4ae MOMNbITKM BXO4a Mo, YY4ETHOW 3anmCblo NoJib30BaTens uam
aAMMHUCTPATOPA, 419 KOTOPbIX SOCTUTHYTO MaKCMMasibHOE 3HaYeHWe AONYCTUMBbIX MapanienbHbIX
CEeaHcoB, NpU yCrewwHon ayTeHTUOMKALMM NONb30BaATENA MW AAMUHUCTPATOPA AO/KHO BblAaBaTbCA
coobLieHne 0 NpeBbIWEHNN YMCNa NapaniebHbIX CEaHCoB AOCTyNa, MecTe (MecTax) nx
npeapblayLLero Bxoaa (npeablaywmx BXoO40B) C aKTUBHBIMW CECCUAMM U NPeSNOKeHUEM OTKAIOYEHUSA
3TOM ceccum (3TUX ceccuin);

3) B MHGOPMALMOHHOW CUCTEME AOKHbI 6bITh NPEAYCMOTPEHbI MPOrPaMMHO - TEXHUYECKME
CpeAcTBa, NO3BO/AIOLME KOHTPOIMPOBATL M OTOBParKaTb aAMUHUCTPATOPY YMCIO aKTUBHbIX
napannenbHbIX (04HOBPEMEHHbIX) CEAHCOB (Ceccuit) gNa KaxKaol y4eTHOM 3anmcK Noib3oBaTenen;

4) B "HPOPMALIMOHHOM CUCTEME A0NKHbI ObITb MPEeAYCMOTPEHbI NPOrPaMMHO - TEXHUYECKUE
CpeacTBa, No3BONAOLME ONOBELLATb aAMMHUCTPATOPA O NOMNbITKAX NPeBbILEeHMA YNCNa
YCTaAHOB/IEHHbIX A0MNYCTUMbIX aKTUBHbIX MapannenbHbix (04HOBPEMEHHbIX) ceaHCcoB (ceccuit) ana
KaKa0W y4eTHOM 3anncuK nosb3oBaTens.

CopepaHue 6a3oBoit mepbl YNA.9:

Mepa 3awmThbl Knacc 3awmueHHoCcT MHGOPMaLNOHHOM CUCTEMDBI
nHbopmaumm 4 3 2 1
yna.n +
Ycunenue YNA.9 13, 3

yna.10 BNOKMPOBAHME CEAHCA AOCTYNA B WHPOPMALMOHHYIO CUCTEMY NOCANE
YCTAHOB/IEHHOIO BPEMEHW BE3LENCTBMA (HEAKTUBHOCTWU) MOJIb3OBATENA WWN MO EFO
3ANPOCY

Tpe6oBaHua K peanusauuu YNA.10: B uvHPopmaLMOHHON cucTeme [O0MKHO obecneynBaTbea
610KMPOBAHWE CeaHca AOCTyna MoJsib30BaTeNs MOCAe YCTAHOB/IEHHONO OMepaTopomM BPEMEHU ero
6e38eicTBUA (HeaKTMBHOCTU) B UHGOPMALMOHHOM CUCTEME MM NO 3anpocy NoNb30BaTeNs.

BfioKkMpoBaHME ceaHca [JoCTyna mnoJsib3oBaTens B WMHOOPMALMOHHYIO cucTemy obecrneumBaert
BPEMEHHOE MPUOCTAHOBNAEHMEe PaboTbl NO/Mb30BATENS CO CPEACTBOM BbIUMC/IUTENbHOM TEXHUKM, C
KOTOPOro OCYLLECTBAAETCA AOCTYN K MHGOPMALMOHHOM cucteme (6e3 Bbixoaa M3 MHPOPMALIMOHHOM
CUCTEMDI).

[na 3abNOKMPOBAHHOTO CEaHCa AOOJ/IKHO OCYLWEeCTBAATbCA 6/10KMpOBaHMe NobbIX AencTBUi Mo
[OCTYNy K MHPOPMaLUKM 1 YCTPOIMCTBAM OTOBParKeHMs, KpoMe HeobXoAMMbIX AA Pa3baoKMpOoBaHUA
ceaHca.

B/IOKMpoBaHME ceaHca A0CTyNa No/b30BaTeNs B UHPOPMALMOHHYHO CUCTEMY LO/TIKHO COXPAHATLCA 40
NPOXOXKAEHNA UM NOBTOPHOW MAEHTUGUKALUMKN U ayTEHTUPUKaLMK B cooTBETCTBUM C MAD. 1.



MpaBuna u npouesypbl BAOKMPOBAHUA CEAHCOB AOCTYyMa PerfameHTUPYOTCA B OpraHU3auMoHHO-
pacnopsaaMTeNnbHbIX LOKYMEHTax onepaTopa no 3almTte nHGopmaumu.

Tpe6oBaHua K ycunenuro YNA.10:

1) B uHpopMaumoHHOIM cucteme obecrneunBaeTcs 6NOKMPOBaHUE ceaHca A0CTyNa Noab3oBaTeNs
nocse BpemeHu be3aeincrTema (HeEaKTMBHOCTU) NoIb30BaTENA:

a) o 15 MUHyT;
6) 40 5 MUHYT;

2) B MHPOPMALIMOHHOM CUCTEME HA YCTPOICTBE OTOBPaKeHMA (MOHMTOpe) nocsie 610KMPOBKK
ceaHca He Jo/KHa oTobpaxkaTbea MHPopMaLMA ceaHca NO/1b30BaTeNA (B TOM YMCae UCMO/Ib30BaHUE
«XPaHUTENA 3KpaHa», ralweHne sKpaHa Uan UHble cnocobbl);

3) B MHbOpPMaLMOHHOW cnucTeme obecneynBaeTcA 3aBepLUeHne ceaHca Nosb3oBaTens (Bbixoaa 13
cMcTeMbl) Moc/ie NpeBbIleHMA YCTaHOBEHHOMO OMNepaTopom BpeMeHn 6e3aencTemna (HeakTMBHOCTH)
nonb3oBaTens.

CopepxkaHue 6a3osoit mepbl YNA.10:

Mepa 3awuThbl Knacc 3awmweHHoCcTM MHPOPMALMOHHOM CUCTEMBI
MHPOpMaLUmM 4 3 2 1
yng.1o + + +
Ycunenne YNA.10 13,2 16,2

yna.11  PA3PELUEHUME (3AMNPET) [AEACTBUMMA  MONb3OBATENEW, PA3PELIEHHBIX A0
MWAEHTUOUKALNU U AYTEHTUDUKALIUU

Tpe6oBaHuA K peanusaumm YMNA.11: OnepaTopom A0MKEH 6bITb YCTAHOBAEH NepeyYeHb AeNCTBUIA
No/b30BaTesIel, paspeLleHHbIX 40 MPOXOXKAEHMUA MU NPOLUEAYP AEHTUGUKAUMN K ayTeHTUUKALNN,
M 3anpeT AEWCTBMI MNONb30BATE/NEN, HE BK/IOYEHHLIX B MEpeYeHb pPaspelleHHbIX AeWCTBUiA, A0
NPOXOXKAEHUA UMW NPOLLeAYP MAEHTUDUKALUMN U ayTEHTUDUKALMUMN.

PaspelweHne OencTBUiA Monb3oBaTesiel A0 MNPOXOXKAEHUA MMU Mpoueayp WAEHTUGUMKaUUM U
ayTeHTUOUKALMKN OCYLLECTBAACTCA, B TOM YMCie, NPU NPeaoCTaBAeHUN Mosib30oBaTeNAM A0CTyna K
obueaocTynHoi uHpopmauun (Beb-caiiTam, nopranam, MHbIM 06LLEAOCTYNHbIM pecypcam). TakKe
aAMMHUCTPATOPY paspellaloTca AeicTBuA B 06X04 YCTaHOB/IEHHbIX Mpoueayp UAeHTUdMKauMn u
ayTeHTMdMKauMK,  HeobxoAuMMble  TOAbKO AN BOCCTaHOBAEHMA  GYHKUMOHWPOBAHUA
NMHOOPMALMOHHOW CUCTEMBI B C/lydae c6oeB B paboTe MM BbIXOAE M3 CTPOA OTAE/bHbIX TEXHUHECKUX
cpenacTs (ycTpoicTs).

MpaBuna v npoueaypbl onpeaeneHna AeNCTBUN NOJIb30BaTeNEN, PaspelleHHbIX 40 MPOXOXKAEHUS
UMK npoueayp WAeHTUPUKALMM WU ayTeHTUOUKAUUKM, PErNaMEHTUPYIOTCA B OpPraHW3aLMOHHO-
pacnopaauTenbHbIX AOKYMEHTaX onepaTopa Mo 3almTe MHPopmaumuu.

TpeboBaHua K ycunenuto YNA.11:
He ycTtaHoBAEHbI.

CopeprkaHue 6a3oBoii mepbl YNA.11:

Mepa 3awmTbl Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm 4 3 2 1
yna.11 + + + +
Ycunenue YNA4.11

ynAa.12 nOAAEPKKA U COXPAHEHUE ATPMBYTOB BE3OMACHOCTU (METOK BE3OMACHOCTM),
CBA3AHHbIX C UHOOPMALMEN B NPOLLECCE EE XPAHEHWA U OBPABOTKU



Tpe6oBaHua K peanusaumm YNA.12: B mMHPopmMauMOHHON cucTeme A[ONXKHbI obecneymBaTbes
nogAeprkka (0bHoBNEHWE, HAa3HAaYEHWE, U3MEHEHMWE) U COXPaHEHME aTpubyToB 6esonacHOCTU (MEeTOK
6€e30MacHOCTM), yCTaHOB/EHHbIX ONepaTopoM, CBA3aHHbIX C MHPOPMaLMelt B NpoLecce ee XpaHeH s
06paboTKku.

ATpunbyThbl HesonacHocTM (MeTKM 6e3onacHocTM) NpeacTaBaAoT coboit CBOMCTBA (XapaKTepUCTUKN)
06BbEKTOB M (MKN) cybbeKTOB A0CTYNa, KOTOPbIe UCMOJb3YHTCA AN KOHTPOAA A0CTYyNa CyObeKToB K
obbeKkTam JocCTyna 1 ynpaBneHma MHGOPMaLLMOHHBbIMM NOTOKaMMU.

MpaBuaa n npoueaypbl NOAAEPMKKN U cOXpaHeHua aTpubyToB 6e30MacHOCTU PernameHTUPYITCS B
OpraHM3aLMOHHO-PaACNOPAAUTENbHbIX AOKYMEHTaX ornepaTopa no 3aluTe nHGopmaLlmm.

Tpe6oBaHua K ycunenuo YNA.12:

1) B wuHbOpPMAUMOHHOW cuUcTeme obecneynmBaeTca AMHAMUYECKOe W3MeHeHue aTpubyToB
6e30MacHOCTN B COOTBETCTBMM C OPraHM3aLMOHHO-pPAcnopAaMTENIbHbIMU AOKYMEHTAMM NO 3alLmTe
MHbOPMaUMK onepaTopa B 3aBMCMMOCTM OT npouecca 06paboTkn nMHpopmaummn (bopmmpoBaHue,
obbeauHeHue, pasgeneHne MHGOPMaLMOHHbIX PECYPCOB);

2) B MHOOPMALMOHHOW cUCTEME [OMyCKaeTca W3MeHeHWe aTpubyToB 6e30MacHOCTU TOJIbKO
aBTOPM30BAHHbLIMM NOL30BATENAM MW NPOLLECCAMU;

3) B UHGOPMaAUMOHHON cuUcTeme obecnevnBaeTcAa aBTOMATU3MPOBAHHbIA KOHTPO/Ib CBA3M aTpubyTOB
6e3sonacHocT ¢ HOopmauuei;

4) B nHpopmauMOHHOI cucTeme obecneymBaeTcs BO3MOXKHOCTb OTOBpa)keHUs Mno/sib3oBaTenam B
yaobountaemom Buge atpubytoB 6esonacHocTn (MeTOK 6e30MacHOCTM) ANA Kaxkaoro n3 ob6bekTos
noctyna (oTobparkeHue aTpubyToB 6E30MAaCHOCTU Ha 3KpaHe MOHUTOpa M (Man) npu BbiBOAE
MHbOPMaLUMK Ha NeYyaTb Ha NpUHTEpe).

CopepraHue 6a3oBoii mepbl YNA.12:

Mepa 3awmTol Knacc 3awmiweHHoCcTM MHPOpMaLMOHHOM CUCTEMDI
nHbopmaumnm 4 3 2 1
yna.12
Ycunenne YNA.12

yna.13 PEAIMSALUMA SALLULLEHHOIO YAANEHHOIO AOCTYNA CYBBEKTOB [AOOCTYMNA K
OBBEKTAM AOCTYNA YEPE3 BHELULHUE NUHOOPMALMOHHO-TENEKOMMYHUKALUUOHHbBIE CETU

TpeboBaHua K peanusauuu YMNA.13: OnepaTopom AonKHa obecneuymsaTbca 3almTa MHGOPMaLMK
npu AocTyne nosab3oBaTenen (NPoLEeCccoB 3amnyckaemMblX OT MMeHU noJsib3oBaTenei) u (Unam) MHbIX
CyObeKTOB [0CTyna K 0b6beKkTam [ocTyna MHPOPMAUMOHHOW cUcTeMbl Yepe3 UHPOPMALMOHHO-
TeNIeKOMMYHMKaLMOHHbIE CETU, B TOM YMCIEe CETU CBA3M 0BLLEro nosb3oBaHMA, C UCMOJIb30BaHUEM
CTaUMOHapPHbIX U (MAN) MOBUNBbHBIX TEXHUYECKUX CPeACTB (3almTa yaaneHHoro 4ocTtyna).

3awmTa yaaneHHoro JocTyna [oJiKHa obecneyumBaTbcA NpW Bcex BMAAx goctyna (becnposogHoi,
NPOBOAHOM (KOMMYTUPYEMBIN), LUMPOKOMONOCHbIM U MHblE BUAbI JOCTYNA) U BKIOYAET:

® ycTaHOBAeHMEe (B TOM uMCNe [OKYMEHTaNbHOE) BWAOB [AOCTyNa, pPaspeleHHbiX aAnd
yAaneHHOro AocTyna K o6bekTam goctyna MHGOPMaLMOHHON CUCTEMBI;

e OrpaHW4YyeHWe Ha MUCMNOAb30BaHWE YAANEeHHOro A0CTyna B COOTBETCTBUMM C 33Javyamu
(byHKRUMAMM) MHPOPMALIMOHHOWM CUCTEMDbI, AR PELLUEHWUS KOTOPbIX TAKOW AOCTYN HeEobXoamMm,
W npeaocTaBneHue yAaNeHHOro AO0CTyna ANA KaXAoro paspelleHHOro BuAa yAasleHHoro
pocTtyna B cootsetctaum ¢ YIN4.2;

e MpegocCTaB/ieHMe yAaNeHHOro AOCTyNa TO/NbKO TeM MN0/1b30BaTeNIAM, KOTOPbIM OH HeobXxoanM
019 BbINOJHEHWA YCTaHOBAEHHbIX A0/IKHOCTHbIX 06a3aHHOCTEN (PYHKLUMIA);



® MOHUTOPUHI M KOHTPO/Nb  YyAaNeHHOro  AoCcTyna Ha  npegmMeT  BblABAEHUSA
HECAaHKLUMOHMPOBAHHOIO YAa/NeHHOro A0CTyna K obObektam Aoctyna MHGOpPMaLMOHHOM
CUCTEMDI;

® KOHTPO/b YyAaZIeHHOro AOoCTyrna no/sib3oBaTtesieit (NpoueccoB 3amycKaemblX OT WMEHMU
nonb3osBatenen) K ob6bBEKTam JocTyna WHPOPMALIMOHHOMW CUCTEMbI [0 Havana
MHOPMALMOHHOTO  B3aMMOAENCTBMA € WMHPOPMAUMOHHOM  cucTemoit  (nepegaum
3awmiLaemoin nHpopmaumm).

Mpasuna 1 npoueaypbl NPUMEHEHUA YAA/IEHHOIO AO0CTYNa PernameHTUPYOTCA B OpraHM3auUMoHHO-
pacnopsaguTenbHbIX AOKYMEHTax ornepaTopa no 3awmrte nHdopmaLuunu.

Tpe6oBaHua K ycunenuio YNA.13:

1) B MHPOPMALMOHHOWN cUCTeMe O MOHUTOPWUHIA M KOHTPOAA YAANEeHHOro AOCTyna AOJIXKHbI
NPUMEHATBCA aBTOMATU3NPOBAHHbIE CPEACTBA (4ONONHUTENbHbIE MPOrPAMMHbIE MAWU NPOTrPaMMHO-
TEXHUYECKME CpeacTBa);

2) B WHPOPMALMOHHOM CUCTEME MCMNONbL3YETCA OrpaHuMYeHHoe (MWHMMaNbHO Heobxoaumoe)
KO/IMYECTBO TOYEK MOAKNOYEHMA K MHOOPMALMOHHOW CUCTEeMe NpPW OpraHM3auMu yOaneHHoro
A0CTyna K 06beKkTam goctyna MHGOPMALMOHHOW CUCTEMDbI;

3) B MHPOPMALMOHHOMN CUCTEME UCKIOYAETCA YAANEHHbIN AOCTYN OT MMEHW NPUBUAETMPOBAHHbIX
yYeTHbIX 3anucelt (a4MUHUCTPATOPOB) ANA aAMUHUCTPUPOBAHMA MHOOPMALLMOHHOW CUCTEMbI U ee
cUCTeMbI 3aLLMTbl MHGOPMALMK;

4) B MHOOPMALMOHHOM cUCTEMe MNPU YyAaNeHHOM JocTyne obecneyvBaeTca NPUMEHEHWE B
COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickon Pepepaummn Kpuntorpaduyeckmx MeToA0B 3alUnTbl
nHbopmauuuy;

5) B MHbOPMALMOHHOM cucTeMe obecrneymBaeTcds MOHUTOPUHT U KOHTPO/Ib YAaNeHHOro AoCTyna Ha
NnpeAmeT BblIB/IEHMA YCTAHOB/IEHNA HECAHKUMOHMPOBAHHOIO COEAMHEHUA TEXHUYECKUX CpeacTs
(ycTpoiicTs) ¢ MHPOPMALIMOHHOM cUcTeMom;

6) B WHPOPMAUMOHHOW cucTeme JonkeH obecneymBaTbca 3anpeT yAaNeHHoro AocTyna cC
NCNO/Ib30BaHMEM CETEBbIX TEXHOOIMIA M NPOTOKO/I0B, ONpPeAeNeHHbIX ONepaTopom Mo pe3y/bTaTam
aHa/I13a 3aLUMLLLEHHOCTM B cooTBeTCcTBUM ¢ AH3.1KaK Hebe3onacHbIx.

Copep)kaHue 6a3osoit mepbl YNA.13:

Mepa 3awuThbl Knacc 3awmuw,eHHocTM MHGOPMALMOHHOM CUCTEMDI
MHPOpMaLnm 4 3 2 1
yng.13 + + + +
Ycunenue YNA.13 2,3 2,3,5 1,2,3,5

yng.14 PEFNAMEHTALMA U KOHTPO/Ib UCMONb30BAHUA B UHOGOPMALMOHHOM CUCTEME
TEXHONOMMA BECMPOBOAHOIO AIOCTYNA

Tpe6oBaHua K peanusaumm YNA.14: Onepatopom [O0/XHbl obecneynmBaTbCa pernameHTauma u
KOHTPO/Ib WUCMO/Ib30BaHUA B WMHPOPMALMOHHOM cUCTeMe TexHonornii 6ecnpoBofHOro A0CTyna
nosib3oBatesieli K 06beKTam AoCTyna (CTaHAapTbl KOPOTKOBOJIHOBOW PagMOCBA3M, CMYTHUKOBOW U
NMaKeTHOM PaaMoCBA3M), Hanpas/eHHble Ha 3alWMTy MHGOPMaLMK B MHGOPMALMOHHOM cUCTEME.

PernameHTauua n KOHTPO/Ib UICNONb30BAHUA TEXHO/IOTUM 6ECI'IpOBO[J,HOI'O AO0CTyna AO0/1IXKHbI BKNKOYaTb:

e OrpaHWYeHWEe Ha WCMNosib30BaHME TexHoJsorMi bHecnpoBogHoro poctyna (6ecnposogHoi
nepefaum AaHHbIX, 6ecnpoBogHOro noakatoueHns obopyaoBaHMA K ceTu, 6ecnpoBoaHOro
NOAKNHOYEHUNA YCTPOMCTB K CPEeACTBY BbIYMCIUTENbHOM TEXHUKM) B COOTBETCTBUM C 3a4a4aMu
(byHKRUMAMM) MHPOPMALIMOHHOW CUCTEMbI, ANA PELUEHNS KOTOPbIX TaKOW A0CTYN Heobxoamm,
W NpegocTaBaeHne 6ecnpoBoaHOro AoCTyna B cootsetcTemu ¢ YMNLA.2;



® MpenoCTaB/ieHMe TeEXHO/I0rMIA 6ecnpoBoAgHOMO AOCTYNa TONbKO TEM M0/1b30BaTENAM, KOTOPbIM
OH HeobXxo4MM A1 BbINOJHEHUSA YCTAHOBAEHHbIX A0/IKHOCTHbIX 06a3aHHOCTEN (PyHKUMIA);

®  MOHUTOPMHT M KOHTPOJIb MPUMEHEHUA TEXHONOMM BecnpoBoAHOro AOCTyna Ha npeamet
BbISIB/IEHNS HECAHKLMOHUPOBAHHOIO UCNONb30BaHMA TeXHONOrMIA BecnpoBoaHOro AocTyna K
obbekTam goctyna MHGOPMaALMOHHOMN CUCTEMDbI;

e KOHTpO/Ab BHecnpoBoAHOro AOCTyna MoAb3oBaTeselt (MPoLeccoB 3anycKaemblX OT UMEHMU
nonb3oBateneil) K obbekram goctyna MHGOOPMALMOHHOM cUCTeMbl A0  Hadana
MHPOPMaLMOHHOTO B3aMMOAENCTBUA C UHPOPMALMOHHON CUCTEMOA.

MpaBuna u npoueaypbl NPUMEHEHUA TEXHONOMMI 6ecnpoBOAHOrO AO0CTyNa PernaMeHTUpyoTca B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumu.

TpeboBaHua K ycunenuio YNA.14:

1) B WHPOPMAUMOHHOM cucTeme obecneymBaeTca ayTeHTUOMKaAUMA  NOAKAOYAEMbIX C
NCnosib30BaHMEM TEXHOOMMIM BecnpoBOAHOIO AOCTYMNa YyCTPOMCTB B COOTBETCTBUM C UAD.2;

2) B UHPOPMALIMOHHOM cucTeme obecneynBaeTcss MOHUTOPUHE ToYeK 6ecnpoBoAHOro NOAKAOYEHNS
YCTPOMCTB K WHPOPMALMOHHOM CUCTEME Ha nMNpeaMeT BblABJEHUA HEeCaHKUMOHMPOBAHHOIO
6ecnpoBoAHOIO NOAKNOYEHMA YCTPOICTB;

3) B MHPOPMALMOHHOW CUCTEME WCK/IIOYAETCH BO3MOMKHOCTb M3MEHEHMA MOo/b30BaTeNleM ToYeK
b6ecnpoBogHOro Aoctyna MHPOPMALMOHHOM CUCTEMDI;

4) onepaTopom o40/KeH 6bITb NpeaycMoTpeH 3anpet 6ecnpoBoAHOro A4ocTyna K MHGOPMaLMOHHOM
cucteme M3-3a Npeaenos KOHTPOIMPYEMOM 30Hbl;

5) B MHOOPMALMOHHOW cUCTEME [O0/KeH 6biTb 3anpelleH 6ecnpoBOAHbIA AOCTYN OT MMEHWU
NPUMBWUNETMPOBAHHbIX  YYeTHbIX  3anuceir  (agMMHMCTpPATOpPOB) ANA  AAMMHUCTPUMPOBAHMA
MHPOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUTbI MHPOPMALMK;

6) B MH(I)OpMaLLMOHHOVI cncreme UCKIKYaeTca BO3MOXHOCTb UISMEHEHUA NMNOJ/Ib30BAaTENIEM yCTpOﬁCTB n
HACTpoOeEK 6ECI'IpOBO,CI,HOI'O AocCTyna;

7) onepatopom obecneunBaetca onpeaesieHMe MECTOHAXOMKAEeHWA HEeCaHKLUMOHMPOBAHHOMO
6ecnpoBoAHOro YCTPOMCTBa;

8) onepatopom obecneunBaetca 610KMpOBaHWE (GYHKLMOHMPOBAHUA HECAHKLMOHUPOBAHHOIO
6ecnpoBoAHOro yCTpoicTea.

CopeprkaHue 6a3oBoii mepbl YNA.14:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
yng.i4 + + + +
Ycunenue YN4.14 1 1,3 1,3,4,5

YNA.15 PETTAMEHTALMA U KOHTPO/Ib UCNO/Ib3OBAHMA B UHOOPMALIMOHHOW CUCTEME
MOBWU/IbHbIX TEXHUYECKUX CPEACTB

Tpe6oBaHua K peanusaumm YNA.15: Onepatopom A0NXKHbI obecneunmBaTbCa pernameHTauma u
KOHTPO/Ib MCMO/Ib30BaHMA B WHPOPMALMOHHON cUCTEME MODOWU/BbHBIX TEXHUYECKMX CPeAacTs,
HanpaB/ieHHble Ha 3aWmMTy MHGOopMaL MM B UHPOPMALLMOHHOW cucTeme.

B KayecTBe MOOWUNbHbLIX TEXHUYECKMX cpeancrts pacCmaTpunBaroTCA Cbe€MHbIE MAWIWHHbIE HOCUTE/IN
MHd)OpMaLI,MI/I (d)flal.IJ-HaKOI'IVITe.I'IM, BHELWHWE HAKOMUTENIM Ha XKECTKUX AUCKAX U UHble yCTpOﬁCTBa),
NnOopPTaTUBHbIE BbIYUC/IUTE/IbHbIE YCTDOVICTBa n yCTpOﬁCTBa CBA3N C BO3MOXHOCTbIO O6pa6OTKI/I



nHbopmauum  (HoyTbykn, HeTObyKM, nnaHweTbl, coToBble TenedoHbl, UNbPOBbIE Kamepbl,
3BYKO3aMnucblBatoLLMe YCTPOMCTBA U UHble YCTPOWCTBA).

PernameHtauma n KOHTPO/1b UCNON1b30BaAHUA MOBUNBHBIX TEXHUYECKUX cpeacTB A0/1KHbI BK/THOYATb:

e yCTaHOB/JIeHMe (B TOM 4YMCNe JOKYMEHTa/ibHOE) BUMAOB AocTyna (becnpoBoHON, NpOBOAHOM
(KOMMYTUPYEMbIR), LLMPOKONONOCHBIN U MHbIe BUAbI AOCTYNA), pa3pelleHHbIX Ansa AocTyna K
obbeKkTam AocTyna MHPOPMaLMOHHOM CUCTEMbI C UCMONb30BaHNEM MOBUIbHbBIX TEXHUYECKMX
CpeacTs, BXOAALMX B COCTaB MUHGOPMALMOHHOMN CUCTEMBI;

®  1CMO/Ib30BaHME B cocTaBe MHOOPMALMOHHOM CUCTEMbI AAs A0CTyna K obbeKkTam AocCTyna
MOBUNbHbBIX TEXHUYECKUX CPeacTB (Cy»KeBbHbIX MOBUIbHbLIX TEXHUYECKMX CPEeACTB), B KOTOPbIX
peann3oBaHbl Mepbl 3aWmTbl HGOPMauumn B cootTseTcTenm ¢ 3UC.30;

® OrpaHWYeHWe Ha WCMONb30BaHME MOOWUbHbIX TEXHUYECKUX CPEeACcTB B COOTBETCTBUU C
3agavyamm (GyHKUMAMM) MHPOPMALIMOHHOM CUCTEMDI, A1A PELLUEHUN KOTOPbIX MCMOb30BaHNE
TAKUX CpeacTs Heobxoaumo, U NpeaocTaBAeHUEe AOCTYNa C UCNOAb30BaHMEM MOBMAbHbIX
TexXHUYecKunx cpeacTs B cooTseTcTemn ¢ YMNA.2;

®  MOHMUTOPUHT M KOHTPOJIb NPUMEHEHUA MODBWMIbHbLIX TEXHUYECKMX CPEACTB Ha npeamer
BbIAB/EHNA HECAHKLMOHMPOBAHHOIO MCNO/b30BaHUA MOBUbHbBIX TEXHUYECKUX CPEeACTB ANSA
A0CTyna K 06beKkTam gocTyna MHGOPMALMOHHOW CUCTEMDbI;

e 3anpeT BO3MOMKHOCTU 3aMnycKa 6e3 KomaHZAbl nosib3oBaTens B MHGOPMALMOHHOM cucTeme
nporpammHoro obecneyeHums (MPoOrpammHOro Koaa), MCnoib3yemoro A5 B3aMMoLencTeus ¢
MOBUNbHBIM TEXHUYECKUM CPeaCTBOM.

MpaBuna u NnpoLeaypbl NPUMEHEHUA MOBUIbHBIX TEXHUYECKMX CPeACTB, BKAOYaA NpoLeaypbl Bblgayu
M BO3BpaTa MOBUIbHBIX TEXHUYECKUX CPEACTB, a TaKKe UX Nepesayn Ha TeXHUYecKoe obcnyKnsaHue
(npoueaypa AonKHA obecneymBaTb yaaneHUe UamM HegoCTYNHOCTb MHPOpMaLUUK), pernameHTUpYoTCs
B OpraHM3aLMOHHO-PacnopaAaUTENbHbIX AOKYMEHTaxX onepaTtopa no 3awmre MHGopmaLmm.

Tpe6oBaHua K ycunenuo YNA.15:

1) onepatopom obecneumnBaetcs 3anpeT ncnos1ib3oBaHUA B MHd)OpMaLLMOHHOVI cncreme, He BXxogAawmnx
B ee COoCTaB (HaXO,Cl,FILU,MXCFl B INYHOM MCI'IO!'Ib3OBaHMM) CbEeMHbIX MALWMHHbIX HOCUTENEeN MHd)OpMaLl,MM,‘

2) onepaTopom obecneyMBaeTca 3anpeT UCMNOAb30BaHUA B MHOOPMALMOHHOM CUCTEME CbEMHBIX
MaLIWHHBIX HOocuTesnel WHPopMaumn, ANA KOTOpbIX He onpegeneH Bnagenel (nosib3osaTesb,
OpraHu3aumsa, OTBETCTBEHHbIE 33 NPUHATUE Mep 3aLlnTbl MHGOPMaLuK);

3) onepaTopom obecneyvBaeTcA (B COOTBETCTBMM C npoueaypamu, 3apUKCMPOBAHHbIMK B
OpraHM3aLMOHHO-PACNOPAOUTENbHBIX AOKYMEHTaX) OYMCTKa MaLUMHHOTO HOCUMTens WMHpopmaumm
MOBUNBHOTO TEXHUYECKOrO CPeACTBa, NepeycTaHOBKA NPOrpamMMHOro obecneyeHus 1 BbiNOJAHEHUE
MHbIX Mep MO 3aLmTe UHOPMaLUN MOBUNBHbBIX TEXHUYECKUX CPEACTB, MOCAE UX UCMONb30BaHMNA 3a
npesenamm KOHTPOIMPYEMOW 30HbI;

4) onepaTopom obecneymBaeTcs nNpeaocTaB/ieHWe AOoCTyna C  MCMOAb30BaHMEM MOBWUIbHbIX
TEXHUYECKMX CPeacTB K ob6beKkTam gocTyna MHGOPMaLMOHHOW CUCTEMbI TO/IbKO TEM MO/1b30BaTENAM,
KOTOPbIM OH HEOBXOAMM A1 BbINOAHEHUA YCTAHOB/IEHHDbIX AO/IKHOCTHbIX 06A3aHHOCTEN (DYHKUNN);

5) B UHPOpMaUMOHHOM cucTeme obecrneymBaeTcs 3anpeT UCMO/b30BaHNA MOBUAbHbIX TEXHUYECKUX
CPeACTB, Ha KoTopble B MHOPMALMOHHOW CUCTEME MOMKET BbITb OCyLLLECTBAEHA 3anMcb MHpopMaLnn
(nepesanuncbiBaeMbIX CbEMHbIX MaLUWMHHbIX HOCUTenel Hpopmaumm).

CopeprkaHue 6a3oBoii mepbl YNA.15:

Mepa 3aLuThl Knacc 3almieHHoCcTM MHGOPMaLMOHHOM CUCTEMB!

nHpopmauum 4 3 2 1
yna.15 + + + +




Ycunenue YNAQ.15 1,2 1,2

yna.16  YNPABNEHUE B3AMMOAEMACTBUEM C  WUHOOPMALMOHHBIMW  CUCTEMAMM
CTOPOHHWX OPTAHU3AUMUIN (BHELUHUE MH®OPMALIMOHHBIE CUCTEMbI)

TpeboBaHuAa K peanusaumm YMA.16: OnepaTopom n[o0XKHO 6ObiTb obecneyeHo ynpaBfeHue
B3aMMOAENCTBUEM C BHELUHMMM MHPOPMALLMOHHBIMU CUCTEMAMM, BKTHOHAOLWMMU MHPOPMALLMOHHbIE
CUCTEMbI U BbIMUCAUTENbHbIE PEcypcbl (MOLLHOCTM) YMOJHOMOYEHHbIX ANL, WHPOPMALMOHHbIE
CUCTEMbBI, C KOTOPbIMM YCTAaHOBAEHO WHGOPMALMOHHOE B3aMMOAENCTBME HA OCHOBAHWUM
3aK/Il0YEeHHOro Aorosopa (cornaweHusa), a TakXKe C MHbIMU MHPOPMALMOHHBIMKU CUCTEMAMM,
MHPOPMALUMOHHOE B3aMMOAENCTBME C KOTOPbIMM  Heobxoaumo ana  GYHKUMOHMPOBAHMUA
MHGOPMALNOHHOM CUCTEMBI.

lepaBneHme BSHMMOAEVICTBMGM C BHEWWHMNMU VIHd)OpMaLI,VIOHHbIMVI cnctemamm AO0NXKHO BKNKOYaATb:

e penocTaB/ieHMe AocTyna K WHPOPMALMOHHOM CUCTEME TO/NbKO aBTOPM3OBAHHbLIM
(ymonHomouyeHHbIM) nonb3oBaTenam B cootseTcTeuu ¢ YMA.2;

® onpeaeneHne TMNOB NPUKAaAHOINo NporpaMmmMmHoOro obecnevyeHuns MH(bOpMaLI,MOHHOﬁ Cncrembl,
K KOTOpPbIM pa3pewleH A0CTyn aBTOPU30BaAHHbLIM (yI'IOJ'IHOMOHEHHbIM) nonb3oBarenam wms3
BHELWHUX VIH(I)OpMaLI,MOHHbIX CUCTEM;

e onpegeneHne CUCTEMHbIX Y4YeTHbIX 3anucei, WCMOAb3yeMbIX B pPaMKax AaHHOrO
B3aMMOAENCTBUSA;

e onpedeneHne nopsafAka nNpeaocTaBAeHUMA  AocTyna K UMHOOPMaUMOHHOM  cucTeme
aBTOPU30BaHHLIMWU (YMONHOMOYEHHbBIM) MO/b30BATENAMM U3 BHELIHMX UHPOPMALIMOHHBIX
cuctem;

® onpeaeneHune nopAaaKa O6pa6OTKM, XpaHeHnA U nepeaayun MHd)OpMaLI,MM C ncnosb3osaHnem
BHELWHUX VIH(I)OpMaLI,MOHHbIX cucrem.

YnpaBneHue B3aMMOAENCTBMEM C BHEWHUMWU WHOOPMAUMOHHBIMM  CUCTEMAMM B LENax
MEMBEAOMCTBEHHOTO  3/IEKTPOHHOIO  B3aMMOJAEWCTBUA,  WUCMOJIHEHMA  FOCYAAPCTBEHHbIX U
MYHUUMNaNbHbIX GYHKLUMIA, dopMUpoBaHUA 6a30BbIX rOCYAapCTBEHHbIX MHPOPMALMOHHbIX Pecypcos
OCYLLECTBNSETCA B TOM UYWUC/Ie C MWCNONb30BaHUEM EAMHON CUCTEMbl WUAEHTUGUKAUUM U
ayTeHTUPUKaumMm, co3gaHHOM B COOTBETCTBMM C NoCTaHoBAeHMem [lpaButenbctBa Poccuinckoit
®epepaunn ot 28 HoAbpA 2011 r. Ne 977.

MpaBuna n npoueaypbl ynpasaeHna B3anMoLeNCcTBUEM C BHELUHUMU MHPOPMALIMOHHBIMU CUCTEMAMMI
pernameHTUPYIOTCA B OPraHM3aLMOHHO - PacnopaauTeNbHbIX JOKYMeHTax onepatopa Mo 3aluTe
MHbopMaLuu.

TpeboBaHua K ycunenuto YNA.16:
1) onepatop npeaocTaBaseT AocTyn K MHOOPMALMOHHOM CUCTEME  aBTOPM3OBaHHbLIM
(ynonHomo4YeHHbIM) NO/1b30BaTENAM BHELHUX MHPOPMALIMOHHBIX CUCTEM UK pa3peLlaeT 06paboTKy,

XpaHeHWe 1 nepepayvy MHGOPMALMKN C UCMNONb30BAHMEM BHELWHENW MHHOPMALMOHHON CUCTEMbBI MpU
BbINOJIHEHUW CNeAYIOLLMX YCOBUIA:

a) npu Hannuum pgorosopa (cornaweHns) o6 MHOOPMALMOHHOM B3aMMOAENCTBUM C
onepaTopom (o6nagatenem, Blagenblem) BHeWHen MHPOPMALMOHHOW CUCTEMbI;

6) Npu HanMuMKM NOATBEPKAEHMA BbINOSHEHUA BO BHEWHeN MHPOPMALMOHHOW cucTeme
npeabABAEHHbIX K Hell TpeboBaHuit 0 3awmTe nHGopMaumm (Haanume atTTecTaTta COOTBETCTBUA
TpeboBaHMAM No 6e3onacHOCTM MHGOPMALMM MU UHOTO NOATBEPKAEHMSA).

CopeprkaHue 6a3oBoii mepbl YNA.16:

Mepa 3aWuThl Knacc 3almieHHoOCTM UHGOPMaLIMOHHOM CUCTEMBI




nHdopmaumnu 4 3 2 1
yna.16 + + + +
Ycunenne YNAO.16 la 1a, 16 1a, 16 1a, 16

ynpA.17 OGECNEYEHUE [ OBEPEHHOW 3ATPY3KU CPEACTB BbIYUC/TUTE/IbBHOM TEXHUKU

Tpe6oBaHua K peanusauuu YNA.17: B vHPopmaLMOHHON cucTeme [O0/MKHO obecneynmBaTbea
UCKItOYEHNE HECAHKLMOHMPOBAHHOIO AOCTYNa K MPOrpaMMHbIM U (MM) TEXHUYECKMM pecypcam
CPeACTBA BbIYMCAUTENBHOMN TEXHUKM MHPOPMALMOHHOM CUCTEMDBI HA STarne ero 3arpysKku.

,ﬂ,OBEpEHHaﬂ 3arpyska Ao/i*kHa obecneumBarb:

o  ONOKMPOBAHME MOMbITOK HECAHKLMOHWMPOBAHHOW 3arpy3kM HewTaTHON OnepaunoHHOM
cuctembl (cpeabl) MM HeZOCTYMHOCTb WMHGPOPMAUMOHHbLIX PECYpPCoB O/1A UYTEHUs Wau
MoAMPUKALMM B ClyYae 3arpy3KM HELWTATHOM ONepaLMOHHOM CUCTEMBI;

® KOHTPO/b 40CTyna nosb3oBaTenemu K npoueccy 3arpys3xku OrlepaLI,MOHHOﬁ Cncrembl,

® KOHTPOJIb LENOCTHOCTHN NPOrpamMmmHOro obecnevyeHuns u annapaTHbIX KOMMNOHEHTOB CpeacTB
BbIYMCANUTENBHON TEXHUKMU.

B MHOOPMALMOHHOW CUCTEME MPUMEHSETCA AOBEPEHHAsA 3arpy3Ka Ha pasHbIX YPOBHAX (YPOBHSA
6a30BOI cMCTEMbI BBOAA-BbIBOAA, YPOBHA NAaTbl PACLUMPEHUA U YPOBHA 3arpy304HoO 3anmcu).

MpaBuaa 1 npoueaypbl obecneyeHnsa AOBEPEHHOMN 3arpyskM CPeacTB BblUMCAUTENbHON TEXHUKMU
PEernameHTUPYIOTCA B OPraHM3aUMOHHO-PACNOPAANTENBHBIX AOKYMEHTAaX onepatopa Mo 3aluTe
nHpopmaymu.

Tpe6oBaHua K ycunenuro YNA.17:

1) B MHPOPMALIMOHHON CMCTEME [0/IKHA OCYLLECTBAATLCA [0BEepPeHHasa 3arpy3ka ypoBHA 6a30B0M
CUCTeMbl BBOAA-BbIBOZA MW YPOBHSA NJ1aTbl PaclUMpeHus;

2) B MHPOPMaALMOHHON CUCTEME AO0/KHA OCYLIECTBAATLCA [0BepeHHasa 3arpyska ypoBHs 6a30Boi
CUCTeMbl BBOAA-BbIBOAA WM YPOBHSA MaTbl paclUMpPEHUs, peasn3oBaHHble Ha OCHOBE MPOrpammMHoO-
annapaTtHoOro MoAayns;

3) B MHPOPMALMOHHOM CUCTEME AO0/IKHA OCYLLECTBAATLCA AOBEpPEHHaA 3arpyska NporpammHoOro
obecrneyeHna TeIEKOMMYHUKALMOHHOro 060pyA0BaHK;

CopeprkaHue 6a3oBoii mepbl YNA.17:

Mepa 3awuThbl Knacc 3awmieHHOCTU MHGOPMALMOHHOM CUCTEMBI
nHpopmaumnm 4 3 2 1
yng.17 + +
Ycunenune YMNA4.17 1

3.3. OrpaHuueHua nporpammHom cpeabl (ONC)

Onc.1  YNPAB/JIEHUE 3AMYCKOM (OBPALLEHUAMM) KOMMNOHEHTOB MPOrPAMMHOIO
OBECMNEYEHUA, B TOM YUCNE ONPELENEHUE 3AMNYCKAEMbIX KOMMOHEHTOB, HACTPOMKA
NMAPAMETPOB 3AMYCKA KOMMOHEHTOB, KOHTPOJIb 3A 3ANYCKOM KOMIMOHEHTOB
NMPOrPAMMHOIO OBECMNEYEHUA

Tpe6oBaHua K peanusauum OMNC.1: OnepaTopom A0/XKHbI ObITb peann3oBaHbl cieayowme GyHKLUm
Mo ynpasieHuio 3anyckom (0bpaLLeHnaMmN) KOMNOHEHTOB NPOrPAaMMHOTIo obecneyeHus:

e onpegeneHve nepedyHsa (CNMcKa) KOMMNOHEHTOB MporpammHoro obecneyeHus (daiinos,
06bekTOoB 633 [aHHbIX, XPAaHMMbIX MPOLUEAYP W WMHbBIX KOMMOHEHTOB),3aMyCKaeMbIxX
aBTOMATUYECKM NMPU 3arpysKe onepaLMoHHON CUCTEMBI CPELCTBA BbIUMCIUTEIbHOW TEXHUKMY;



e paspelleHMne 3amycka KOMMNOHEHTOB NPOrPaMmMHOro obecnedyeHus, BKAKOYEHHbIX B NepeyeHb
(cnucoKk) nporpammHoro obecrneyeHus, 3amnycKaemoro aBTOMAaTMUYECKM Mpu  3arpyske
onepaLmnoHHONM CUCTEMbI CPEACTBA BbIYUCUTE/IbHON TEXHUKU;

e OrpaHM4YyeHMe 3anycka KOMMOHEHTOB MPOrpamMmHOro  obecnevyeHMs OT  UMEHMU
aAMMHUCTPATOPOB He30nacHOCTU (Hanpumep, paspelleHne TaKoro 3amnycka TONbKO A4/d
nporpammHoro obecrneyeHunsa cpeacTs 3alUTbl MHPOPMALMN: CEHCOPbLI CUCTEM ODHapYXKeHuA
BTOP)KEHWUM, areHTbl CUCTEM MOHUTOPUHIA CobbITUI MHbOPMaLMOHHON 6e3onacHocTy,
cpeacTBa aHTUBUPYCHOM 3aLUTbI);

® HacTpoMKa MapameTpoB 3aMycka KOMMOHEHTOB NPOrpamMMHOro obecrneuyeHus OT MMEHWU
YYETHOM 3anucu agMuHUCTpaTopa 6e30macHOCTM TakMm 06pasom, 4TOObl TeKywmii
Nno/ib30BaTe/lb CPEACTBA BbIYUCAUTE/IbHON TEXHUKM He MOr MOAy4YMTb Yepes JaHHble
KOMMOHEHTbl AOCTyn K obbeKkTam [O0CTyna, Ha AOCTYyN K KOTOPbIM Yy HEro HeT npas B
cootseTcTBMuK ¢ YN [.2;

® KOHTPOJIb 3a 3alNyCKOM KOMMNOHEHTOB MNPOrpammHOro 06ecnequMﬂ, OGGCI’IG‘-IMBaIOLLI,Mﬁ
BblAB/IEHNE KOMMOHEHTOB NPOrpaMmmMmHOro O6ECI‘I€‘-IEHMFI, HE BKJ/IOYEHHbLIX B MNepeyeHb
(CI'IMCOK) KOMMNOHEHTOB, 3anyCKaeMbIX aBTOMATUYECKN NPU 3arpy3kKe OﬂepaLLMOHHOﬁ CNCTembl
cpeactea BbIYMCANTENBHON TEXHUKMU.

MpaBuna 1 npoueaypbl ynpaBaeHWs 3aMycKOM NPOrpammHoOro obecnedyeHus (B TOM YMcae CNUCKM
nporpaMmHoro obecneyeHus, OrpaHWYeHUA 3anycka, MapameTpbl 3anycka KOMMOHEHTOB
nporpaMmmHoro  obecneyeHuss) pernameHTUPYOTCS B OPraHM3auMOHHO-PACcNopPAANTENbHbIX
OOKyMeHTax onepartopa no 3awute nHdopmaLmu.

TpeboBaHua K ycunenuio ONC.1:

1) B HGOPMALMOHHOM cucTeme obecneymBaeTca paspelleHue 3anycka TONbKO TeX MPOorpammMHbIX
KOMMOHEHTOB, KOTOPbIe ABHO pa3peLleHbl agMUHUCTPATOpoM 6e30MacHoCTy;

2) B MHOOPMAUMOHHOMN cucTeme obecneynmBaeTcs MCNosib3oBaHME CpeacTB aBTOMATU3MPOBAHHOIO
KOHTPONS  nepeyHsa  (CMMCKa)KOMMOHEHTOB  MpOrpaMmHOro  obecrneyeHus,  3anycKaemoro
aBTOMATMYECKM NP 3arpy3Ke onepaLmoHHOM CUCTEMbI CPeACTBa BbIYUCIUTEIbHON TEXHUKH;

3) B UHGOPMaLMOHHOI cucTeme obecneynsaeTcs MCNOb30BaHe aBTOMATU3NPOBAHHbIX MEXaHWU3MOB
ynpaB/ieHnsa 3anyckom (0bpalLeHNAMM) KOMMOHEHTOB NPOrPaMMHOro obecneyeHus;

4) B MHGOPMALMOHHOW cnucTeme obecneynBaeTca ynpasaeHMe yaaneHHbIM 3anyCcKOM KOMMOHEHTOB
nporpamMmHoro obecneyeHns (Hanpumep, 3anpeT 3anycka KOMMOHEHTOB MPOrPaMMHOro
obecneyeHna Ha OAHOM CPEACTBE BbIMMCAUTENbHOM TEXHWKM KOMaHAOM C Apyroro cpeacrsa
BbIYUCAUTENBHON TEXHUKMN);

5) B UHPopMaumMoHHOM cucteme obecneuymnBaeTca ynpaBieHNE BPEMEHEM 3amnycKa W 3aBeplleHus
paboTbl KOMMOHEHTOB MPOrpaMmMHoro obecneyeHun (Hanpumep, OrpaHUMUYEHWE 3amnycka TONbKO B
TeuyeHue paboyero gHA);

6) B MHGOPMaLMOHHOM cucTeme obecneymBaeTcs KOHTPOJb LLe/IOCTHOCTU (COCTOAHUSA)3anycKaemMblIx
KOMMOHEHTOB nporpammHoro obecnedyeHua (bannos (B Tom umciae KOHGUrYpPaLUOHHbIX), 06BEKTOB
6a3 AaHHbIX, NoAKAOYaeMbIx BUbAMOTEK 1 ap.) B cootBeTcTBMM ¢ OLLJI.1;

7) B I/IHd)OpMaLI,I/IOHHOﬁ cucteme obecneymBaeTca KOHTPO/1b obHoBNEeHUA 3anyCKaemMbIX KOMMNOHEHTOB
nporpammHoro OﬁECI’IeL-IEHVIFI;

8) B MHPOPMaUMOHHOM cucTeme obecneymBaeTca permctpauma cobbiTUI, CBA3aHHbLIX C KOHTPOJEM
COCTOSIHMA U 0BHOBNIEHMEM 3aNyCKaeMbIX KOMMOHEHTOB NPOrPamMMHOTO obecneyeHus;

9) B MHGOPMaALMOHHOM cucTeme obecneumsaeTca 3anpeT (6/10KMpoBaHME) 3anycKka onpeaeneHHbIX
onepaTopoM KOMMOHEHTOB MporpammMHoro obecrneyeHusa, He npolweawnx ayTeHTUdUKauuio B
cooTBeTcTBUM c NAD.7.



CopeprkaHue 6a3oBoii mepbl OMNC.1:

Mepa 3awmTbl Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumn 4 3 2 1
onc.1 +
Ycunenune OIC.1 1,2,3

ONncC.2 YNPABNEHWE YCTAHOBKOW (MHCTANNAUMENA) KOMMOHEHTOB MNPOrPAMMHOIO
OBECMEYEHUA, B TOM HYUCNE OMNPEAENEHUE KOMMOHEHTOB, NOANEXKALLUX YCTAHOBKE,
HACTPOMKA NAPAMETPOB YCTAHOBKU KOMMOHEHTOB, KOHTPO/Ib 3A YCTAHOBKOM
KOMMNOHEHTOB NPOrPAMMHOIO OBECINEYEHUA

Tpe6oBaHua K peanusauum OMNC.2: OnepaTopom AO/XKHbI ObITb peannsoBaHbl cnegytowme byHKUUK
Mo YNpaBAEHUID YCTAHOBKOW (MHCTannAumen) KOMMNOHEHTOB MporpammHoro obecneyeHus
MHPOPMALNOHHOWN CUCTEMDI:

e onpegeneHue KOMMOHEHTOB nNporpammHoro obecnedyeHus (coctaBa M KoHbUrypaumu),
NoANEeXKalnxX yCTaHOBKE B MHQPOPMALMOHHOW CUCTeMe Moc/e 3arpysku onepalyoHHOWM
cUcTeMbl;

® HACTpOMKa NapaMeTpPoB  YCTaHOBKM KOMMOHEHTOB MpOrpaMmHoro  obecnevyeHus,
obecneuynBalolLlan  MCKAIOYEHME  YCTAaHOBKM  (€CNM OCYLLECTBMMO)  KOMMOHEHTOB
NporpammHoro obecneyeHusa, WUCNOJb30BAHWE KOTOPbIX He TpebyeTca Ana peanusauuu
MHPOPMALMOHHON TEXHONOTMU UHODOPMALMOHHON CUCTeMbl (Hanpumep, Npu  3anycke
YCTAHOBLUMKA MOMKHO BblOpaTb MAM He BblbpaTb onpeaeneHHble ONuUUK M, TEM CaMbIM,
pa3pewunTs MAM 3aNpPeTUTb YCTaHOBKY COOTBETCTBYHOLUMX KOMMOHEHTOB MPOrPaMMHOrO
obecneyeHus);

e BbI6OP KOHPUIYPALIMM YCTAHABIMBAEMbIX KOMMOHEHTOB NMPOrpaMmHOro obecrneyeHus (B Tom
ynucae KoHOUrypaumm, npesycmaTpuBaloliMe BKAOYEHWE B AOMEH, WU HE BK/OYEHME B
OOMeH);

®  KOHTPOJIb 3@ YCTAaHOBKOW KOMMOHEHTOB NPOrpaMmHoro obecneyeHunn (CoctaB KOMMOHEHTOB,
napameTpbl YCTaHOBKW, KOHPUIypaLMa KOMMNOHEHTOB);

e onpeaeneHve W MNPUMEHEHWE MNapaMeTpoB HACTPOMKM KOMMOHEHTOB MPOrpammMHOro
obecneuyeHusn, BKAKOYAA NPOrpamMMHble KOMMOHEHTbl CPeacTB 3almMTbl MHGOpMauum,
obecneumBalloWUX Peanmsaumnio Mep 3alnTbl MHGOPMALLMK, @ TaKKe YCTPaHEHME BO3MOXKHbIX
yA3BMMOCTEN  MHGOOPMALMOHHOW CUCTEMbI, MPUMBOAAWMX K BO3HWUKHOBEHWIO Yrpo3
6e3onacHoOCTM MHGOpPMaLUK.

MpaBuna U npoueaypbl ynpaBaeHWUA YCTaHOBKOW (MHCTannAuMein) KOMMNOHEHTOB MPOrpaMmHOro
obecneuyeHna (B TOM uucae ynNpaBAEHMA COCTaBOM W KOHOUrypauuein noanerkalwmx ycTaHOBKe
KOMMOHEHTOB MNporpammHoro obecnedyeHus, napameTpamyn YCTaHOBKM, MapameTpamu HaCTPOWKK
KOMMOHEHTOB  NPOrpamMmHOro  obecneyeHus)  pernameHTMpyoTcA B OPraHW3auMOHHO-
pacnopaaMTenbHbIX AOKYMEHTax ornepaTopa no 3alwmTe MHGopMaLmMM C YY4ETOM IKCMNIyaTaLMOHHOM
AOKYMEHTauuu.

Tpe6oBaHua K ycuneHuto OMNC.2:

1) B MHd)OpMaLI,I/IOHHOﬁ cncreme go1XKHO obecneynBaTbCs UCMO/Ib30BaHUE cpeacTts aBTomMaTudaumu
Ana npuMmeHeHnAa U KOHTPOA napamMeTpos HaCTpOVIKM KOMMOHEHTOB NpPOrpammHoOro O6ECI'I€'~I€HVIF1,
BINAKOWNX Ha 6e3onacHOCTb I/IHd)OpMaLI,I/IVI;

2) B MHGOPMALMOHHOW cUCTEME LO/IKHbI ObITb peanvM3oBaHbl

3) dBTOMATU3NPOBAHHbIE MEXAaHU3Mbl pearmnpoBaHMA Ha HECAaHKUMOHUPOBAHHOE WU3MEHEHUE
napameTpos HaCTpOl‘/JIKVI KOMMNOHEHTOB NPOrpamMmmHOro O6ECI'Ie‘-IeHVIﬂ, B/IMAOWNX Ha 6e3onacHOCTb



MHdopMauuu, NnpegycmaTpuBatowme 6J1OKMPOBaHNE AOCTYNA K CPEACTBY BbIUUCAUTENIbHOW TEXHUKM U
(Mnn) MHPopmauym, aBTOMaTUYECKOE BOCCTAHOB/IEHME NAaPaMETPOB HAaCTPOWKM UK Apyrue AeiCTBuUA,
NPenATCTBYIOLLME HECAHKLUMOHUPOBAHHOMY AOCTYNY K MHPOPMALMKN, KOTOPbIA MOKET BbITb MNOAyYeH
BC/1IeACTBME HECAHKLMOHNPOBAHHOIO M3MEHEHMS NapaMeTPoB HaCTPOMKMY;

4) B UHGOPMALMOHHON cucTeMe A0/KHO obecneynBaTbCs UCMOb30BaHWE CPEACTB aBTOMATU3aLMK
AN VMHCTAaANAUMM U LLEeHTPANIM30BaHHOMO YNpaBieHMA NPOLLECCaMM MHCTANNALUKU, B TOM 4Yucne C
NpPUMeHeHNEM NaKeTOB COOTBETCTBYIOLWMX ANCTPMOYTMBOB NporpammHoro obecneyeHus.

CopeprkaHue 6a3oBoii mepbl ONC.2:

Mepa 3awmTbl Knacc 3awmuieHHocTM MHGOPMaLMOHHOM CUCTEMDbI
nHdopmaumnu 4 3 2 1
onc.2 + +
Ycunenue ONC.2 1

Onc.3 YCTAHOBKA (MHCTANNAUUA) TONbKO PA3PEWLEHHONO K WCNOJ/Ib3OBAHUIO
NPOrPAMMHOIO OGECNEYEHUA U (M/1N) EFO KOMMNOHEHTOB

Tpe6oBaHua K peanusauumn OMNC.3: OnepaTopom A0KHaA BbITb 0becrneyeHa ycTaHOBKa (MHCTannAUmS)
TO/IbKO Pa3peLleHHOro K UCN0/1b30BaHUO B MHGOPMALMOHHOM cUCTEME NPOrpammHoro obecneveHums
n (UNnN) ero KOMNOHEHTOB.

YcTaHOBKa (MHCTannauma) B MHGOPMaLMOHHOW cucTeMe nNporpamMmHoro obecneyeHus (suga, Tuna,
Knacca nporpammHoro obecneveHmsa) n (MaK) ero KOMNOHEHTOB OCYLLECTB/IAETCA C YYEeTOM NepeyHs
nporpamMmHoro obecrneyeHns u (UAM) ero KOMMNOHEHTOB, Pa3pPeLUEHHbIX ONepaTopoM K YCTaHOBKe
(«benbln cnMcoKk»), n (Mnn) nepedyHem nporpammHoro obecneyeHnss M (MAn) ero KOMMOHEHTOB,
3anpeLlleHHbIX OnepaTopoM K YCTaHOBKe («4YepHblit CNMCOKY). YKa3aHHble nepedyHu nporpammHoOro
obecneyeHna M (MAKM) ero KOMMOHEHTOB pa3pabaTbiBaloTcA ONepaTopom AnAa MHOOPMALMOHHOW
CUCTEMbI B LLEJIOM MW ONSA BCEX €e CEerMEHTOB WM YCTPOWCTB B OTAENbHOCTM U GUKCUpYOTCA B
OpPraHM3aUMOHHO-PACNOPAANTENBHON  OOKYMEHTauuMM onepaTopa nNo  3awute WHPopmauum
(mokymeHTUpYtOTCA).

YcTaHoBKa (MHCTannAuma) B MHGOPMALMOHHOM cUCTEME MpPOrpaMMHOro obecneyeHua u (uaum) ero
KOMMOHEHTOB A,0/1XKHa OCYLLECTBAATLCA TO/IbKO OT MMEHM agMUHMCTPaTOpa B cooTBeTcTBMM ¢ YTA.5.

Onepatopom [ONXKeH obecneumBaTtbcA nepuoanyecKuni KOHTPO/Ib YCTaHOBNEHHOIo
(MHcTannnpoBaHHOro) B MHbOOPMALMOHHON cucTemMe nporpammHoro obecneyeHus Ha npegmet
COOTBETCTBMA €ro nepeyHio NporpammHoro obecneyeHna, paspelleHHOMY K YCTaHOBKe B
MHPOPMALMOHHON cucTeme B cooTBeTCTBMM € AH3.4, a TaKkKe Ha NpeAMeT OTCYTCTBUA MPOrpamMHOro
obecneyeHwna, 3anpeLLeHHOro onepaTopom K YCTaHOBKe.

TpeboBaHua K ycunenuio ONC.3:
He ycTtaHoBAEHbI.

CopepxkaHue 6a3osoit mepbl OMNC.3:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
MHbopMaLnn 4 3 2 1
onc.3 + + + +
Ycunenune OMNC.3

OncC.4 YNPABNEHUE BPEMEHHbIMU ®AWNNAMWU, B TOM YUCNE 3AMNPET, PA3PELLUEHME,
NEPEHAMPABJ/IEHUE 3ANMUCH, YOANEHUE BPEMEHHbIX ®AAN0B



Tpe6oBaHua K peanusauymm OMNC.4: B uHPOpMaLMOHHON cuUCTEME [OJKHO OCYLLECTBAATHCA
ynpasneHue BpemeHHbIMK daiinamm, B TOM YMC/e 3anpeT, paspeLleHmre, nepeHanpasaeHne 3anucu,
yAaneHve BpemeHHbIx painos.

YnpasneHve BpemeHHbIMM dafamu  [OMKHO obecneynBatb MNepexsBaT 3anuUcu  BpPeMeHHOM
MHbopMauun B ¢aiisibl Ha CUCTEMHOM (3arpy304HOM) pasgene MalNHHOIO HocuTena MHdopmaumm
CPeACTBA BbIMMCAUTENbHOM TEXHUKU M ee NepeHanpaB/ieHne B onepaTUBHYIO NamMATb U (M1K) B Apyroun
pasgen MallMHHOro HocuTens MHPOPMAaLLMK C MocaeayoLWwen OYNCTKON (CTupaHMeMm).

Onepatopom Ao0/KeH b6bITb onpeaeneH U 3adUKCMPOBAH B OPraHM3aLMOHHO-pacnopsaaUTeIbHOM
OOKYMEHTauMM Mo 3awmuTte WHPopmaumm (3a40KYMEHTMPOBAH) MNOPAAOK OYMCTKM (CTMpaHuA)
BpeMeHHbIx $annos.

TpeboBaHua K ycuneHuio ONC.4:
1) B UHGOPMALIMOHHOM CUCTEME [I0/IXKHbI OCYLLECTBAATLCA:
a) KOHTPOJIb AOCTYMa K BPpeMeHHbIM daitnam;
6) yaaneHue BpemeHHbIX Gpalinos No 3aBeplueHnn ceaHca paboTbl C HUMUN.

CopeprKaHue 6a3oBoii mepbl OMNC.4:

Mepa 3awmTbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM CUCTEMDBI
nHpopmauum 4 3 2 1
onc.4
YcuneHue OMNC.4

3.4. 3awmnTa MaWmnHHbIX Hocutenen uHpopmauyum (3HWU)
3HWU.1 YYET MALLUMHHbIX HOCUTENEA UHOOPMALUU

TpeboBaHna K peanusaumm 3HWU.1: Onepatopom Ao0/KeH ObiTb obecrneyeH y4yeT MaLLUMHHbIX
HocuTenen nHbopmaLnmn, NCNosIb3yemMbiX B MHPOPMALMOHHOM cucTeme ana XpaHeHns n ob6paboTku
MHbopmauuu.

YueTy noanexar:

® CbeMHble MallMHHble HoCuTeNn MHbopmaunn (Gasl-HaKonMTenu, BHELWHME HAKOMUTENU Ha
YKECTKUX ANCKAX U UHbIE YCTPOWCTBA);

® MOPTaTMBHbIE BbIYMCAUTENbHbIE YCTPOWUCTBA, MMEIOLLME BCTPOEHHbIE HOCUTENN MHOPMaLUK
(HOyT6yKM,  HeTOyKM, nNAaHWeTbl, coToBble  TenedoHbl,  UUPPOBbIE  Kamepbl,
3BYKO3aMNuCblBaloLLMe YCTPONCTBA U UHblE aHANOMMYHble NO GYHKLMOHANbHOCTU YCTPOMCTBA);

®  MalUMHHble HOCUTENM WHGOPMAaLMKU, BCTPOEHHbIE B KOPNYyC CPeACTB BblYMCAUTENbHOM
TEXHUKM (HAKOMUTENN HA }KECTKUX AMCKaX).

YyeT MaWuHHbIX HOcuTenen MHOOPMALMU BKAKOYAET NPUCBOEHWE PErncTPauMOHHbIX (YY4eTHbIX)
HOMEpPOB HocuTenam. B  KauyecTBe perncTpaumMoHHbIX HOMEPOB  MOTYT  WMCMO/1b30BaTbCA
naeHTUOUKaLMOHHbIE (CEPUMHbIE) HOMEPA MALLMHHbIX HOCUTE/Ieil, NPUCBOEHHbIX NPOU3BOAUTENAMM
3TUX MaLUUHHBIX HOoCcUTeNen MHGopmaunmn, Homepa MHBEHTAPHOrO y4eTa, B TOM YNCNE MHBEHTApPHbIE
HOMepa TEXHUYECKUX CPeaCcTB, MMEIOLLMX BCTPOEHHbIE HOCUTENM MHPOPMALIUK, N MHbIe HOMepa.

YyeT cbeMHbIX MaLLMHHbIX HocuTene MHPopmMaLMm BEAETCA B XKyPHaANaxX ydeTa MalUMHHbIX HocUTenemn
nHpopmaymu.

YyeT BCTPOEHHbIX B NOPTATUBHbIE UAN CTaLMOHapPHble TeXHUYECKMe CpeacTBa MALLIUHHbBIX HocuTenemn
MHdJOpMaLI,MM MOXeT BeCTUCb B XYPHanax MaTepunasibHO-TEXHUYECKOTo Yy4yeTa B COCTaBe
COOTBETCTBYHOLUNX TEXHUYECKUX CpeacTs. I'IpM ncnonb3oBaHNMM B COCTaBe OOHOIo TeEXHUYECKOro
cpeactea I/IH(bOpN\aLI,MOHHOI‘/JI CNCTEMDI HECKOJIbKUX BCTPOEHHbIX MALUNHHbIX HocuTenem MHd)OpMaLI,VIM,



KOHCTPYKTMBHO 06begMHEHHbIX B e4MHbIA pecypc AAs XpaHeHua WHPOopmMauuK, AOoMnycKaeTcs
NpUCBOEHME PErUCTPALMOHHOIO HOMEPA TEXHUYECKOMY CPEACTBY B LLE/IOM.

PerncrpaumoHHble AN MHble HOMEpPA NOAJEXKAT 3aHECEHMIO B XKYPHA/Ibl y4eTa MaLLMHHbIX HOCUTe el
MHOOPMALUMM MM KypHaNbl MaTepuanbHO-TEXHUYECKOrO y4yeTa C YKasaHWem Mo/b30BaTens Mau
rpynnbl NO/b30BaTe/Iel, KOTOPbIM paspeLleH AOCTYN K MaLIMHHbIM HOCUTENAM MHOPMaLUU.

PasgenbHOMY y4yeTy B XKypHanax y4veTa MOANENKAT CbeEMHble (B TOM 4MC/ie MOPTaTUBHbIE)
nepesanuncbiBaemble MallMHHble HocuTenn uHbopmauum (Ppsw- HAaKOMUTENU, CbEMHbIE MKECTKue
ONCKN).

Tpe6oBaHua K ycunenuio 3HU.1:

1) onepaTopom obecneuymBaeTca MapKMPOBKA MaLLMHHbIX HOcuTenel uHpopmauum (TEXHUYECKUX
CpeAacTB), AONO/MHUTENIbHO BK/OYAOLLAN:

a) MHPOPMALMIO O BO3MOXKHOCTU UCMOIb30BAHUA MaLLMHHOIO HocuTens MHGopmaLumm BHe
MHOOPMALMOHHOW CUCTEMDI;

6) MHPOPMALMIO O BO3MOMHOCTM MCMONb30BAaHMA MALWHHOMO HOCUTENA MHbopmaummn 3a
npeaenamm KOHTPOAMPYEMOI 30HbI (KOHKPETHbIX NOMELLLEHWI);

B) aTpMbyTbl 6€30MacCHOCTH, YKa3blBaloLWMe HAa BO3MOXKHOCTb UCMOb30BaHWUA 3TUX MALLUMHHbIX
HocuTeneln nHpopmaumm ona 06paboTKM (XpaHeHMA) COOTBETCTBYIOLMX BUAOB MHPOPMALMK;

2) onepatopom obecneymMBaeTcd MapKMPOBKA MALUMHHbIX HocuTenen MHGoOPMaUMK (TEXHUYECKMUX
CPeAcCTB), AOMNONHUTE/IbHO BK/lOYAlOWAA HEOTTOPraemMyto LMppoBY0 METKY HocuTens nHdopmaumm
ANnA obecneyeHns BO3MOXKHOCTM pacno3HaBaHMA (MAEHTUOMKALMM) HOCUTENSA B CUCTEMAX YNPABAEHUA
AOCTYNnom;

3) onepaTtopom obecneunBaTbCd MapKMPOBKA MALUMHHbIX HOocuTenen MHGopMaunn (TEXHUYECKMX
CPeAcTB), OOMNONHWUTENbHO  BK/AOYAKOWAA  WMCMNO/Jb30BaHME  MEXaHW3MOB  pacrno3HaBaHMSA
(maeHTUdPMKaLMM) HOoCUTENA MHPOPMALIMM MO €ro YHUKaNbHbIM GUINYECKUM XapaKTEPUCTUKAM.

CopepxkaHue 6a3oBoit mepbl 3HN.1:

Mepa 3awwmThbl Knacc 3awmuweHHOCTY MHGOPMaLMOHHOM CUCTEMDI
nHbopmaumm 4 3 2 1
3HN.1 + + + +
YcuneHue 3HU.1 1a 1a, 16

3HW.2 YONPABNEHUE AOCTYNOM K MALUMHHBIM HOCUTENAM UHOOPMALIMA

Tpe6oBaHuA K peanunsauum 3HU.2: OnepaTtopom A0MKHbI 6bITb peann3oBaHbl cieayolime GyHKLUK
no ynpaBaeHU  O0CTYyNOM K MaWWUHHbIM  HOCUTENIAM VIHd)OpMaLI,MVI, ncnonbsyembim B
MHPOPMALMOHHON cUCTEME:

® onpeaeneHune JONXKHOCTHbIX nnl, MmerLwnx (I)M3W-IECKMI‘;1 A0CTYyNn K MalWWMHHbIM HOCUTENAM
MHd)OpMaLI,MM, a MMEHHO K chegyroLwnm:

® CbEéMHbIM MAWWUHHbIM HOCUTENAM MHd)OpMaLI,VIM (d)ﬂaLLI-HaKOFIVITe}'IM, BHELUHWE HaKonutenun
Ha XXeCTKNX ANUCKAX U UHblE YCTpOﬁCTBa);

® MOPTaTMBHbIM  BbIYMCAUTENbHLIM  YCTPOWCTBaM, WMEIOWMM  BCTPOEHHble  HOCUTenu
nHbopmauum (HOyTOYKM, HETOYKWU, MnnaHLWeTbl, coToBble TenedoHbl, LMPPOBble Kamepbl,
3BYKO3aMucbIBatoLLMe YCTPOMCTBA U UHbIE aHANOTUYHbIE NO PYHKLMOHANIbHOCTU YCTPOMCTBA);

® MAWWMHHbIM HOCUTENAM VIH(I)OpMaLI,VIM, CTaUMOHAPHO YyCTaHaB/IMBaeEMbIM B KOpMnycC Cpeacts
BbIYNCANUTENBHON TEXHUKMU (Hanpmmep, HaKoNMnUTennm Ha XXeCTkmnx LI,MCKaX),'



e npepocTasneHne GU3NYECKOro A0CTyNa K MalMHHbIM HOCUTENAM MHPOPMALIUKN TONbKO TEM
nuam, KOTOpbIM OH Heobxoaum ANs BbIMNOJIHEHMA CBOMX AOJIMKHOCTHbIX 06A3aHHOCTEMN

(dyHKUMR);

MpaBuna u npouegypbl AOCTyNa K MaLMHHBbIM HOCUTENAM MHPOPMALMUKN pernaMeHTUpyoTca B
OpPraHM3aLMOHHO-PaCNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awute MHGopmaumu.

Tpe6oBaHua K ycunenuto 3HNU.2:

1) npymeHeHWe aBTOMaTM3NPOBAHHOW CUCTEMbI KOHTPO/IA GU3NYECKOrO 4OCTYNa B NOMELLEHUA, B
KOTOPbIX OCYLLECTBNIAETCA XPaHEeHME MALLUHHbIX HocuTene MHPopmauuu; 2) oneyaTbiBaHME Kopnyca
CPeACTBa BbIYMC/IUTENIbHOM TEXHUKM, B KOTOPOM CTaLlMOHAPHO YCTaHOB/IEH MALIMHHBIN HOCUTENb
nHdopmaumu; 3) B MHGOPMALMOHHOW cUCTEME A0IKHO obecneunsaTbca NPUMeHeHne
NpPOrpaMmHbIxX (MPOrPaMMHO-TEXHUYECKMX) aBTOMATU3MPOBAHHbIX CPEACTB YNpaBaeHUs GpU3NYECKUM
AOCTYNOM K MALLUMHHbIM HOCUTENAM MHPOPMaLnn; 4) KOHTPOb GU3NYECKOro AOCTYNa ANL, K
MaLUMHHbIM HOCUTENIAM MHPOPMALLUM B COOTBETCTBUM C aTpmnbyTammu 6esonacHoCTy,
YCTaHOB/IEHHbIMM A1A 3TUX HOCUTENEN.

CopepkaHue 6a3oBoit mepbl 3HN.2:

Mepa 3aWwmnTbl Knacc 3awwmieHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmauun 4 3 2 1
3HU.2 + + + +
YeuneHue 3HU.2

3HW.3 KOHTPO/Ib MEPEMELLEHMA MALUUHHbIX HOCUTENEA WHOOPMALMWU 3A MPEAE/NbI
KOHTPO/INPYEMOW 30HbI

TpeboBaHua K peanusauyumn 3HNU.3: Onepatopom AosKeH obecneymBaTbCa KOHTPOIb NepemMeLleHmnn
NcnosibdyemMbix B MHOOPMALMOHHOM CUCTEME MALUMHHbIX HOocuTenen uMHOopmauum 3a npegensbl
KOHTPOMPYyeMOM 30HbI. MNpn KOHTPOIe NepemeLLeHNA MANHHbIX HocuTenen HGopmaLumm LOKHbI
OCYLLECTBNATLCA:

e onpeaeneHue AONKHOCTHbBIX L, MMEIOLWMX NPaBa Ha NepemMeLLeHNe MaLLUMHHbIX HocuTenewn
NHdOopMauMn 3a Npeaenbl KOHTPOANPYEMO 30HbI;

® npeaocTaB/eHMe NpaBa Ha NepemeLleHME MALWMHHbIX HocUTenel nHdopmaLmm 3a Nnpeaensl
KOHTPO/IMPYEMOW 30HbI TO/IbKO TEM NIML,AM, KOTOPbIM OHO HEo6X0AMMO ONA BbIMOAHEHUA
CBOWX [O/I}KHOCTHbIX 06A3aHHOCTElN (PyHKUMN);

® y4yeT nepemellaeMblX MaLIMHHbIX HOCUTENen MHbopmaLmmn B cooteeTcTemm ¢ 3HN.1;
® MepuogmMyeckas NpoBepKa HaMUNA MALLMHHbBIX HOCUTenel nHdopmauun.

Mpasuna W npoueaypbl KOHTPOAA MNepeMelleHUA MaWMUHHbIX  HocuTene  uMHbopmaumm
pernameHTUpPYIOTCA B OpPraHU3auMOHHO-PAcNoPAAUTENbBHBIX AOKYMEHTax onepaTtopa no 3alwuTe
MHbopMauuu.

TpeboBaHua K ycunenuio 3HNU.3:
1) onepaTtopom MHOPMALMOHHOM CUCTEMbI ONpeaenaTca 3a4a4n (BUabl AeATeNbHOCTU, GYHKUMN),

ANA peleHns KOTopbIX He0bXoAMMO NepemelLeHe MaWWHHBIX HocuTenen nHdopmaumm 3a npegensi
KOHTPOJIMPYEMOW 30HbI;

2) NpYMeHeHMe B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit depepaumm Kpuntorpadpuyeckmnx
MEeTOA0B 3aLLMTbl UHPOPMALMK, XPAaHUMOM Ha HOCcKTesle, NPU NepemeLL,eHMM MALLMHHBIX HocuTenei
MHopMauun 3a npeaesbl KOHTPOIMPYEMO 30HbI;

3) onepaTopom onpeaenseTca AO/IKHOCTHOE /ML, OTBETCTBEHHOE 3a MepemelleHne MalUMHHbIX
HocuTenen nHdopmaunu;



4) onepaTtopom MHPOPMALMOHHONM CUCTEMbI OCYLLECTBAAETCA Nepuoamnyeckas npoBepKa MallNHHbIX
HocuTenei MHGopMaLMKM Noc/e UX BO3BPaTa B Npeesibl KOHTPOMPYEMO 30HbI.

CopeprKaHue 6a3080ii mepbl 3HWU.3:

Mepa 3awmTol Knacc 3alwmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
3HW.3
Ycunernune 3HNU.3

3HN.4 UCKNIOYEHUE BOSMOXKHOCTH

HECAHKLMOHUPOBAHHOIO O3HAKOM/EHWA C COAEPKAHUEM MH®OPMALIUU, XPAHALLIENCA
HA MALLUWHHbIX HOCUTENAX, U (MUIN) UCNONb30OBAHUA HOCUTENEN UHOOPMALIUU B UHBIX
MHO®OPMALIMOHHbLIX CUCTEMAX

Tpe6oBaHua K peanusaumm 3HWU.4: OnepaTtopom A0/MKHO obecneumBaTbCs  UCKAOYEHME
BO3MOHOCTWN HECAaHKLMOHMPOBAHHOIO 03HAKOMJ/IEHUA C coAepKaHMeEM MHPOpPMALMN, XPaHALLENCS
Ha MaLWUHHbIX HOocUTenax, W (MAM) UCnoNb3oBaHUA HocuTenel uHPopmauuM B UHbIX
MHPOPMALMOHHbBIX CUCTEMAX.

MNcKNoYeHne BO3MOXKHOCTU HECAaHKLMOHMPOBAHHOIO 03HAaKOMJIEHUS C cofepyKaHuem nHpopmaumm,
XpaHALWeNca Ha MaWWHHbBIX HOCUTeNsx, U (MaM) UCNoNb30BaHMA HOCUTeNel UHPOPMALUN B UHbIX
MHPOPMALMOHHBIX CUCTEMAX AOJIKHO NpeaycMaTpmBaTh:

e onpegeneHne TUMNOB MalUMHHbIX HOcuTenel uHPopmauuu, NoanexKalwux XPaHeHUo B
NMOMELLLEHUAX, CMeumasbHO npeaHasHaYeHHbIX A5 XPaHEeHMA MAaLWWHHbBIX HOCUTeNewn
MHbOpPMaLUUM (XpPaHUAULLE MALLNHHbIX HOCUTeNel uHdopmauum);

e  (GU3NYECKMI KOHTPONb M XPaHEHME MALUMHHbIX HocuTesnen MHPopMauun B MOMELLEHUAX,
cneumanbHO MNpegHasHauyeHHbIX ANA XPaHEeHUs MalUMHHbIX HocuTenel uHbopmaumm
(XpaHWAMLLE MALWMHHbIX HOCUTENEN MHPOPMALUK);

®  33WMTa MAWWHHbLIX HOCUTENE MHPOPMALMN 00 YHUUTOXKEHUA (CTUPAHUA) C HUX OAHHbIX U
oCTaTo4HoMi MHopmaumm (MHGOPMaLMK, KOTOPYHO MOMKHO BOCCTAHOBWUTbL MOC/E YOANEeHUsA C
MOMOLLbIO HELITATHbIX CPEACTB MU METOAO0B) C UCMOJ/Ib30BAaHWEM CPEACTB CTUPAHUA AAHHbIX U
OCTaTOYHOM MHPOPMALUK.

Mpasuna v npouenypbl ynpaBaeHWA, HanpaBieHHble Ha WCKAKYEeHMEe HeCaHKUMOHWPOBAHHOIO
O3HaKOM/IEHNA C codeprKaHnem MHd)OpMaLI,MVI, XpaHﬂMEVICH Ha MaWWHHbLIX HOCUTENAX, U (VII'IVI)
NCNO/b30BaHNA HOCUTENEMN MHd)OpMaLI,MM B UHbIX MHd)OpMaLI,MOHHbIX CUCTEMAX, PernameHTUpPyYyroTCA B
OpraHn3auMOHHO-pacnopAanNTENbHbLIX AOKYMEHTAxX onepaTtopa no 3auuTe VIHd)OpMaLI,MVI.

Tpe6oBaHua K ycunenuio 3HNU.4:

1) onepaTopom [AOSXKHbI NPUMEHATBCA CPEACTBA KOHTPOAA CbEMHbIX MALIMHHBIX HOcUTenewn
nHpopmaymu;

2) onepaTtopom A0JIKHbI TPUMEHATLCA B COOTBETCTBMM C 3aKOHOAaTeNbCTBOM Poccuitickoin ®epepaumm
KpunTtorpadmyeckme metoabl 3awmTbl MHGOPMALUKM, XPAHALLENCA HA MALWWHHBIX HOCUTENAX;

3) onepaTopom A0JIKeH BbITb ONpeaesieH nepedb MalMHHbIX HoCUTelel MHGOPMaLUK, NOANEKALNX
XPaHEHWIO B MOMELLEHUAX, CNELMANbHO NpeAHa3HaYeHHbIX A/ XPAaHEeHWA MALLMHHbLIX HOcuTenein
MHbOPMaLUK (XpPaHUAKLLE MALLMHHBIX HOCUTeNe MHbopmMauun).

CopeprkaHue 6a30B0ii mepbl 3HWU.4:

Mepa 3almnTbl Knacc 3awmueHHoCcTU MHGOPMaLMOHHOM CUCTEMBI

MHbOPMaLuu 4 | 3 | 2 1




3HN.4

Ycunenue 3HN.4

3HW.5 KOHTPO/1b UCMO/1Ib3OBAHUA UHTEP®ENCOB BBOJA (BbIBOAA)

Tpe6oBaHua K peanusauunmn 3HN.5: B MHPopMaLIMOHHOM cUCTEME AO/KEH OCYLLLECTBAATLCA KOHTPOb
MCNosib30BaHUA UHTepdelicoB BBOAA (BbiBOAA).

KoHTponb wucnonb3oBaHUA (paspelleHne uAM 3anpeTt) uHTepdencoB BBoAa (BbiBOAA) AOJXKEH
npeaycmaTpusatb:

e onpegeneHne onepatopom MHTepdencos cpeacTs BbIYUCAUTENLHOM TEXHUKN, KOTOPbIE MOTYT
MCNoNb30BaTbCA ANA BBOAA (BbiBoAA) MHDOPMALIMK, paspeLleHHbIX U (MAn) 3anpeLleHHbIX K
MCNONb30BaHWUIO B UHPOPMALIMOHHOM cUCTEME;

e onpeaeneHve onepaTopom KaTeropuit nonb3oBaTesei, KOTOpbIM NpeaocTaBAeH AoCTyn K
paspeLleHHbIM K UICNO/b30BaHMIO MHTepdeicoB BBOAA (BbIBOAA);

® MPUHATME MEP, UCKNIOYAIOLWMX BO3MOXHOCTb MCMO/Ib30BaHUA 3anpelleHHbIX MHTepdeicos
BBOAa (BbIBOAA);

®  KOHTPOJIb AOCTYNa No/sib30BaTesIel K paspelleHHbIM K UCMO0/b30BaHNI0 UHTepdeicoB BBOAA
(sbiBOAA).

B KauyecTBe mep, MCKAOYAIOLWMX BO3MOXHOCTb MCNO/Ib30BaHMA 3anpelleHHbIX UHTepdelicoB BBOAa
(sbiBOAA), MOTyT MPUMEHATLCA: onevyaTbiBaHWe WHTepdeicoB BBOAa (BbIBOAA); MCNO/b30BaHUE
MEeXaHUYEeCKMX 3anupatowmx YCTPOMNCTB;, YyAaneHue ApalkisepoB, obecneumsatowmx paboty
uHTepdelicos BBOAA (BbIBOAA);

NPMMeHEHWe CPeacTs 3almMTbl  MHbOPMauMM, obecneunBalolmMx KOHTPO/b WCMOJb30BaHMUA
nHTepdelicos BBOAA (BbiBOAA).

Mpasuaa 1 npoueaypbl KOHTPO/IA UCMO/b30BaHUA NHTepdENCoB BBOAA (BbIBOAA) perfiameHTUpyoTca
B OpraHM3aLMoHHO-PacnopaAanTE/IbHbIX AOKYMEHTax onepartopa no 3awmre nHbopmaumu.

TpeboBaHua K ycunenuio 3HNU.5:

1) B WHPOpPMAUMOHHOW cuUCTeMe [JO/IKHA 6blTb obecneyeHa pervcTpaums  MCNosab3oBaHMUSA
nHTepdeiicos BBoAa (BbiBOAa) B cooTBeTCTBUM C PCB.3;

2) onepatopom obecneynmBaeTca KOHCTPYKTMBHOEe (pM3MuyecKkoe) WCKAOUEeHWE W3  CPeAacTBa
BbIYUCANTENBHON TEXHUKK 3aMNpeLLEeHHbIX K MCNO0/b30BaHMIO MHTepdelicoB BBOAA (BblBOAA);

3) onepatopoMm WHPOPMAUMOHHOM cucTembl obecneuymBaeTca NPOrpamMmHOEe  OTK/AKOYEHUe
3anpeLLeHHbIX K MICNoab30BaHMI0 MHTepdeincoB BBoAa (BbiBOAA).

CopeprkaHue 6a30B0ii mepbl 3HWU.5:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpMaLMOHHOM CUCTEMDBI
nHpopmaymm 4 3 2 1
3HW.5 + +
Ycunenue 3HN.5 1

3HWU.6 KOHTPOJ1b BBOAA (BbiBOAA) UHOOPMALUUN HA MALLUVUHHbBIE HOCUTESIU UHOOPMALUU

Tpe6oBaHuA K peannsaumnm 3HN.6: B MHOOPMALMOHHOM CUCTEME AO0/KEH OCYLLECTBAATLCA KOHTPOb
BBOZAa (BbIBOAA) MHOOPMALMM Ha MALLUWHHbIE HOCUTENN UHPOPMaLMN.

KoHTponb BBOAAa (BblBO4A) WHPOPMAUMM Ha MalWWHHbIE HOCUTENM WHOOPMAaUWUU  AO/KEH
npeaycmaTpuBarth:



e onpeaeneHve onepaTopom TUNOB HocuTenel nHdopmaumm, seog (BbiBoa) MHGOPMALUM Ha
KOTOpble MOANEKUT KOHTPOAIO;

e onpegeneHne OMepaTopoM  KaTeropuin Mnosib3oBaTesiel, KOTOPbIM  NpeaoCcTaB/eHbl
NnoJIHOMOYMA Mo BBoAy (BbiBOAY) MHGOPMALMM HA MALUMHHbIE HOCUTENN B COOTBETCTBUM C
yna.2;

e 3anpet gencteuit no BBoAy (BbiBOAy) MHPOpPMaUMM ANA MNOMb30BaTENEN, HE WMEOLLUX
No/sIHOMOYMIA Ha BBOA, (BbiBOA) MHPOPMALMM Ha MalLUMHHbIE HOCUTeAn MHbopMaLuMK, M Ha
HoCUTENIM MHPOPMaLMK, Ha KOTopble 3anpelleH BBog, (BbiBoa) MHbOpMaLmMK;

e peructpauua AencTBuiA Mosib3oBaTesield U cobbITMt No BBOAY (BbiBOAY) MHPOPMAUMKM HA
MALUMHHble HOCUTENN MHPOPMaLmn B cooTBeTcTBum ¢ PCB.3.

MpaBuna M npoueaypbl KOHTpons BBoga (BbiBOAa) WMHOOPMAUMM Ha MaLUMHHbIE HOCUTENM
MHOPMaUUN PErNaMeHTUPYIOTCA B OPraHM3aLMOHHO-PaCcNoPAAMTE/IbHBIX JOKYMEHTax onepaTopa no
3awmTe nHdopmaumu.

Tpe6oBaHua K ycunenuto 3HU.6:

1) B MHOOPMALMOHHOW CUCTEME AO0/KHA CO34aBaTbCA Konua WMHGOPMaLMK, 3anucbiBaemow
No/1b30BaTENIAMM Ha CbEMHbIE MaLMHHbIE HOCUTENN MHOPMALMK (TEHEBOE KONUPOBaHUE);

2) onepaTtopom AO/KHbI MPUMEHATbLCA CPeACTBa KOHTPONA MOAKAOYEHMA CbEMHbIX MaLUMHHbIX
HocuTenen nHdopmaunu.

CopeprkaHue 6a30B0ii mepbl 3HWN.6:

Mepa 3awWmTbl Knacc 3awmuweHHOCTU MHGOPMaLMOHHOM CUCTEMDI
nHbopmaumun 4 3 2 1
3HW.6

Ycunenune 3HN.6

3HW.7 KOHTPO/1b NOAK/MOYEHMA MALLUWHHBIX HOCUTENENA UHOOPMALUN

Tpe6oBaHusA K peanusaumnmn 3HN.7: B HPopmaumoHHONM cucteme AoNKeH obecneynBaTbC KOHTPONb
NOAK/OYEHNA MALLUUHHBIX HOCUTeNen MHGopMaLun.

KOHTpO/1b NOAKAOYEHNA MALLUMHHbIX HocuTenemn MH(I)OpMaLl,VIM AONIXKeH npegycMmaTpuBaThb:

e onpegeneHue OMNepaTtopom TWUMNOB HocUTenel WHOOPMaLWMM, MNOAKAIOYEHWE KOTOpbIX K
MHPOPMaLMOHHOM cucTeme paspelleHo B cooTeeTcTeum ¢ YIMA.2;

e onpegeneHne OMepaTopoM  KaTeropuin Mnosb3oBaTesiel, KOTOPbIM  NpeaoCTaB/eHbl
NOJIHOMOYMA NO NOAKMOYEHWNIO HOCUTENEN K MHOOPMALIMOHHOM CUCTEME B COOTBETCTBUM C
yna.2;

®  3anpeT nogKknt4vyeHuA HocuTenemn MHd)OpMaLl,MM, noAKNKOYEHNE KOTOPbIX K MHd)OpMaLl,MOHHOﬁ
CncTteme He pa3pelleHo;

® pernctpaumns AencTBuin nonb3oBaTesieit U cobbiTUii MO NOAKAOYEHUIO K MHOOPMALNOHHOM
cucteme Hocuteneit B cootsetctamm ¢ PCB.3.

MpaBuaa M npoueaypbl  KOHTPOAS  MOAK/AIOYEHMA  MALIMHHBLIX  HOcUTenel  WMHdopmaumm
PEernameHTUPYIOTCA B OPraHU3aLMOHHO-PACNOPAANTENbHBIX AOKYMEHTAax onepatopa Mo 3aluTe
nHpopmaymu.

Tpe6oBaHusa K ycunenuio 3HNU.7:

1) onepatopom AO0/1KeH obecneunBaTtbca KOHTPO/Ib NOoAKNKYEHUA MALIUHHbIX HocuTenemn
MHdJOpMaLI,MM C MCcno/sib3oBaHMEM CpeacTB KOHTPONA NOAKNOYEHNA CbEMHbLIX MalUMUHHbBbIX HocuTenemn



MHPOPMaLMKM, NO3BONAIOWMX YCTaHaBAMBATb pa3pelleHHble U (MAKn) 3anpelleHHble TUMbl U (1K)
KOHKpPETHble CbeMHble MalluUHHble HocuTenun uHGopMauMM ANA  PasNMYHbIX  KaTeropuii
no/sib3oBaTeneu;

2) 3anpeT NoAKAYEHUA K MHPOPMALIMOHHOM CUCTEME HOCUTENIeN NONb30BaTENAMU, HE UMEIOLWLMMU
NOJIHOMOYMIN Ha NOAK/IOMEHME HOCUTENEN.

CopeprkaHue 6a3oBoii mepbl 3HU.7:

Mepa 3aWwmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm 4 3 2 1
3HW.7

Ycunenue 3HN.7

3HU.8 YHMYTOXKEHUE (CTUPAHUE) UHOOPMALIMNM HA MALLUUHHbIX HOCUTENAX MPU UX
NEPEAAYE MEXAY NOJIb3OBATE/AMWU, B CTOPOHHUE OPTAHU3AUMU ANA PEMOHTA UNU
YTUNU3ALUU, A TAKKE KOHTPO/Ib YHUYTOXEHUA (CTUPAHUA)

TpeboBaHua K peanusauunun 3HU.8: Onepatopom J0MKHO 06eCcneymBaTbCA YHUUTOXKEHME (CTUPaHKeE)
MHOOPMALMM HA MALUMHHBIX HOCUTENAX MPU UX Nepedaye Mexay nosb3oBaTensiMu, B CTOPOHHME
OopraHvM3aumMmM AN PeMOoHTa WAM YTUAM3aLMM, a TaKXKe KOHTPO/Jb YHUUTOXKEHMA (CTUpaHus)
nHbopmaumu.

YHUUTOXEHME (CTUpPaHMe) MHPOPMALIMM Ha MALLMHHBIX HOCUTENAX AOJIKHO UCK/0YaTb BO3MOXKHOCTb
BOCCTAHOBJ/IEHUA 3aWMlLaemMoit MHbOpMaLMM MpU  nepefade MaLIUHHbIX HOCUTENEN MeKay
No/ib30BaTe/IAMN, B CTOPOHHWE OpraHU3aLMm g8 PEMOHTA UK YTUAN3ALUN.

YHUYTOXKEHUIO (CTUpPaHUIO) nognexkuT MHOopMaLMsA, XPaHAWaAAca Ha LMOPOBbIX U HeundppoBbIX,
CbeMHbIX M HECBEMHbIX MALIMHHbIX HOCUTENSAX MHOPMALUK.

Mpoueaypbl YHUUTOXKEHMA (CTUPaHUA) MHGOPMALMM Ha MALIMHHBIX HOCUTENAX, a TaKKe KOHTPOASA
YHUUTOXKEHUA (cTUpaHua) nHdopmaumm A0MKHbI 6biTb pa3paboTaHbl ONepaTopoM M BKAKOYEHbI B
OpraHM3aLMOHHO-pacnopAAUTENbHbIE JOKYMEHTbI NO 3aLuTe MHOPMaLMK,

Tpe6oBaHusa K ycunenuio 3HN.8:

1) onepaTopom A0MKHbl 6bITb 0becneyeHbl PErucTpaumsa U KOHTPOAb AEUCTBMIA MO yAaNeHuIo
3aLMLLAEMON MHPOPMALMN U YHUUTONKEHWNIO MALLMHHBIX HOcUTenel nHdopmaumm;

2) onepaTopom A0MKHbI NPOBOAMTLCA NEPUOANYECKas NPOBepPKa Npoueayp U TeCTUPOBaHME CPEACTB
CTUPaHNA MHGOPMALLMM M KOHTPOAA YaaNeHUa MHbopmaLmu;

3) onepaTopom nepes NoAKNOYEeHWEM K MHOOPMALMOHHOW cUCTemMe AOMKHO bbiTb obecneyeHo
YHUYTOXKEHME (CTUpaHUE) MHPOPMALMK C HOCUTENEN MHPOPMaLMK Nocie UX NpuobpeTeHns u npu
NEPBMYHOM MOAKAOYEHUM K MHOPOPMALMOHHOW CUCTEME, MNPU  WCNOMb30BAHUM B WHbIX
MHOOPMALMOHHBIX CUCTEMAxX, MpU nepegade AAA MNOCTOAHHOMO WCMNONb30BaHWMA OT OAHOMO
NnoAb30BaTeNA APYromy nosib30BaTeso, Noc/ae BO3BPaLLEHMS U3 PEMOHTA, a TaKXKe B UHbIX CAyYasnX,
onpeaensembix ONepaTopom;

4) onepaTopoM AO/MKHO 6biTb 0becneyeHO YHUYTOMKEHME MaLUUHHbIX HocuTenen MHdpopmaumu,
KOTOpble He MoAJ/iexKaT o4YMCTKe (HenepesanucbiBaemble MallMHHbIE HOCUTENU MHbOPMALUKM, TaKMe
Kak onTuyeckune amcku tuna CD-R);

5) onepaTopom L0KHbI TPUMEHATLCA CeAytoLLMe Mepbl MO YHUUTOXKEHUIO (CTUpaHUIO) nHdopmMaumm
Ha MaLMHHbIX HOCUTENSX, WCKAKOYaloWMe BO3MOMXKHOCTb BOCCTAHOB/IEHMA  3aLLMLLAEMOM
nHbopmauuu:



a) yaaneHue GanNoB WTATHbIMM  CPeACTBAMWU  OMEpPaLMOHHON cuctembl U (Man)
dbopmaTMpoBaHME  MALIMHHOFO  HOCUTeNns  MHbOpPMauuM  WTaTHbIMKM  cpeacTBamMu
onepauynoHHO cucTembl;

6) nepesanucb  yHWUYTOMKaembix  (cTMpaemblx)  dalinoB  cnyvyanHoit  ButoBoWM
nocnefoBaTe/IbHOCTbIO, yAaneHue 3anucu o daiinax, obHyneHue KypHana ¢annoson
CUCTEMbI UKW MOMHAs Nepe3anucb BCEro aApecHOro MpPoCTPaHCTBA MALIMHHOIO HOCUTENSA
nHpopmaymm cnyyamHom 6uToBOl nocie[0BaTeIbHOCTbIO c nocneayowmm
dopmaTtupoBaHumem;

B) OYMCTKa Bcero GM3MYeCcKoro NpPoCTPaHCTBa MAWMHHOMO HOoCUTEN MHbOPMaLUUK, BKAKOYas
COOMHbIE W pe3epBHble 3/IEMEHTbI MaMATM CMeuMann3mMpoBaHHbIMKU MPOrpammamn uam
YTUAUTAMM NPOU3BOANUTENS;

r) No/MHAaA MHOroKpaTHas nepes3anucb MaLWWHHOIO HOCUTENA MHbOPMaUMK crneunanbHbIMU
O6UTOBBLIMW NMOCNEA0BATENIbHOCTAMM, 3aBUCAWMMMU OT TUMA HAKOMUTENS M UCMOJIb3YeMOoro
MeToAa KoAMpoBaHMA WMHPOpPMALUMKM, 3aTEM OYMCTKA BCero (GU3MYECKOro NPOCTPaHCTBA
HaKonuTens, BKAOYasa COOMHble U pe3epBHble 3/1eMEHTbI NAMATU CMeunanmM3nMpPoBaHHbIMMU
nporpaMmmamu Uam yTuaMTamm nponsBoauTens;

[l,) pasmarHmnymBaHme mallMHHOIro HOCUTeENA MHd)OpMaLI,MM;

6) ¢M3M‘-IECKOE YHUYTOXEHNE MALWUMHHOIO HOCUTENA MH(I)OpMaLI,MM (B TOM Yyucne cxuraHue,
n3menbyeHue, nnasaeHune, pacwenneHmne, pacnbiieHne n p,pyroe).

CopeprkaHue 6a30B0ii mepbl 3HW.8:

Mepa 3awmTol Knacc 3awmweHHoCcTM MHPOpMaLMOHHOM CUCTEMBI
nHpopmauum 4 3 2 1
3HN.8 + + + +
Ycunenune 3HN.8 5a 1,56 1,58 1,2,3,5r

3.5. Peructpauma cobbitnii 6esonacHoctu (PCB)

3.5.1. PC6.1 OMPELENEHUE COBbITUA BE3OMACHOCTWU, MOANEMALLUMX PETMCTPALUMU, U
CPOKOB UX XPAHEHUA

Tpe6oBaHuA K peannsaumm PCB.1: OnepaTtopom A0KHbI 6bITh OnNpeaeneHbl cobbiTnA 6e3onacHoCTH
B MHOOPMALIMOHHON cUCTEME, NoA/eXKaLLME PEFUCTPALMMN, U CPOKM UX XPaHEHWUA.

CobbiTvas 6e3onacHoCTU, MoANe)KaliMe perucTpauum B WHPOPMAUMOHHOM CUCTEME, [O/KHbI
onpeaensaTbcaA C y4eTom cnocoboBs peannsaumm yrpos 6esonacHocTv 418 MHGOPMaLMOHHOMN CUCTEMBI.
K cobbITMAM 6e30NacHOCTM, NoAIEXKaLMM perncTpaumm B MHGOPMaLMOHHON cucTeme, A0NKHbI 6bITb
OTHeceHbl Ntobble NPOABAEHUA COCTOAHMA WMHGOPMALMOHHON CUCTEMbI M €€ CUCTEMbI 3aLlUTbI
MHPOPMaLMK, YKa3blBaloOLME HA BOSMOMKHOCTb HapyLIEHUA KOHPUAEHLUMANBHOCTH, LENOCTHOCTM UK
AOCTYMHOCTU UHPOPMALMKM, AOCTYNMHOCTM KOMMOHEHTOB MHGMOPMALMOHHOW CUCTEMbI, HapyLeHUn
npoueayp, YCTaHOBJIEHHbIX OPraHU3aUMOHHO-PACNOPAANTENbHBIMW OOKYMEHTaMM MO  3aluTe
MHPOPMaLUMKM onepaTopa, a TaKKe Ha HapyweHue LWTaTHOro GYHKUMOHUPOBAHMA CPeACTB 3aluUTbl
nHbopmaumu.

CobbITs 6€e30MacHOCTM, MoANeXalme pernctpauum B MHOOPMALMOHHON CUCTEME, U CPOKU MX
XPaHeHWUA COOTBETCTBYIOLWMX 3aMuCel PEerucTpaLMoHHbIX KYPHaZoB  AO/MKHbI  obecneynBaTb
BO3MOXHOCTb  ODHapy)KeHWsA, WAEHTUOMKALMM W aHaAM3a  WMHUMAEHTOB, BO3HMKWMKX B
MHPopMaumoHHOM cucTeme. MMognexkaT perncTpaumm cobbiTuas 6e30nacHOCTM, CBSi3aHHble C
NpMMeHeHWeM BbIBPaHHbIX Mep Mo 3awuTe MHPOPMaLUKN B MHGOPMALMOHHOM cUCTEME.

I'Iepequb cobbITui 6e3OI'IaCHOCTVI, perncrtpaumna KOTOPbIX OCYLWeCTBAAETCA B TEKYU.LMIZ MOMEHT
BpeEMEHN, onpeaenaeTtca onepatopom mcxoga mu3 BO3MOXKHOCTEM peannsaynnm yrpos 6e3onacHoCTH



MHPopmauumn n PUKcMpyeTca B OpPraHM3aUMOHHO--PACNOPAAUTE/IbHBIX LOKYMEHTax Mo 3aluTe
nHbopmauum (AOKyMeHTUpYeTCA).

B VIHd)OpMaLI,VIOHHOVI Ccncreme Kak MMHMMYM noanexart perncrpaunm chegyroume cobbITnA:

e BXog (BbIXo4), a TaKXKe NOMbITKM BXOZ4Aa CYOBbEKTOB A0CTYNa B MHGOPMALMOHHYIO CUCTEMY U
3arpysku (ocTaHOBa) onepaunMoHHOM CUCTEMBI;

® MOAKAOYEHME MALUMHHBIX HOcUTenel UHGOPMAUUK M BbiBOA, MHPOPMALIMM HA HOCUTENU
nHbopmauuu;

e 3anycK (3aBeplleHne) nporpamm K npoueccos (3agaHui, 3a4a4), CBA3aHHbLIX ¢ 06paboTKoM
3awmiLaemon nHdopmaumm;

® [OMbITKM A0CTyna NPOrpaMmHbIX CPEACTB K OnpeaefaembiM OMepaTopom 3aliuiiaembim
obbeKkTam pdocTyna (TeXHUYecKMm cpeacTBam, y3fam CceTu, AUHMAM (KaHanam) cBasw,
BHELUHUM YyCTPOMCTBaMm, Nporpammam, ToMam, KaTanoram, Gainam, 3anmcam, Noasm 3anucei)
M MHbIM 06beKTam A0CTyNa; NOMbITKK yaaneHHoro AocTyna.

CoctaB ¥ coaep:kaHue MHOopmauMM O cobbITUAX 6e30MacHOCTH, MNOANENKAWMX PerncTpaunm,
onpeaenaoTca B cootBetcTmm ¢ PCB.2.

Tpe6oBaHua K ycunenuto PCB.1:

1) onepaTopom AoNKeH 0b6ecneymBaTbCa NEPecmoTp nepedHs cobbiTnit 6e30NacHOCTU, NoAIEKaLMX
perncTpauumn, He MeHee Yem OAMH Pas B rof, a TakKe No pesynbTaTaM KOHTPOAA (MOHUTOPUHra) 3a
obecneyeHneM ypPOBHA 3aLLMLLEHHOCTN MHPOPMALUK, coaepKaLLerncs B UHGOPMALLMOHHOMN cUCTEME;

2) onepaTopom B nepevyeHb COBbITUIA HBe30MacHOCTM, NOANENKALUUX PerncTpaumumn, AO0MKHbI BbiTb
BK/IIOYEHbI COBbITUA, CBA3aHHbIE C AENCTBUMAMU OT MMEHWU MPUBUIETMPOBAHHBIX YYETHbIX 3anucen
(agmuHucTpaToposB);

3) onepaTopom B nepevyeHb CObBbLITUIA HBE30MacHOCTM, NOANENKALUUX PEerncTpaumun, AO0MKHbI BbiTb
BK/IIOUYEHbI COBbITUA, CBA3AHHbIE C UBMEHEHMEM NPUBUIETUIA YUETHbIX 3anucel;

4) onepatopom [o/mKeH bbiTb obecrieyeH CPOK XpaHeHUs MHGOPMALMM O 3apPEerucTPUpPOBAHHbBIX
cobbITuAX 6e30MacHOCTM He MeHee Tpex MecCALEB, eC/IM MHOe He YCTaHOB/eHO TpeboBaHMAMMU
3aKoHoAaTenbcTBa Poccuiickon depepaunm, Nnpu 3ToM:

a) OCYLLECTBNAETCA XpaHEHME TOIbKO 3aMmMCell O BbiAB/IEHHbIX COBbITUAX Be3onacHocTy;

6) ocylwecTBnaeTca XxpaHeHWe 3anunceit 0 BbIABAEHHbIX cOBbITUAX 6e30nacHOCTU U 3anucei
CUCTEMHbIX >KYPHa/NOB, KOTOPble MOCAYXWAN OCHOBaHMEM AAA perucTpauumn cobbitma
6e3onacHocCTH;

B) OCYLWEeCTBNAETCA XPaHEHNE XKYPHAN0B I'IpMJ'IO)KGHMVI, KOTOpble NOCNYXN/TM OCHOBaHMEM ANA
perncTtpaummn cobbiTuA 6e3OI'IaCHOCTM;

r) oCyL,ecTBAAETCA XpPaHEHWNE BCEX 3aMNUCEN CUCTEMHBIX KYPHaN0B U cobbiTMIA 6e3onacHoCTy;
A1) OCYLLECTBNAETCA XpPaHEeHMNE BCEX 3aNMNCEN KyPHAN0B NPUIONKEHWNA.

CopeprkaHue 6a3oBoii mepbl PCB.1:

Mepa 3awuThl Knacc 3awm,eHHOCTM MHGOPMALMOHHOM CUCTEMBI
nHbopmaumn 4 3 2 1
PCB.1 + + + +
Ycunenue PCB.1 1,3, 4a 1,2,3,46

PCb.2 ONPEAENEHUE COCTABA U COAEPXXAHNA UHPOPMALIMMN O COBbITUAX BE3SOMACHOCTHU,
NOANEXALLUX PETUCTPALIUN



Tpe6oBaHua K peanusaumm PCB.2: B HpopmMaLMOHHON cucTeMe A0NKHbI ObiTb OnpeaeneHbl COCTaB
n copepkaHue nHbopmaLmm o cobbITUAX 6e30NacHOCTU, NOSNEKALMX PETUCTPALMM.

CocTtaB 1 cogeprkaHune nHpopmaLlmm 0 cobbITUAX 6e30NacHOCTK, BKAOYAaEMOW B 3aNMCK perncrTpauum
0 cobbITUAX 6E30MacHOCTM, AONKHbI, KaK MUHUMYM, 06ecrneynTb BO3MOXKHOCTb MAEHTUOUKALUN TUNA
cobbiTa 6GesonacHocTW, pdaTbl W BpPemMeHn cobbiTuAa 6e30NacHOCTU, UAEHTUPUKALNOHHOM
MHbOPMaLUM UCTOUYHMKA cobbITUA Be3onacHOCTK, pe3ynbTaTt cobbiTa 6esonacHOCTM (yCnewHo Mau
HeycnewHo), cybbekT aoctyna (nonb3osBatenb U (MAK) npouecc), cBA3aHHbIMA C AaHHbIM CObbiTEM
6e3onacHocTu.

Mpu peructpaumm BxoAa (Bbixoda) cybbekToB AoCTyna B MHOOPMALMOHHYIO CUCTEMY M 3arpysku
(ocTaHOBa) onepaLMOHHON CUCTEMbI COCTaB M coAep’kaHue MHPOPMaLMN AONMKHbI, KaK MUHUMYM,
BK/OYaTb AaTy M Bpems Bxoda (Bbixoga) B cuctemy (M3 cucTembl) MAM 3arpysku (octaHosa)
OnNepaLmoHHONM CUCTEMbI, pe3ynbTaT MOMbITKM BxoAa (ycnewHas WAM HeychnelwlHada), pesyabTaT
MonbITKM  3arpysku (octaHoBa) oOnepaLMOHHOM cucTeMbl (ycnewHasa WAWM  HeycneuwHas),
naeHTUGMKaTop, NpeabABAEHHbIN NPU NOMNbITKE A0CTYNa.

Mpu perncTpaumm NOAKAIOYEHUA MALIMHHBIX HOCMTeNel MHPOpPMaLMK M BbiBOAA MHPOPMAUMKM Ha
HoCMTeNM MHPOPMaLMM COCTaB M COAEeprKaHMe PErucTPALMOHHbIX 3aNnCcein A0MKHbI, KaK MUHUMYM,
BKKOYATb A4aTy W BpeMs NOAKAOHYEHMA MaLUUHHbBIX HocuTenen MHopmaumm 1 Boisoga MHGoOPMaLLUm
Ha HocuTenu MHOOPMALMKM, NlorMyeckoe MMA (Homep) MNOAKNOYAEMOro MALWMHHOIO HOCUTENS
MHPOpMaUMKN, MAEHTUOUKATOP Cy6beKTa AOCTyna, OCYLWECTBAAIOWErO BbiBOA MHPOPMALMM Ha
HOCUTENb MHbOPMaLMMK.

Mpu pernctpaumm 3anycka (3aBeplleHuns) Nporpamm M NpoLeccos (3agaHuiA, 3afa4), CBA3AHHbIX C
06paboTKOI 3aLmMILaeMoit MHGOPMaLMK COCTaB U COAEPsKaHNe PErUCTPALMOHHbIX 3anncei A0MKHbI,
Kak MUHUMYM, BK/OYaTb AaTy M BPeMA 3anycka, uma (MaeHTudukaTop) nporpammbl (npotecca,
3agaHunsa), uaeHTuduKaTop cybbekTa Aoctyna (ycTpoicTea), 3anpocuBLLero nporpammy (npotecc,
3aJaHune), pe3ynbTaT 3anycka (ycnewHbli, HeycnewHbln).

Mpw pernctpaLmm NonbITOK AOCTyNa NPOrpamMmMHbIX CPeacTB (Mporpamm, MPoLLeccoB, 3a4ad, 3a4aHuni)
K 3almwaembiMm daitiam coCTaB U coaeprKaHue PerucTpaumoHHbIX 3annceit 40MXKHbI, KaK MUHUMYM,
BK/IlOYATb AaTy M Bpems MOMbITKM AOCTyna K 3awumuiaemomy ¢aliny c ykasaHMeM ee pesy/bTaTta
(ycnewHas, HeycnewHasn), wugeHTUdMKaTop cybbekTa pgoctyna (ycTpowcTea), cneumdukaumio
3awmiLaemoro ¢aina (1ormyeckoe umsa, Tmn).

Mpu perncTpaumm MNOMbITOK AOCTyNa NPOrpammHbIX CPEACTB K 3aliuilaembiM 0bbeKkTam AocTyna
(TEXHUYECKMM CpeacTBam, y3nam CeTH, /IMHMAM (KaHanam) CBf3W, BHELWHMM YCTPOMCTBaM,
nporpammam, TOMam, Katasoram, 3anucam, NoiAam 3anuceit) cocTas U cogepskaHue nHbopmaumm
OOMIKHbI, KaK MUHMMYM, BKOYaTb OaTy M BPEMA MONbITKM AOCTyNa K 3almwaemMomy 06beKTy C
yKasaHueMm ee pesynbTaTa (ycnewHas, HeycnelwHas), uaeHTmoukaTop cybbekTa goctyna (ycTpoicTea),
cneunduKaumio 3almaemoro ob6bekTa goctyna (normyeckoe nms (Homep).

Mpn perncTpaumumn NonbITOK yaaneHHoro 4octyna K UHGOPMaLMOHHOM CUCTEME COCTaB U CoaepKaHue
MHPOPMALMN AOMKHbI, KaK MUHMMYM, BKAOYaTb OATy M BPEMSA MOMbITKM yAa/NEeHHOro AocTyna C
yKasaHWeMm ee pe3ynbTaTa (ycnewHas, HeycnelwHas), uaeHTmoukaTop cybbekTa goctyna (ycTpoicTea),
MCNOb3yeMbll NPOTOKOA A0CTYMa, NCNOb3yeMblii MHTEpdENC gocTyna U (Maun) nHyo nHGopmaumto o
NoMbITKax yAaNeHHOro A0oCcTyna K MHGOPMaLMOHHOM cucTeme.

CoctaB ¥ coaepskaHue MHOoOpmauMM O cobbITUAX 6Ee30MacHOCTK, MNOANENKAWMX PerucTpaunm,
OTpaXkaloTca B  OPraHM3auUMOHHO-PACNOPAAMTENbHLIX AOKYMEHTax onepaTtopa Mo  3awure
nHbopmauuu.

Tpe6oBaHua K ycunenuto PCb.2:

1) B uHPOpMaLMOHHOM cncTeme obecneunBaeTca 3anucb AOMNOJHUTENbHOW MHDOPMaLUKN O COBbITUAX
6e30MacHOCTH, BK/IHOYAIOLLYIO:



a) TMOJIHOTEKCTOBYIO 3aMuCb MNPUBUIETMPOBAHHBLIX KOMaHZA (KOMaHg, ynpaBastowmx
CUCTEMHBIMU PYHKLUAMM);

6) 3anu1cb ceTeBbIX NOTOKOB (Aamnos), CBA3aHHbIX C cObbITMEeM Be3onacHoCTY;

2) B MHPOpPMaLMOHHON cuUcTeme obecneumBaeTcs LEHTPasIn30BaHHOE YMpaB/ieHWe 3anuMcAMU
peructpaunm cobbitnii  6e30MacHOCTM B pPamMKax CermeHToB WHPOPMALMOHHON CUCTEMDI,
onpeaensemMbix onepaTopom, u (Mnm) MHPOPMaLIMOHHOM CUCTEMbI B LIENIOM;

3) B MHPOPMaLMOHHOM cucTeme obecneuymBaeTca MHAMBUAYabHAsA PerucTpauma nosb3oBaTenen
rPYnnoBbIX YY4ETHbIX 3aNnCel;

4) B HGOPMaLMOHHOM cucTeme obecneuymBaerca perucTpauma MHGopmauum o mecre (B 4acTHOCTU
ceTeBoWM agpec, reorpaduyeckan npusasKa v (Mam) gpyras MHPGopmauma), C KOTOPOro OcyLLecTBaAseTCA
BXOZ, CYyObEKTOB A0CTyNa B MUHPOPMALIMOHHYIO CUCTEMY;

5) B UHGOPMALIMOHHOM CUCTEME COCTaB M COAEpKaHNe PErucTpaLMOHHbIX 3aNMUcel Npu perncTpaumm
3anycka npoLeccoB (MPUIOXKEHUIA) AOMKHbBI BKAKOYATb Caeaylolime cBeAeHUsA:

a) napamMeTpoB 3anycKa npotecca (NpunosxkeHua);

6) NPOAO/IKUTENBHOCTb PabOThI;

B) 06bEKTbI OCTYNA, K KOTOPbIM OCYLLLECTBAANOCL OBpaLLeHMe npouecca (NPUIoKeHns);
r) ncnoNb3oBaHHbIE NPOLECCOM (MPUIOKEHMEM) YCTPOICTBA;

6) B WHPOpPMaUMOHHOM cucTeme obecneunBaeTca 3anucb chaeayoweln MHGopMaLmy,
CBA3AHHOM C AOCTYNOM K 06beKTamM focTyna (B YacTHOCTM K dalinam):

a) TMn gocTyna (B TOM Yncie YTEHUE, UCNIONHEHWE, 3aMUCb U (MN) UHbIE TUNbI);

6) M3meHeHne aTpubyToB 0OBLEKTOB A0CTYyNa (NpaBa A40CTyna, KOHTPOJIbHbIE CYMMbI,
pasmep, cogepkaHue, NyTb, TUMN U (UAK) UHble aTpubyTbl); B) NPOAONKUTENBHOCTb

Joctyna.
Copep)kaHue 6a3osoit mepbl PCB.2:
Mepa 3awuTl Knacc 3awmieHHOCTM MHGOPMALLMOHHOM CUCTEMDBI
nHbopmaumn 4 3 2 1
PCB.2 + + + +
YcuneHue PCB.2 la la

PCB.3 CBOP, 3ANUCb U XPAHEHUE UHOGOPMALIMN O COBbITUAX BESOMNACHOCTU B TEYEHUE
YCTAHOBJIEHHOIO BPEMEHU XPAHEHUA

Tpe6oBaHuAa K peanusauumn PCB.3: B MHPOPMaAUMOHHONM cuCTEME O0/HbI OCYLLECTBAATLCA cHop,
3anucb U XxpaHeHue MHbopMauum o cobbITUAX 6€30NacHOCTM B TeYEHME YCTaHOBIEHHOTO ONEepPaTopPom
BPeMeHU XpaHeHUs nHGopmaLmm o cobbiTUsaX 6€30MacHOCTH.

Cbop, 3anucb M xpaHeHne UHOPMaUMKM O cobbITUAX GE30MacHOCTM B TeYeHWe YCTaHOB/IEHHOTO
BPEMEHU XpaHeHMA LONKEH NpeaycMmaTpuBaTh:

e BO3MOXHOCTb BblbOpa agMUHUCTpaTOpom 6e3onacHocTM cobbiTit  BesonacHoCTY,
noanexKalinux perucTpaLmm B TEKYLLMN MOMEHT BPEMEHW U3 NepeyHs cobbiTuii 6esonacHoCTH
onpeaeneHHbix B cootsetcTeum ¢ PCh.1;

e reHepaumio (cbop, 3anucb) 3anucen peructpaumu (ayguTa) ans cobbiTuii Ge3onacHoCTH,
noasexauwmx peructpaumumn (ayamty) B cootsetctsmm ¢ PCB.1 ¢ cocTaBom M cogepxaHuem
MHbopMaLuK, onpeaeneHHbIMmn B cootseTctemm ¢ PCB.2;



e XpaHeHue MHbOopPMaLUKN O COObITUAX 6e30MacHOCTU B TeYEHNE BPEMEHM, YCTaHOBJ/IEHHOMO B
cootBeTtctemu ¢ PCB.1.

Ob6bem namaTn Ana xpaHeHUa nHGopmaunm o cobbiTUAX 6e30NacHOCTU A0/IXKEH ObITb pPaccymUTaH U
BblAENEH C Y4ETOM TUMNOB COObLITUI 6H@30MacHOCTH, MoANEKaALLMX permcTpaumm B cootsetctamm c PCB.1,
COCTaBOM M cofeprKaHnem MHPopmaumm o cobbiTUAx Be3onacHoCTU, NoaNeXKalunx perncTpaumnu, B
cooTBeTcTBUM € PCB.2, NpOrHo3snMpyemom 4acToTbl BO3HMKHOBEHUSA MOANEXAWMX perncrpauumn
CcobbITUIA  6e30MacHOCTM, CpPOKa XpaHeHWs WHPOpMaLUMM O 3aPEerucTPUpPoOBaHHbLIX COOLITUAX
6e3onacHoctu B cootBeTcTBum ¢ PCB.1.

MpaBuna wn npouenypbl cbopa, 3anUcK U XpaHeHUA WHOOPMauumn o cobbiTuAx He3onacHocTH
PEernameHTUPYIOTCA B OPraHM3aUMOHHO-PACNOPAANTENBHBIX AOKYMEHTAaX onepatopa Mo 3awuTe
nHpopmaymu.

Tpe6oBaHua K ycunenuto PCb.3:

1) B WHPOPMAUMOHHOM  cUCTEMe  [O/MKHO  OblTb  obecrneyeHo  LEHTPasM30BaHHOE
aBTOMATM3MPOBAHHOE ynpas/ieHne cOopom, 3anucbio U XpPaHeHnem MHHPopmauum o cobbiTuAX
besonacHocTy;

2) B wHdopmauMoOHHOW cucTeme obecneunmsaeTcs obbeguHeHne uHPoOpMauMM K3  3anucen
pernctpauumn cobbiTuini 6e30MacHOCTM, MOJYYEHHON OT PasHbIX TEXHUYECKUX CpeAacTB (ycTpolicTs),
nporpamMmmHoro obecneyeHma MHPOPMALUOHHON CUCTEMDI, B €4UHbBIN IOTUYECKUIA AN GUSUYECKNIA
KYpPHan ayguTta C Koppensume MHbopmauMm No BpeMeHW [ CBOEBPEMEHHOIO BblAB/EHUSA
WMHUMAEHTOB M PearnpoBaHUA Ha HUX;

3) B uHPopmaumoHHON cucteme obecneumsaeTca ob6beAUHEHWE WHPOPMALMK M3  3anucei
pernctpauumn cobbiTuini 6€30MNacHOCTU, MOJIYYEHHOM OT PasHbIX TEXHUYECKUX cpeacTs (ycTpoliicTs),
nporpammHoro obecrneyeHna MHGOPMALNOHHOW CUCTEMbI, B €AUHbIN NOTMYECKUIA UM GU3UYECKUI
KYpPHan ayauta c Koppenauuein mHpopmaumm no cobbiTusm 6e30MacHOCTM A1 CBOEBPEMEHHOTO
BbISIB/IEHUS UHUMAEHTOB M pearMpoBaHuns Ha HMX B MacluTabax onepartopa;

4) B uHGOpPMaLMOHHOMN cnucTeMe 06ecrnednBaeTcs XpaHeH e 3anmceit CUCTEMHBbIX YKYPHAN0B M 3anucei
0 cobbITnAX besonacHocTM B 060c061eHHOM XpaHUAULLE, GUINYECKM OTAENEHHOM OT TEXHUYECKUX
CPeACTB, BXOAALMX B COCTaB MHGOPMALMOHHOW CUCTEMDI.

CopeprKaHue 6a3oBoii mepbl PCB.3:

Mepa 3awuTol Knacc 3awmuweHHoCcTM MHPOPMALMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
PCBE.3 + + + +
YcuneHue PCB.3 1

PC5.4 PEATUPOBAHUE HA CEOM NPU PETMCTPALIUM COBbITUIA BE3ONACHOCTU, B TOM YUCNE
AMNMNAPATHbIE U NPOTPAMMHbBIE OWWBKU, CEON B MEXAHU3MAX CEOPA UH®OPMALIMU U
OOCTUXXEHUE NPEAENA UNU NEPENO/THEHNA OBbEMA (EMKOCTU) NAMATU

Tpe6oBaHua K peanusauum PCB.4: B MHPOpPMaLMOHHON cuUCTEME [OO/MKHO OCYLLECTBAATLCA
pearnpoBaHuMe Ha cbou Mpu perncTpauumn cobbiTuii 6e30nNacHOCTM, B TOM YMC/e annapaTtHble U
NnporpamMmHble OWWOKKM, cboM B MexaHM3max cbopa MHPOpMaLMM U [OCTUNKEHME npeaena wau
nepenosiHeHMa ob6bema (eEMKOCTU) NamaATK.

PearmpoBaHue Ha cbou Npu perucTpaLmm cobbiTUii 6e30MacHOCTU LOIKHO NpeayCcMaTpMBaTh:

e npeaynpexgeHve (CMrHanMsauma, MHAMKaUMA) agMUHUCTpaTopoB o cbosx (anmapaTHbIX u
nporpaMmmHbiX owmnbKax, cboax B mexaHM3max cbopa MHOOpMaAUMM UAW NepenoNHEeHUs
obbema (eMKOCTM) NamsaTK) NpU perncTpaummn cobbiTnin 6esonacHocTy;



e pearMpoBaHuMe Ha cbou npu pernctpaumm cobbiTii 6e3onacHOCTM NyTEM WM3MEHEHUs
agMUHUCTPaTOpaMK napameTpoB cbopa, 3anmMcu M XpaHeHua MHOOpPMaLUM O CODBbITUAX
6e30nacHOCTH, B TOM YMCaie OTKAOYEHUE 3annucn MHGopmaumm o cobbiTuax GesonacHocTM OT
YacTU KOMMOHEHTOB WMHGOPMALMOHHOW CUCTEMBI, 3aMUCb MOBEPX YCTAapPEBLUMX XPAHUMBbIX
3anucen cobbITMin besonacHocTy.

MpaBuna M npoueaypbl pearMpoBaHua Ha cbou npu pernctpaumm cobbliTmin  6e3onacHocTU
PEernameHTUPYIOTCA B OPraHW3aUMOHHO-PACNOPAANTENBHBIX AOKYMEHTAaX onepatopa Mo 3aluTe
nHpopmaymu.

Tpe6oBaHua K ycunenuto PCb.4:

1) 8 vHdOpMaLMOHHOM cucTeme obecneunBaeTca Bblgada npeaynperaeHma agMmmMHUCTpaTopy npu
3aM0/IHEHUN YCTaHOBAEHHOM ONepaTopoM YacTu (MPOLEHT nan dpakTUyeckoe 3HadeHne) obbema
NamATU Ans XpaHeHna nHpopmaumm o cobbiTax 6esonacHocTU. 2) B UHPOPMaLMOHHOM cucTeme
obecneuynBaeTca Bblgaya NpeaynpexaeHns agMMHUCTPaTopy B MacluTabe BpemeHu, 6IM3KOM K
peasbHOMY, MPU HACTYNIEHUN KPUTUYHBIX COOEB B MexaHM3max cbopa MHbopmaumm, onpesesieHHbIX
onepaTtopom; 3) B UHPpopMaLMOHHON cucTeme obecneuymsaeTca 3anpeTt 06paboTku HopmaLumn B
cnyyae annapaTHbIX UM NPOrpamMMHbIX OWNBOK, cboeB B mexaHu3amax cbopa nHbopmaumm unm
OOCTUMXKEHMA Npeaena Uan nepenosiHeHMa obbema (eMKOCTU) NamaTy.

Copep)kaHue 6a3oBsoit mepbl PCB.4:

Mepa 3aWwmnTbl Knacc 3awwmiieHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHbopmaumm 4 3 2 1
PCb.4 + + + +
Ycunenue PCb.4 13, 2

PC6.5 MOHUTOPUHI (MPOCMOTP, AHANU3) PE3Y/IbTATOB PEFUCTPALMM COBbITUMA
BE3OMNACHOCTU U PEATMPOBAHUE HA HUX

Tpe6oBaHua K peanusauum PCB.5: Onepatopom [A0/MKEH OCYLLECTBAATLCA MOHUTOPUHT (NPOCMOTP,
aHann3) pesybTaToB pPerncTpaumm cobbiTnin 6e3o0nacHOCTU U pearnpoBaHue Ha HUX.

MOHUTOPUHT (MPOCMOTP M aHanu3) 3anunceit perucTpaunn (ayauta) AoKeH NPOBOANUTLCA ANA BCEX
cob6bITMI, NoANeXKaLMX perncTpaymm B cootseTctemm ¢ PCB.1, M ¢ NnepnogMyYHOCTbIO, YCTAHOBAEHHOM
onepatopom, u obecneuymBalowweit CBOEBPEMEHHOE BbIIBIEHWE MNPU3HAKOB  WHUMAEHTOB
6e30nacHOCTU B MUHPOPMALLMOHHOM cucTeMe.

B cnyvyae BbiABNAeHME MPM3HAKOB WHUWMAEHTOB 6esonacHocT B MHd)OpMaLl,MOHHOﬁ cncreme
OCyLWlecTBnAeTCA nNaaHMpoBaHWE KN nposeaeHume MepOﬂpMﬂTMVI no pearmposaHnoO Ha BblAB/IEHHbIE
MHUNOEHTDbI 6e3onacHOCTH.

MpaBuna M npoueaypbl MOHWUTOPUHIA pPe3ynbTaToOB perncrpaumm cobbitnini 6esonacHocTM w
pearMpoBaHMs Ha HUX PErN1aMEHTUMPYIOTCA B OPraHM3auUMOHHO-PACNoOPAAUTENbHbIX AOKYMEHTaxX
onepaTopa Mo 3awmTe MHPopMaLUn.

Tpe6oBaHua K ycunenuio PCB.5:

1) 8 MHGOPMALMOHHOWN cUCTEMeE AO/KHbI 06ecneynBaTbCa MHTErpaUma pesynbTaToB MOHUTOPUHIA
(npocmoTpa 1 aHanm3a) 3anuceit perucTpaumm (ayamta) us pasHbix UCTOYHUKOB (}KYPHAN0B, XPaHWAMLL,
MHPopMaummn o cobbiTMAX 6e30MacHOCTU) U UX KOoppensauma C Lenblo BblABAEHUA WHUWUAEHTOB
6e30MacHOCTM U PearMpoBaHUA Ha HUX;

2) B UHPOPMaALMOHHOM cUcTeme obecneynBaeTca MHTErpaLus NPoLeccoB MOHUTOPUHTIA (MPOCMOTPa,
aHa/IM3a) pesynbTaToB perncTpaunm cobbiTnii 6e3onacHoOCTM ¢ pesybTaTaMu aHaIM3a YA3BUMMOCTEN,
NPOBOAMMOro B COOTBETCTBMM ¢ AH3.1, 1 pe3ynbTaTamu 0BHAPYXKEHUSA BTOPXKEHUI, MPOBOAUMOTO B



cootBetcTBuM ¢ COB.1 c Uenblo ycuAeHUA BO3MOMKHOCTEN NO BbIIBNIEHUIO NMPU3HAKOB UHLUMAEHTOB
besonacHocCTY;

3) B MHPOPMALMOHHOW cucTeme obecrneymBaeTca MONHOTEKCTOBbIM aHaAU3 NPUBUIETMPOBAHHbIX
KOMaHA,;

4) onepatopom obecneumBaeTcs aHa/M3 3aNMCaHHbIX CETEBbIX MOTOKOB (Aamnos).

CopeprkaHue 6a3oBoii mepbl PCB.5:

Mepa 3aWwmTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
PCB.5 + + + +

Ycunenue PCB.5

PC6.6 TEHEPUPOBAHUE BPEMEHHbIX METOK U (UIU) CUHXPOHU3ALMA CUCTEMHOIO
BPEMEHW B UHOOPMALIMOHHOW CUCTEME

TpeboBaHna K peanusauun PCB.6: B unHPopmauUMOHHON cUCTEME [O/MKHO OCYLLECTBAATLCA
reHepupoBaHMe HaZeXHbIX METOK BPEMEHU U (MIM) CUHXPOHW3ALMA CUCTEMHOTO BPEMEHM.

MonyyeHne METOK BPEMEHM, BKAOYAIOWMNX AaTy U BPEeMs, UCNONAb3YeMbIX MPU reHepaLmmn 3anucei
pernctpauumn (aygurta) cobbiTuiA  6e3onacHOCTM B MHPOPMALMOHHOW CUCTeMe A0CTUraeTcs
nocpeAacrsom npumeHeHMA BHYTPEHHUX CUCTEMHDbIX YacoB MHd)OpMaLI,MOHHOVI CUCTEMDbI.

TpebosaHua K ycunenuto PCB.6:

1) onepaTtopom UHGOPMALIMOHHOW CUCTEMbI AOKEH BbITb onpeaeneH UCTOYHMK HaZeXHbIX MeTOK
BpeMeHU; B UHGOPMALIMOHHOM cUCTEME A0NXKHA BbINOJ/IHATLCA CUHXPOHM3ALMSA CUCTEMHOTO BPEMEHMU
C NepMoaNYHOCTLIO, ONpeaesieHHON onepaTopom.

Copep)kaHue 6a3osoit mepbl PCB.6:

Mepbl 3aWmThI Knacc 3awmweHHoCcTM MHGOPMALMOHHOM CUCTEMDI
nHpopmauunm 4 3 2 1
PCB.6 + + + +

Ycunenne PCB.6

PCB.7 3ALLIUTA UHOOPMALUU O COBbITUAX BE3ONACHOCTHU

Tpe6oBaHua K peanusauyum PCB.7: B nHpopmauMoHHON cucteme onxKHa obecneymBaTbCs 3aWmTa
MHPopMaLum o cobbITUAX 6e30NacHOCTH.

3awmTta MHbopmaumm o cobbiTuax BesonacHocTM (3anucax perucrtpaumm (ayauta)) obecneuymsaetca
npMMeHeHVemM Mep 3aWwmuTbl MHbOPMaUMM OT HEMpPaBOMEPHOro AO0CTYNa, YHUUTOMEHUA WK
MOANPULMPOBaHNA, ONpeae/ieHHbIX B COOTBETCTBUM C HAaCTOALLMM METOANYECKMM OOKYMEHTOM, U B
TOM 4MCNe BKAOYaeT 3alMTy CPeACTB BeAeHMA perncrpauumn (ayauta) M HacTpoeK MexaHW3MOoB
perucrTpauunm cobbiTuii.

JocTyn K 3anucam ayamta v QYHKUMAM YyNpaBaeHUA MexaHM3Mamun perncrpaumm (ayamuta) 4oaKeH
NpeaoCcTaBAATLCA TO/bKO YNOJHOMOYEHHbIM A0IKHOCTHLIM MLAM.

MpaBuna M npoueaypb! 3aWmUTbl MHOOPMALMU O COBbLITUAX GE30MacCHOCTU pernameHTUPYIOTCA B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmrte nHGopmaumnu.

Tpe6oBaHua K ycunenuio PCb.7:

1) B uHdOpMaUUMOHHOW cucTeme obecneymBaeTcAa pe3epBHOE KOMMPOBaHWME 3anucen perncrpauuu
(ayauta);



2) B MHPOPMALMOHHOM cucTeme obecrneunmBaeTca pesepBHOE KOMUMPOBaHWE 3anucert pernctpauum
(ayauTa) Ha HOoCUTENM OAHOKPATHOM 3anucK (HenepesanucbiBaeMble HocUTeNM nHGopmauun);

3) B MHPOPMaALMOHHOM cucTeMe ana obecrneyeHuns LeNOCTHOCTU MHGOPMALLIMK O 3aPErUCTPUPOBAHHBIX
cobbITUAX 6€30MNacHOCTN AOMKHbI NPUMEHATLCA B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM PoCCUIACKOW
degepauunn Kpuntorpapuyeckme MetToapl;

4) onepaTop npeaocTaBAAeT AOCTYN K 3anucam peructpaumm cobbituii 6esonacHoctu (ayauta)
OrpaHMYeHHOMY Kpyry agMMUHUCTPATOPOB.

CopeprkaHue 6a3oBoii mepbl PCB.7:

Mepa 3awmnTbl Knacc 3awmuieHHocTM MHGOpPMaLMOHHOM CUCTEMDbI
nHpopmaumnm 3 2
PCB.7 + +
Ycunenue PCB.7 1

PCB.8 OBECMEYEHUE BO3MOXHOCTU NPOCMOTPA U AHAZIU3A UHGOPMALIMU O OENCTBUAX
OTAENbHbIX NONb3OBATE/IEA B UHOGOPMALIMOHHOM CUCTEME

TpeboBaHua K peanusaumm PCB.8: B MHPOPMALMOHHON cUCTEME A0/IKHA MMETbCA BO3MOMKHOCTb
NPOCMOTPaA U aHann3a MHGoPMaLNKM O AENCTBUAX OTAE/bHbIX NMoJib30oBaTesieh B MHGOPMaALMOHHOM
cucteme.

CBegeHnss 0 [O€WCTBUSAX OTAENbHbIX MoJib30oBaTesien B WMHOOPMALMOHHON CUCTEME OO0JIXKHbI
NPeAoCTaBAATLCA YNONHOMOYEHHbIM AO/IKHOCTHBIM NLAM AN MPOCMOTPA M aHaiau3a C Lenblo
paccief0BaHUA NPUYNH BO3HUKHOBEHMA UHLUMAEHTOB B UHPOPMALMOHHOMN CUCTEME B COOTBETCTBUM C
3aKoHoAaTenbcTBOM Poccuiickoi ®eaepauymm.

MpaBuna 1 npoueaypbl NPOCMOTPA U aHaNn3a MHPOPMaLIMK O AENCTBUAX OTAE/IbHbIX NOb30BaTeNel
PEernameHTUPYIOTCA B OPraHM3aUMOHHO--PaCNopAaUTE/IbHbIX AOKYMEHTax oOnepatopa Mo 3aluTe
nHpopmaymu.

Tpe6oBaHua K ycunenuto PCB.8:

1) B MHOOPMALMOHHOW cucTeme [O/KHA bbiTb obecneyeHa BO3MOXKHOCTb aBTOMAaTM3MPOBAHHOM
06paboTkn 3anuceit peructpaummn (ayguta) cobbiTUiA 6e30MacHOCTM Ha OCHOBE Kputepues
n3bumpaTenbHOCTH.

CopeprkaHue 6a3oBoii mepbl PCB.8:

Mepa 3almTbl Knacc 3awmweHHOCT! MHOOPMALMOHHOW CUCTEMBI
MHPopMaLmn 4 3 2 1
PCE.8

Ycunenue PCB.8

3.6. AHTUBMpYCHaA 3awumTa (AB3)
AB3.1 PEAJIU3ALUA AHTUBUPYCHOM 3ALLUTDI

Tpe6oBaHua K peanusaumum AB3.1: Onepatopom nonxKHa obecneymBaTbCA aHTUBMPYCHas 3aluMTa
MHPOPMALMOHHON CUCTEMDI, BKOYatOLWaa OBHapyKeHMe KOMNbIOTEPHbIX Nporpamm AMbo WHoW
KOMMNbIOTEPHON WHOOPMALMKM, NpPeaHA3HAYEHHbIX A8 HEeCaHKUMOHUPOBAHHOIO YHUYTOXKEHWUSA,
610KMpOBaHUA, Mo UKaALLMKN, KOMMPOBAHUA KOMMbIOTEPHOMW MHOOPMALUU UAW HEWUTpanm3aLmu
CpeacTB 3aWwmTbl MHOOPMAUMKM, A TaKXKe pearMpoBaHWe Ha OOHapy)KeHWe 3TUX Nporpamm u
nHpopmaymu.

Peannsauua aHTMBMpyCHOﬁ 3alUTbl JONXKHA NpeayCMaTpnBaTb:



® MpUMEHeHWe CPeACTB aHTMBMPYCHOMW 3almTbl Ha aBTOMAaTM3MPOBAHHbLIX Pabounx mecTax,
cepBepax, MepumeTpasbHbIX CPeACTBAX 3alWTbl MHPOPMaUMKM (CPeacTBaxX MeXCeTeBOoro
3KPaHWPOBAHWA, MPOKCU-CepBEpPax, MOYTOBbIX LWIO3aX W OPYIUX CPeacTBax  3allUTbl
UHPopMaumMn), MOBUNBHBIX TEXHUYECKMX CPEeACTBAX W MHbIX TOYKax gocTyna B
MHPOPMALUMOHHYIO CUCTEMY, MOABEPIKEHHbIX BHEAPEHWIO (3apaykeHWuio) BpPeAOHOCHbIMMU
KOMMbIOTEPHbIMM  MpOrpammamMu  (BUpycamu) 4Yepes CbemHble MallMHHbIE HOoCUTenu
MHPOPMAUMN UNN ceTeBble MOAKAIOYEHMUS, B TOM YMC/e K ceTAM ObLEero nosib3oBaHUs
(BnoOXKEHMA 3NEKTPOHHOWM NOYTLI, BED- N Apyrue ceTeBble CEePBUCHI);

®  YCTaHOBKY, KOHOUIYPMPOBAHUE M YNpaBAEHUE CPeACTBAMM AHTUBUPYCHOM 3aLUmThI;

e MpenocTaB/eHue AOCTyNna CpeacTBam aHTUBUPYCHOM 3aWmUTbl K 06beKTam MHGOPMALMOHHOM
CUCTEMbI, KOTOPbIE A0/IXKHbI ObITb NOABEPTrHYTbI MPOBEPKE CPEACTBOM aHTUBUPYCHOM 3aLLNTbI;

® poBeseHWe MNepuoAMYECKMX TMNPOBEPOK KOMMOHEHTOB MWHQPOPMALMOHHON  CUCTEMbI
(aBTOMaTU3MpPOBAHHbIX PaBOUYMX MECT, CEPBEPOB, APYTUX CPEACTB BbIYUCANTENbHON TEXHUKMN)
Ha Ha/MuMe BPedoHOCHbIX KOMMbIOTEPHbIX MPOrpaMm (BUpPYCoB);

e MpoBepKy B MacluTabe BpemeHUu, 61U3KOM K peanbHOMYy, 06beKToB ($alinos) U3 BHELIHUX
WUCTOYHUKOB (CbeMHbIX MaLIMHHbIX HOocUTeNei nHpopmaLmn, CeTEBbIX NOAKNIOUYEHNI, B TOM
yncne K cetam o6LILEro NONb30BaHWUA, W APYrMX BHELIHUX WCTOYHWKOB) NpU 3arpyske,
OTKPbITUM UAN UCNONHEHMM TaknX $ainnos;

e OnoBelleHMe aMUHUCTPATOPOB be3onacHoCTK B MacliTabe BpemeHun, 6M3KOM K peasibHoOMYy,
06 06HapyKeHMM BpegoHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BUpycoB);

e onpegeneHve W BbINOJSHEHWE AOEWCTBMA NO pearmpoBaHWi0O Ha ob6HapyKeHue B
MHPOPMAUMOHHOM cucTeMe OOBLEKTOB, MOABEPIUMXCA 3aPAMKEHWUID BPEAOHOCHLIMM
KOMMblOTEPHbIMM NPOrpammamm (BUpycamm).

MpaBuna 1 npoueaypbl aHTUBUMPYCHOM 3aWnTbl MHOOPMALMOHHON CUCTEMBI PErnameHTUPYIOTCA B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumu.

TpeboBaHua K ycunenuio AB3.1:

1) B UHPOPMALMOHHOM cucTeMe [O/MKHO obecneynBaTbCA NPeAOCTaB/eHUEe NpaB No yrnpaBieHUto
(aaMUHUCTPUPOBAHMIO) CpeaCcTBaMM aHTUBUPYCHOM 3aLUTbI aAMUHUCTPATOPY He3onacHoCTy;

2) B WHOOPMAUMOHHON cucTeme [O/MKHO obecneymBaTbCa LEHTPA/IM30BAHHOE YrpaB/ieHue
(ycTaHOBKa, yaaneHve, O6HOB/AEeHME, KOHOUIYPUPOBAHWE U KOHTPO/b aKTya/lbHOCTU Bepcui
NporpamMmHoro obecneyeHunn cpeacTs aHTUBMPYCHOM 3alMTbl) CPEeACTBAMMU aHTUBUPYCHOW 3aLUUTDI,
YCTaHOB/IEHHbIMW Ha KOMMOHEHTaX MHPOPMALMOHHOW CUCTEMbI (CepBepax, aBTOMaTU3MPOBAHHbIX
pabounx mecrax);

3) onepaTopom AonxkeH obecneynBaTbCa 3anpeT UCNOo/Ib30BaHWUA CbeMHbIX MalWHHbIX HOCUTenew
MHPOPMaLMKN, KOTOPbIE MOTYT SABAATLCA WMCTOYHMKAMMU BPEAOHOCHbLIX KOMMbIOTEPHbIX MPOrpamm
(supycos);

4) B MHOOPMALMOHHOW cUCTEMe AO0/MKHO obecneunBaTbCA MCNONb30BaHME HA PasHbIX YPOBHAX
MHPOPMALMOHHOM CUCTEMbI CPeACTB aHTUBMPYCHOM 3aLWMTbl PasHbIX NPoM3BOAMUTENEN;

5) B MHOOPMALMOHHOW cuUCTeMe [O/KHbI obecneymBaTbCAa MNpoBepKa paboTocnocobHocTy,
aKTyanbHOCTb 6a3bl AaHHbIX MPU3HAKOB KOMMbIOTEPHbIX BUPYCOB W BEPCUM NPOrPaMMHOrO
obecneyeHnn CPeaCcTB aHTUBUPYCHOW 3aLLMTbI;

6) B MHOOPMALIMOHHON cMCTemMe A0/KHA obecneymBaTbCa NpoBepKa 06bEKTOB ¢aitioBo cUCTEMbI
CPeACTBOM aHTUBMPYCHOW 3aLLMTbl A0 3arpy3KM onepaLmMoHHON CUCTEMDI;

7) B MHPOPMALMOHHOM cUCTeMe AO0/KHA 0becneymBaTbCa pernctpauma cobbiTUn 0 HeycnewHom
06HOB/IEHNW 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX KOMMbHOTEPHbIX MPOrpaMm (BUpPYCOB);



8) onepatopom AO0J1XKHa obecneumBaTbCs dHTUBUPYCHAA 3aliuTa HA 23Tane WHUUMaAnU3aunum
MUKpONporpammHoOro obecneyeHus cpenctea BbIYUCUTE/IbHON TEXHUKW.

CopeprKaHue 6a3oBoii mepbl AB3.1:

Mepa 3awmTbl Knacc 3almieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmauun 3 2 1
AB3.1 + + +
Ycunenue AB3.1 1 1,2 1,2

AB3.2 OBHOB/IEHMUE BA3bl JAHHbIX MPU3HAKOB BPEJOHOCHBIX KOMMbBIOTEPHBIX MPOrPAMM
(BUPYCOB)

Tpe6oBaHua K peanusaummn AB3.2: Onepatopom [ONXKHO 6bITb obecneyeHo obHoOBNEHME 6asbl
[AaHHbIX NPU3HAKOB BPeAOHOCHbIX KOMMbIOTEPHbIX MPOrpamm (BUpYycoB).

O6HoBneHMe Ha3bl AaHHbIX MPU3HAKOB BPEAOHOCHbBIX KOMMbIOTEPHBIX NPOrpaMm (BMpPYCoB) A0NKHO
npeaycmaTpuBarh:

® MoJlyyeHne yBegoMIEHUI 0 HEO6X0AMMOCTM OBHOBNEHWNI M HENOCPEACTBEHHOM 06HOB/IEHNM
6a3bl AaHHbIX NPU3HAKOB BPeA0HOCHbIX KOMMNbIOTEPHbIX MPOrpamm (BUpPYCoB);

® M0/lyYeHne M3 A0BEPEHHbIX NCTOYHUKOB U YCTaHOBKY 06HOBAEHUIA 6a3bl AaHHbIX NPU3HAKOB
BPEA0HOCHbIX KOMMbIOTEPHbIX NPOrpamm (BUpycos);

®  KOHTPOJIb LENOCTHOCTM 06HOBAEHMI 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX
nporpamm (BUpycos).

MpaBuna u npoueaypbl 06HOBAEHUA 6asbl AaHHbIX MPU3HAKOB BPEAOHOCHLIX KOMMbIOTEPHbIX
nporpamm (BMPYCOB) perfameHTUpyoTcA B OPraHM3aLUMOHHO-PaCcnopAAMTENbHbIX AOKYMEHTaX
onepaTtopa no 3awmTte MHPopmaLmu.

TpeboBaHua K ycunenuio AB3.2:

1) B MHPOPMALMOHHON cucTeMe [OMKHO ob6ecrneunmBaTbCA LIEHTPaA/IM30BAHHOE YMNpas/ieHue
o6HoBNEHNEM 6a3bl AaHHbIX NPU3HAKOB BPeAOHOCHbIX KOMMbIOTEPHBIX NPOrpamMm (BUpYycoB);

2) B UHPOPMALMOHHOW CUCTEME AO/IKHO ObecrneyMBaTbCs aBTOMaTMYecKoe O0bOHOB/eHWe 6a3bl
JaHHbIX MPU3HAKOB BPEAOHOCHbLIX KOMMbIOTEPHbLIX NPOrpamm (BMPYCOB) Ha BCEX KOMMOHEHTax
MHPOPMALNOHHOW CUCTEMDI;

3) B MHOOPMALIMOHHOW cucTeMe AOMKeH obecneunBaTbCA 3anpeT M3MEHEHUIA HACTPOEK CUCTEMbI
06HOB/IeHNA 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbLIX KOMMbIOTEPHbLIX Mporpamm (BMpYcoB) Ha
aBTOMAaTU3MPOBAHHbIX Paboumx mecTax U cepBepax;

4) B MHOOPMALMOHHOW cUCTeMe A[0J/KHA obecneynmBaTbCA BO3MOMKHOCTb BO3BpaTa (OTKaTa) K
npegplaywmm o6HoBAEHUAM 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbLIX KOMMbIOTEPHbIX NPOrpamm
(supycos).

CopeprkaHue 6a3oBoii mepbl AB3.2:

Mepa 3aLmTbl Knacc 3almweHHoCTM MHGOPMaLMOHHOM CUCTEMBI
MHbOPMaLuu 4 3 2 1
AB3.2 + + + +
Yeunenune AB3.2 1

3.7. O6HapyxeHue BTOpKeHui (COB)
COB.1 OEHAPY}XEHUE BTOPXEHUIA



Tpe6oBaHua K peanusaumm COB.1: OnepaTtopom [0/MKHO obecneunBaTbca OOHapyKeHue
(npepoTBpallleHME) BTOPXKEHMM (KOMMbIOTEPHbIX aTaK), HanpaB/eHHbIX Ha npegHaMepPEeHHbIN
HECAHKLUMOHUPOBAHHbIN A0CTYN K WMHOOPMaumK, cneuuanbHble BO3AENCTBMA HA MHPOpMaLMIO
(Hocutenn uHobopmaumn) B LenAax ee A0ObIBAHWA, YHUUTOMKEHWUA, UCKAXKEHUA U HAOKMpPOBaAHMA
[0CTyna K Hel, C UCNO/Ib30BaHNEM CUCTEM OBHapyKEHUA BTOPKEHWA.

anIMeHFIeMbIe CUCTEMDI O6Hapy)KeHVIF| BTOp)-KeHVIVI AO/IXKHbI BK/1IO4AaTb KOMMOHEHTbI pernctpauunm
cobbITMIA Be3onacHOCTM (AaTYMKM), KOMMOHEHTbI aHan3a cobbiTuii 6e3onacHOCTU U pacno3HaBaHUSA
KOMMbIOTEPHbIX aTak (aHanM3aTopbl) M 6asy pelwarolmx NPaBua, CoAeprKallyto MHPopmauuio o
XapaKTepHbIX NPU3HaKaX KOMMNbOTEPHbIX aTakK.

ObHapykeHne (nNpenoTspalleHne) BTOPXMEHWUI [A0MKHO OCYLLEeCTBAATbCA Ha BHELWHeW rpaHule
MHPOPMALMOHHOM cUCTEMBI (CUCTEMbI OBHAPYKEHUA BTOPMKEHWNI YPOBHA CeTU) U (MIN) HA BHYTPEHHUX
y3nax (cuctembl OBHapy»KeHMA BTOPXEHWUI YPOBHA y31a) CEerMeHTOB MHPOPMALIMOHHOM CUCTEMbI
(aBTOMaTM3MpPOBaAHHbIX PaboyMx MecTax, cepBepax U UHbIX y31ax), onpenensaembix onepaTopom.

MpaBa no ynpasBnaeHuWto (agMUHUCTPUPOBAHMIO) CUCTEMAMMU OBOHAPYIKEHUS BTOPXKEHWIN [OOJIXKHbI
NpPeLoCTaBAATLCA TObKO YNONHOMOYEHHbBIM AO/IKHOCTHBIM NLAM.

CucTeMbl OBHapPY)KEHUA BTOPMKEHWIN [0/MXHbI obecneymMBaTb pearMpoBaHWe Ha OBHapyXKeHHble U
pacno3HaHHble  KOMMbIOTEPHblE  aTakKM C  y4eTom  ocobeHHOCTel  GYHKUMOHMPOBAHMUSA
NHPOPMALMOHHDBIX CUCTEM.

MpaBuna w npoueaypbl OOHapyKeHMA (NpefoTBPALLEHMA) BTOPXKEHMI (KOMMbIOTEPHbIX aTak)
PEernameHTUPYIOTCA B OPraHM3aUMOHHO-PACNOPAANTENBHBIX AOKYMEHTAX onepatopa Mo 3aluTe
nHpopmaymu.

Tpe6oBaHua K ycunenuto COB.1:

1) onepatopom obecneuynBaeTca NPUMeEHeHWe CUCTEM OBHaPY)KeHWUA BTOPMKEHMIA YPOBHA ceTw,
obecneunsatowmx cbop u aHanms nHbopmauum 06 MHPOPMALMOHHbBIX MOTOKAX, NepeaaBaembiX B
pamKax cermeHTa (cermeHToB) MHGOPMALIMOHHOM CUCTEMDI;

2) B uvHOOPMALMOHHOW  cucTeme  obecneumMBaeTcs  LLEHTPa/IM30BaHHOE  ynpaBieHue
(aAMUHUCTPUpPOBAHME) KOMMOHEHTAMM CUCTEMbI OBHAPYYKEHWUA BTOPMKEHMUM, YCTAHOBJIEHHBLIMU B
Pas/IMYHbIX CErMEHTaxX MHOPMALMOHHOM CUCTEMDI;

3) obHapyKeHue M pearMpoBaHue (yBeaomMaeHWe agMUHUCTpaTopa 6e3onacHocTM, 6J10KMpoBaHue
TpaduKa U UHble AENCTBMA MO PEarvMpoBaHMUIO) Ha KOMMbIOTEPHbIE aTakM B MacluTabe BpemeHw,
6/1M3KOM K peasibHoMy;

4) 3awuTa MHPopmaunn, cobpaHHOM U CreHEPUPOBAHHON CUCTEMOMN OBHapyKeHUA BTOPXKEHWN, OT
HECaHKUMOHMPOBAHHOTO A0CTyna, MoaMdUKaLUKM U yaaneHus;

5) onepaTtopom WHPOPMaLMOHHONM cucTembl obecrneynmBaeTca NPMMEHEHME cucTeM OBHapyKeHUA
BTOPYKEHWUI YPOBHA Y3713 Ha aBTOMaTU3MPOBAHHbIX paboumx mecTax v cepBepax MHGOPMALMOHHOWM
cUcTeMbl;

6) onepaTopom WHPOPMaLMOHHOM cucTeMbl obecneyumBaeTca NMPUMEHeHMe cucTem OBHapyKeHus
BTOPYKEHWUI HA NPUKNAAHOM YPOBHE 6a30BOW 3TaNIOHHOW MOAENM B3aMMOCBA3MN OTKPbITLIX CUCTEM.

CopeprKaHue 6a3o0Boii mepbl COB.1:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpMaLLMOHHOM cUCTEMBI
nHpopmaymm 4 3 2 1
COB.1 + +
Ycunenue COB.1 2 2

COB.2 OBHOBJIEHUE BA3bl PELLUAIOLLINX NPABUJ



Tpe6oBaHua K peanusauyum COB.2: Onepatopom AO/MIKHO obecneumBaTbca 0OHOBAEHMe 6asbl
peLwarnLmx MpaBua CUCTEMbl OOHAPYKEHWUA BTOPMKEHWUM, NPUMEHAEeMOW B WHPOPMALMOHHOWM
cucteme.

O6HoBneHMe 6asbl pelwalolwmx MpPaBUA  CUCTEMbl  OOHapy)KeHWA  BTOPXEHMI  OO0MKHO
npeaycmaTpuBarh:

® oJlyyeHune yBegoMIEHUI O HE06X0AMMOCTM OBHOBNEHWUI M HENOCPeACTBEHHOM OB6HOBNEHU M
6a3bl peLuatoLmx NpaBu;

® OJly4YeHMeE N3 A0BEPEHHDBIX MCTOYHMKOB M YCTAHOBKY 06HOBAEHM Ba3bl peLualoLmnx Npasu;
®  KOHTPO/b LLEeSIOCTHOCTY OBHOBNEHNI Ba3bl peLlatowmx Npasu.

MpaBuna u npoueaypbl 0OHOBAEHWA 6asbl pewalowmnx MpPaBua  PernameHTUpyroTca B
OpraHM3aLMOHHO-PaCcNopPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute nHpopmaumnm.

Tpe6oBaHua K ycunenuio COB.2:

1) B WHPOPMAULMOHHOW cUCTeMe [O/MKHO obecrneymBaTbCA LLEHTPA/NIM30BaHHOE YrpaB/ieHue
obHoBIeHNEM 6a3bl peLlatoLuX NPaBua CUCTEMbI OOHAPYKEHMA BTOPKEHUN;

2) B MHPOPMAUMOHHON cucTeMe [o/MKHa obecneymBaTbCa BO3MOXKHOCTb PeaKTUPOBaHUA 6asbl
pewatowmx npasun (gobasneHve un (MAK) MWCKAKOYEHME pellaloWmMx MpPaBua) CO  CTOPOHbI
YNOJIHOMOYEHHbBIX O0/KHOCTHBLIX NUL, (a4MWHUCTPATOPOB) A8 NPeAoTBpaleHUa onpeaeneHHbIX
onepaTopomM KOMMbIOTEPHbIX aTak U (M/IM) COKPALLEHMA HArpy3KM Ha MHOOPMALMOHHYIO CUCTEMY, a
TaKXXe MUHMMM3ALNM NIOXKHbIX CpabaTbiBaHMIA CUCTEMbI OOHAPYKEHUA BTOPKEHNN;

3) onepatopom MHGOPMALMOHHON CUCTEMbI YCTaHaBAMBAETCA MOPSAAOK PedaKTMpoBaHUA 6asbl
peLlaowmx npasua. B ciyyae peaaktmpoBaHua 6asbl peluatolwmx npasua 3anncb 06 aTom cobbitnn ¢
YyKa3aHMeM NPOM3BEAEHHbIX U3MEHEHUI GUKCUPYETCA B COOTBETCTBYIOLLEM KypHane perucrpauuun
cobbITMin besonacHoCTy.

CopeprkaHue 6a30B0ii mepbl COB.2:

Mepa 3awmTbl Knacc 3awmuweHHOCTM MHGOPMaLMOHHOM CUCTEMDI
nHpopmaymm 4 3 2
COB.2 + +
Ycunexune COB.2 1,2,3

3.8. KoHTponb (aHanu3) sawmuweHHocTn nHpopmaumm (AH3)
AH3.1 BbIIBNEHUE, AHANIN3 U YCTPAHEHME YA3BUMOCTEN MIHOOPMALIMOHHOW CUCTEMDbI

TpeboBaHua K peanusauun AH3.1: OnepaTopom [AOJIKHbl OCYLLECTBAATLCA BbIABNEHUE (MOMUCK),
aHanuM3 1 ycTpaHeHMe ya3BUMOCTeN B MHGOPMALIMOHHOM cucTeMe.

Mpu BbiABNAEHUU (NOWUCKE), aHa/NM3e W YCTPaHEHUU YA3BMMOCTEN B WMHPOPMALMOHHOW cucTeme
OOIKHbI NPOBOAUTLCA:

e BbiABAeHME (MOWCK) YA3BMMOCTEN, CBA3aHHbIX C OWWBKamMM Koda B NPOrpaMmHOM
(MUKponporpammHom) obecnedeHun (obLLECUCTEMHOM, NPUKNAAHOM, cheuuanbHoM), a
TaKKe nporpamMmHom obecneyeHMM cpeacTs 3alMTbl MHPOPMALUKM, MPABUNbHOCTbIO
YCTAHOBKM U  HACTPOWMKM CpeacTs 3awuTbl MHOOPMALMM, TEXHUYECKUX CPeacts u
nporpaMmmHoro obecneyeHus, a TaKKe KOPPEKTHOCTbio paboTbl CpeacTs  3aluThl
MHbOPMaUMKN MPU UX B3aMMOAEWCTBUM C TEXHUYECKUMU CpencTBaMv M MPOrpamMHbIM
obecneyeHuem;

e paspaboTka MO pesynbTaTam BbiABAEHMA (NOWMCKA) yA3BMMOCTEN OTYETOB C OMUCaHWEM
BbIAB/IEHHbIX YA3BUMOCTEN U NJAHOM MEPONPUATUIA MO UX YCTPAHEHWUIO;



e aHa/M3 OT4YEeTOB C pe3ynbTaTaMM MOWUCKA YA3IBMMOCTEM U OLUEHKM [J0CTaTOUYHOCTU
peann3oBaHHbIX Mep 3aWunTbl MHGOPMaLUK;

® yCTpaHEeHWe BbISIBNAEHHbIX YA3BMMOCTEM, B TOM 4MCAe MyTeM YCTaHOBKU OOHOBAEHMUM
NpPorpammHoro obecneueHus cpeacTes  3aWMThbI MHbOPMaLMK,06LLECUCTEMHOTO
nporpammHoro  obecnevyeHuss, NPUKNAAHOrO  MNPOrpaMMHOro  obecrneyeHus  UAU
MUKPOMPOrpaMMHOro obecneyeHns TeXHUYECKNX CPeacTs;

L MHd)OpMMpOBaHME AO/IKHOCTHbIX /1L, onepaTtopa (ﬂOﬂbBOBaTGHEﬁ, AAMUHNCTPATOPOB,
nogpasaeneHna no 3awute VIH(I)OpMaLI,VIM) O pe3ysibTaTaxX NMOWUCKa Yﬂ3BMMOCTel7I N OUEHKHU
AO0CTAaTOYHOCTU peaZIn30BaAHHbIX MepP 3alUTbI MHd)OpMaLI,MM.

B KayecTBe MCTOYHMKOB WMHOOPMAUUM 06 YA3BMMOCTAX MCMONb3YIOTCA ONyb6AMKOBAHHbIE AaHHbIE
pa3paboTunMKoB CPeacTB 3allnUTbl MHOPMALMKM, OBLLECUCTEMHOrO, MPUKAAAHOIO U CneunanbHoro
nporpammHoro obecneyeHma, TEXHUYECKUX CPE/ICTB, a TaKXKe Apyrie 6asbl AaHHbIX YA3SBUMOCTEN.

BbiaBneHMe (MOUCK), aHaU3 U YCTPaHEHUE YA3BMMOCTEN A0/KHbI MPOBOAMTLCA Ha 3Tanax co3aaHus
M 3KCNIyaTauum MHGOPMaUMOHHOM cuctembl. Ha aTane akcnayaTauym NOUCK M aHaNn3 ya3BMMOCTEN
NpPoBOAMUTCA C NEPUOANYHOCTLIO, YCTAaHOBAEHHON onepaTopom. Mpu sTom B 0653aTelbHOM NopaaKe
ONA KPUTUYECKUX YI3BMMOCTE NPOBOAMUTCA MOUCK U aHaIN3 YA3BMUMOCTEN B C/lydae onyb/IMKoBaHUsA B
061Le0CTYMHbIX UCTOYHMKaX MHGOPMALMM O HOBBIX YA3BUMOCTAX B CPeACTBaX 3aLUMUTbl MHOpMaL MM,
TEXHUYECKMX CPeacTBax M MPorpammMHomM obecrnedeHnn, NpumeHaemomM B MHGOPMaLMOHHOM cucteme.

B cnyyae HEBO3MOMHOCTM YCTPaHEHUS BbIABJAEHHbIX YA3BMMOCTENM NyTEM YCTAaHOBKM OBHOBAEHMIA
nporpaMmHoro obecrnevyeHna cpeacTs 3awWuTbl MHbOPMALUMM, OBLECUCTEMHOrO MPOrPamMMHOro
obecneyeHnn, NPUKNAAHOIO NPOrpamMmmHoro obecneyeHus UAM MUKPONPOrpaMMHOro obecneyeHms
TEXHUYECKMX CPeacTB HeobxoAumo npeanpuHATbL  AelcTBUA  (HAaCTPOMKM  CPeacTs  3alluTbl
MHOOPMaLMKN, M3MEHEHME pPeXMma U nopaaKka WCMONb30BaHUA WHPOPMAaLMOHHON CUCTEMBI),
Hanpas/ieHHble Ha yCTPaHeHWe BO3MOXHOCTM UCMONb30BaHNA BbIABAEHHbIX YA3BUMOCTEN.

OnepaTtopom [AO0/KHbl OCYLLECTBAATLCA MONYYEHME W3 O0BEPEHHbIX WMCTOYHMKOB W YCTAHOBKA
06HOB/IeHWIA 6a3bl MPU3HAKOB YA3BUMOCTEMN.

MpaBuna ¥ npoueaypbl BbiABAEHWA, aHaNM3a M YCTPaHEHUA YA3BMMOCTEN pernameHTUpyloTca B
OpraHM3aLMOHHO-PaCNOPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmte nHGopmaumu.

Tpe6oBaHua K ycunenuio AH3.1:

1) onepatopom obecneumBaeTcs MUCNONb30BaHWE ANA BbiABAEHUA (NOWUCKA) yA3BMMOCTEN CpeacTs
aHanu3a (KOHTpOAA) 3alWMLLIEHHOCTM (CKaHepoB 6e30MacHOCTU), MMENLWMX CTaHOAPTU30BaHHbIE
(yHMdUUMpPOBaAHHbIE) B COOTBETCTBUMM C HALMOHA/NbHBIMW CTaHAAPTAMW OMUCaHME W MNepeyHU
NPOrpammHoO - annapaTHbIX NAaTGopm, yA3BMMOCTEN NporpammHoro obecneyeHus, OWMOOYHbIX
KOHOUrypaLmii, MpaBua ON1caHus ya3sBUMOCTEN, NPOBEPOYHbIX CMTMCKOB, Npoueayp TeCTUPOBAHUA U
A3blKa TECTUPOBAHMA MHPOPMALIMOHHOW CUCTEMBI Ha HanWune ya3BMMOCTEN, OLLEHKM NOC/ieacTBUi
YA3BMMOCTEN, MMEILMX BO3MOXKHOCTb OMepaTUBHOTO O6HOBNEHUA 6asbl AAHHbIX BbIIBAAEMbIX
YySA3BUMOCTEN;

2) onepaTop AONKEH YTOUHATb NepeyeHb CKaHMPyeMbIX B MHOOPMALMOHHOM CUCTEME YA3BUMOCTEN C
YCTAHOB/IEHHOM MM NEPUOLANYHOCTbIO, a TaK¥Ke Noc/sie NoABAEHUA MHPOPMALLMM O HOBbIX YA3BUMOCTAX;

3) onepatopom onpegensetca nHbopmauma 06 MHPOPMaLMOHHOM CUCTEME, KOTOpPasA MOMKET CTaTb
M3BECTHON HapywuTenaM M WCMNO/Ab30BaHa MMM AAA 3KChayaTauuMu ysa3BMMOCTEM (B ToM uucie
YA3SBMMOCTEN «HYNEBOro AHA» - YA3BMMOCTEMN, OMMCaHWE KOTOPbIX OTCYTCTBYeT B 6a3ax AaHHbIX
pa3paboTunKoOB CpeacTB 3aWwmTbl MHGOPMALMM, OBLLECUCTEMHOrO, MPUKIAAHOIO U CNeunanbHoro
nporpamMmHoro obecneyeHns, TEXHUYECKUX CPEeACTB), M MNPUHUMAIOTCA Mepbl MO CHUMKEHMUIO
(MCKNOYEHUIO) MOCNeACTBMIA OT SKCNAYaTaUMMN HAPYLLUMTENAMMU HEYCTPAHUMbIX YA3BUMOCTEN;

4) onepaTopoMm NPeAOCTaBAAETCA AOCTYN TO/NbKO aAMUHUCTPATOPaM K GYHKUMAM BbifiBNEHMA (NOMCKa)
yA3BUMOCTEN (NpeaocTaBneHMe TaKo BO3MOMXKHOCTM TO/IbKO aaMUHKUCTpaTopam 6e3onacHoCTH);



5) onepatopom MNPUMEHAIOTCA aBTOMaTM3MPOBaHHblIE CPeACTBA 418 CPaBHEHWMA pPe3y/bTaToB
CKaHMPOBaHUA YA3BMMOCTEN B pasHble Nepuoabl BpeMeHW A8 aHa/M3a M3MEHEHUs KOJIMYecTBa U
Knaccos (TMnoB) ya3BuMmocTein B UHGOPMALMOHHOM CUCTEME;

6) onepatopoM MNPUMEHAIOTCA  ABTOMATU3MPOBAHHbIE CPeAcTBa ANA  OOHapy)XeHua B
MHPOPMALMOHHON CUCTEME HepaspelleHHOro nporpammHoro obecneyeHua (KOMMOHEHTOB
nporpammHoro obecneyeHus) u yBeaomaeHMA 06 3TOM YMNOJHOMOYEHHbIX AOKHOCTHBIX JIULL
(aamuHucTpaTopa 6esonacHoCTH);

7) onepaTopom NPOBOAMUTCA aHaNM3 KYPHA/NOB perucTpauumn cobbiTuii 6esonacHocTU (KypHana
ayamta) B UenAx onpegeneHusa, 6bianM NM BbiIBEHHble YA3BMMOCTM pPaHee WCMNOo/b30BaHbl B
MHGOPMALMOHHOM CUCTEME ANA HapyweHna 6e3onacHoCcTM MHbopmauuuy;

8) onepaTtopom obecneyunsBaeTca NPoBeAeHME BbIABNEHNA YA3BUMOCTEN «HY/IEBOro AHA», O KOTOPbIX
CTa/io U3BECTHO, HO MHOPMALMA O KOTOPbIX HE BKOYEHA B CKaHepbl YA3BMMOCTEN;

9) onepaTopom obecneuymMBaeTcA NPOBEAEHWE BbIBJIEHUA HOBbIX YSA3BUMOCTENW, WMHbOpMaUUAa O
KOTOpPbIX He onyb/IMKoBaHa B 06LLEeA0CTYNMHbIX UCTOYHMKAX;

10) onepaTopom O0/IKHO OCYLECTBAATLCA BbiABAEHME (MOMCK) ya3sBMMOCTEN B MHPOPMALMOHHOM
CUCTEME C MCNOJIb30BaHMEM YUYETHbIX 3aNmncei Ha CKaHNPYEMbIX pecypcax;

11) onepaTopom [O/MKHO WCNO/b30BATbCA TECTUPOBaHWE WHOOPMALMOHHOM CUCTEMbI Ha
NPOHMKHOBEHME.

CopeprkaHue 6a3oBoii mepbl AH3.1:

Mepa 3awmTol Knacc 3awmueHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHpopmauum 4 3 2 1
AH3.1 + + +
Ycunenume AH3.1 1,4 1,2,4 1,2,4,7

AH3.2 KOHTPO/Ib YCTAHOBKM OBHOBJIEHWA MPOrPAMMHOIO OBECMEYEHWA, BK/IHOYAA
NMPOrPAMMHOE OBECMEYEHUE CPEACTB 3ALLNTbI UHOOPMALIUUN

Tpe6oBaHuAa K peanusauum AH3.2: OnepaTopom AO0/IKEH OCYLECTBAATLCA KOHTPOJIb YCTaHOBKM
06HOB/IEHNI NporpammHoro obecnedyeHus, BKAOYas nporpamMmmHoe obecnedyeHve cpeacTB 3aluUThbl
MHdopMaumn 1 nporpammHoe obecneyeHne 6asoBoN CMCTEMbI BBOAA-BbIBOAA.

OnepaTopoM [OONKHO OCYLLECTBAATHCA MOJlyYEHUE M3 [0BEPEHHBIX WMCTOYHMKOB W YCTaHOBKA
06HOBNEHUI NporpaMMHOro obecneyeHus, BKAOYanA NporpammHoe obecneveHne cpeacTs 3alLMTbI
MHbOPMaLUK 1 NporpaMmHoe obecneyeHne 6a3oBoit cMcTeMbl BBOAA-BbIBOAA.

MpM KOHTpONE YCTaHOBKM OOHOBMEHWUI OCYLLECTBAAIOTCA TMPOBEPKM COOTBETCTBUA BepCUi
06LLIEeCUCTEMHOTO, NPUKAAZHOIO W CNeumanbHOro  MPOrpammMHOro  (MMKPOMPOrpamMHOro)
obecneyeHusn, BKItOYAsA MporpammHoe obecneyeHne CpeacTs 3aWuTbl MHGOPMALLMM, YCTAHOBIEHHOTO
B WHOOPMALMOHHON CUCTEME W BbIMYLWEHHOrO Pa3paboTUMKOM, a TaK¥Ke HaauyMe OTMETOK B
SKCMAyaTaUMOHHOM AOKyMeHTauuu (bopmynsap uam nacnopt) o6 ycTaHoBKe (NpuMeHeHuw)
ob6HOBNEHNN.

KOHTpOJ’Ib YCTaHOBKMU obHOBNEHNI nposogmnTcAa C NepnognvyHoOCTbHO, YCTaHOBﬂeHHOVI onepartopom B
OpPraHn3aulMOHHO-pacnopaAanTeNnbHbIX AOKYMEHTAX MO 3auluTe I/IHd)OpMaLI,I/II/I n d)MKCVIDYETCFI B
COOTBETCTBYHOLUUMX XKypPHanax.

MpU KOHTpOJie YCTaHOBKM OBHOB/IEHWI OCYLLECTBAAIOTCA MNPOBEPKM YCTaHOBKM 06HOBAEeHWI 6a3
AaHHbIX MPMU3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpaMm (BMPYCOB) CPeACcTB aHTUBMPYCHOM
3aWmMTbl B cooTBeTCcTBUM C AB3.2, 6a3 pellalolWmMX MPaBuA CUCTEM OBHAPYMKEHUA BTOPMKEHWIA B
cooTBeTcTBuM ¢ COB.2, 6a3 NPM3HAKOB YA3BMMOCTEW CPEACTB aHaM3a 3alUMLLEHHOCTM M UHbIX 633
AaHHbIX, He0bX0ANMbIX 414 peanusaunmn GyHKUumMI 6e30nacHoOCTU CPeaCTB 3aluUTbl MHGOpMaLmN.



MpaBuna U npoueaypbl KOHTPOAA YCTAaHOBKM OOHOBAEHMI NporpammHoro obecneyeHus
PEernameHTUPYIOTCA B OPraHM3aUMOHHO-PACNOPAANTENBHBIX AOKYMEHTAaX onepatopa Mo 3aluTe
nHpopmaymu.

Tpe6oBaHua K ycuneHuto AH3.2:

1) onepaTopom A0/IXKHA OCYLLECTBAATLCA MPOBEPKA KOPPEKTHOCTU GYHKLIMOHUPOBAHMA OOHOBIEHWI
B TECTOBOM cpede C obsA3aTesibHbiM 0dOpMIEeHNEM pPe3y/ibTaToB MPOBEPKU B COOTBETCTBYHOLLEM
KypHane;

2) onepatopom obecneynmBaeTcA perfaMeHTaums U KOHTPOJb OOHOB/MEHMI NPOrPaMMHOro
obecneyeHnn 6a30BOI cMCTEMbI BBOAA-BbIBOAA (MHOTO MUKPOMNPOrpPaMMHOro obecrneyeHus).

CopeprkaHue 6a3oBoii mepbl AH3.2:

Mepa 3awmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI
nHbopmaumm 4 3 2 1
AH3.2 + + + +
YeunerHune AH3.2

AH3.3 KOHTPO/Ib PABOTOCNOCOBHOCTU, NAPAMETPOB HACTPOMKM W NPABWU/IbHOCTU
®YHKUMOHUPOBAHUA NPOTPAMMHOIO OBECINEYEHMUA U CPEACTB 3ALLUTbI UHOOPMALUN

TpeboBaHna K peanmsauum AH3.3: Onepatopom  OO0/IKEH  MPOBOAUTLCA  KOHTPOJIb
paboToCcnocobHOCTM, NApPaMeTPOB HACTPOMKM M NPABUABHOCTU PYHKLMOHUPOBAHMA NPOrPaMMHOrO
obecneyeHuns 1 cpeacTs 3aWwUTbl UHGOPMALUMK.

Mpu KoHTpone paboTocnocobHOCTM, NapaMeTPoB HACTPOMKM M NPaBUALHOCTU GYHKLMOHMPOBAHMA
nporpaMmmHoro obecnedyeHns 1 cpeacTs 3allmTbl UHGOPMAaLIMKN OCYLLLECTBAAETCA:

® KOHTPO/Ab PaboTOCNOCOBHOCTU (HEOTKAYeHUs) MporpaMmMHOro obecneyeHns U cpeacTs
3awWwmTbl MHPOpMaLmK;

® MpoBepKa MNPaBUAbHOCTM QYHKUMOHMPOBAHMA (TECTUPOBAaHME HA TeCTOBbIX [AaHHbIX,
NPMBOAALWMX K U3BECTHOMY pe3y/ibTaTy) NPOorpammHOro obecneyeHus u cpeacTs 3almThbl
MHopMaumn, 06bem 1 cogepKaHne KOTOPOoI onpeaenseTca onepaTopom;

® KOHTPO/Ib COOTBETCTBMA HACTPOEK NPOrpaMmmMHOro obecneyeHns W CPeacTB  3alyuThl
MHpOPMaLMN NapameTpam HaCTPOMKKM, NPUBEAEHHBIM B 3KCNyaTaLMOHHON AOKYMEHTALLMM
Ha cucTemy 3aWmTbl MHGOPMaLMK U CPeACTBa 3aLWnTbl MHGOPMaLNK;

e BOCCTaHOBAEHWe PaboTocnocobHOCTU (MPaBUNABHOCTU GYHKLMOHWPOBAHUA) U MapameTpoB
HaCTPOMKM nporpamMmHoro obecneyeHus W CPeACTB  3awWuTbl  MHbopmaumn (npwm
HeobXxoAMMOCTH), B TOM YUC/IE C UCMOJIb30BAHMEM PE3EPBHbIX KOMWUIA U (M) ANCTPUOYTUBOB.

KoHTposb paboTocnocobHOCTU, MNapaMeTpoB HACTPOMKM M MNPaBUAbHOCTU GYHKLUMOHMPOBAHMSA
nporpamMmHoro obecneyeHus U cpeacTs 3aliMTbl MHPOPMALMM NPOBOAUTCA C NEPUOAUYHOCTbIO,
YCTaHOBJ/IEHHOM OMepaTopomM B OPraHWM3aLMOHHO--PACNIOPAANTENbHBLIX AOKYMEHTax Mo 3awuTe
nHpopmaymu.

Tpe6oBaHusa K ycunenuio AH3.3:

1) B MHPOpPMaLMOHHON cMCTEME AONKHbI 0obecneymBaTbcs perncrpauma cobbiTin U onoseleHne
(curHanmsaums, MHAMKaUMA) aamMmuHUCTpaTopa 6e30NacHOCTM O COBbITUAX, CBA3AHHbIX C HapyLleHneM
pabotocnocobHocTH (NpaBMAbHOCTU GYHKLMOHMPOBAHUA) U NapPaMeTPOB HACTPOMKN NPOrpaMmMHOro
obecneyeHna 1 cpeacTs 3aWmTbl MHGOPMaLNK;

2) onepatopom B Ccay4ae OOHapy)KeHMAa HapylleHui paboTtocnocobHocTU (MPaBMIBHOCTU
bYHKLMOHMPOBAHNA) M NapaMeTpOB HACTPOMKM NpOrpammHoro obecneyeHus U CpPeacTB 3aluThbl
MHPopMaumn ponxeH obecneumsatbcs nepesod WHGOPMALMOHHOM CUCTEMbI, CermeHTa Wau



KOMMNOHEeHTa MHGOPMALMOHHOM CUCTEMBI B PEXMM OrpaHnyeHus obpaboTkm nHpopmaumm n (Mam)
3anpeT 06paboTkM uHbopmauMM B WMHPOPMALMOHHOM CUCTEME, CErMEHTE WAN KOMMNOHEHTe
MHPOPMALMOHHOM CUCTEMbI 40 YCTPAHEHWA HAPYLUEHWI;

3) onepaTopom [OMXKHbI MCMNO/Mb30BATbCA aABTOMATU3MPOBAHHblE cpeacTBa, obecneynBatolme
WHBEHTAPM3aLMIO MNAapaMeTPOB HACTPOWMKM MPOrpaMMHOro obecneyeHus W CpencTs  3awuUTbl
MHGOPMALMM U BOCCTAHOBNIEHME MAapaMETPOB HACTPOMKM NPOrpammHoro obecnevyeHua n cpencTs
3awWwmTbl MHPOpMaLmu;

4) B "HGOPMALIMOHHOM CUCTEME [0/IKHO UCMO/Ib30BaTLCA NPorpaMmHoe obecneyeHune, npollellee
KOHTPOJ1Ib OTCYTCTBMNA HeAeKNapPUPOBaAHHbIX BO3MOXHOCTEN U OTCYTCTBUA BIMAHNA HA KOPPEKTHOCTb
paboTbl cpeacTs 3alnTbl UHPOPMALUN.

CopeprkaHue 6a3oBoii mepbl AH3.3:

Mepa 3awmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmaymm 4 3 2 1
AH3.3 + + +
Ycunenume AH3.3 1 1

AH3.4 KOHTPOJIb COCTABA TEXHMWYECKMX CPEACTB, NMPOrPAMMHOIO OBECMEYEHUA U
CPEACTB 3ALLIUTBI UHOOPMALIUN

TpeboBaHna K peanusauum AH3.4: OnepaTopom [O/KEH MPOBOAUTLCA KOHTPO/Ib COCTaBa
TEXHUYECKMX CPEACTB, MPOrpaMmMHOro obecrneyeHmns U cpeacTs 3aWwmnTbl MHGOPMALUM, MPUMEHAEMbIX
B MIHPOPMALMOHHOW cucTeme (MHBEHTapuM3aumsa).

Mpu KOHTpONe cocTaBa TEXHUYECKUX CPeACTB, NporpammHoro obecnevyeHua U CpencTs 3alMTbl
MHpopMaLUUM OCYLLECTBAACTCA:

® KOHTPO/b COOTBETCTBMA COCTABa TEXHUYECKUX CPeAcTB, NPOrpaMmMHOro obecrneyeHus U
cpeAcTB 3aWwmnTbl MHPOPMALMM NPUBESEHHOMY B SKCMYaTaLLMOHHOW AOKYMEHTALLMMN C LLeNbIo
NOAAEPYKAHUA  aKTyaNbHOM (YCTaHOB/IEHHOW B COOTBETCTBMM C  3IKCMJyaTaLMOHHOW
OOKyMeHTauuen) KoHdurypauum UHOOPMALMOHHOM  CUCTEMBbI U MPUHATUE  Mep,
HanpaB/IeHHbIX Ha YCTPaHEHWUE BbIABIEHHbIX HELOCTATKOB;

® KOHTPOJIb COCTaBa TEXHUYECKMX CPeACTB, NPOrpaMmHoro obecneyeHus M CPeAcTB 3aLUTbI
MHPOPMaAUMM Ha  COOTBETCTBME CBEAEHMAM  AOEUCTBYIOWEN  (aKTyannsmMpoBaHHOM)
3KCMyaTaUMOHHOW AOKYMEHTaUMM W NPUHATME Mep, HaMpaBAeHHbIX Ha YyCTpaHeHue
BbIAB/IEHHbIX HEA0CTaTKOB;

®  KOHTPOJ1b BbIMNOJIHEHUA ycnoamﬁ n CpoKoB AeﬁCTBMﬂ CepTVI(I)MKaTOB COOTBETCTBMA Ha CpeacTBa
3aWnTbI VIH¢OpMaLI,MM N NpUHATHME Mep, Hanpas/eHHbIX Ha YCTpaHEHWE BblIAB/IEHHbIX
HeAOoCTaTKOB;

®  UCK/OYEeHUue (BoccTaHoBNEHME) n3 cocTaBa MHbOPMaLNOHHON CUCTEMDbI
HEeCaHKLUVOHUPOBAHHO YCTAHOB/EHHbIX (YAaneHHbIX) TEXHUYECKUX CPeACTB, NPOrpaMmMHOro
obecneyeHns 1 cpeacTs 3alWMTbl MUHPOPMaLUN.

KOHTpOJ’Ib COCTaBa TeEXHUYECKUX Cpeacrts, nporpammHoOro obecneyeHus w cpencrts  3aWmnTbl
MHd)OpMaLI,MM nposoanTCA C NEpPUOANYHOCTbLIO, yCTaHOBﬂeHHOVI onepaTtopom B OpraHn3auMOHHO-
pacnopagnTenbHbIX AOKYMEHTAX NO 3aluTe VIHd)OpMaLI,MM.

TpeboBaHMA K ycuneHumio AH3.4:

1) B MHPOpPMAUMOHHOM cnCTeMe AO0/MKHA obecneymBaTbCsa perucrpaumsa cobbiTvii 6e30nacHoCTH,
CBA3AHHbIX C U3MEHEHMEM COCTaBa TEXHUYECKUX CPeacTB, NPOorpaMmHoro obecneyeHns u CpeacTs
3aLWmnTbl MHGOPMALLUK;



2) onepaTopoM [OMXHbI MCMNOMb30BATbCA aBTOMATU3MPOBaAHHblE cpeacTBa, obecneumsatowime
WHBEHTAPM3AUMIO TEXHUYECKMX CPeacTB, NporpaMmmHOro obecrnevyeHuss WM CPeACTB  3aLLUTDI
nHpopmaymu.

CopeprKaHue 6a3oBoii mepbl AH3.4:

Mepa 3awmTol Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
AH3.4 + + +
Ycunenue AH3.4 1 1,2

AH3.5 KOHTPO/Ib NPABWU/ TEHEPALMWU U CMEHbI NAPOJIEWM NO/Ib3OBATENEN, 3ABEAEHUA U
YOANEHUA YYETHbIX 3AMNUCEA NONIb3OBATENEW, PEAZIM3ALMU MPABUN PA3FPAHUYEHMUA
AO0CTYNOM, NO/IHOMOYUI NONb3OBATENEN B UHOOPMALMOHHOW CUCTEME

Tpe6oBaHua K peanusaumnm AH3.5: OnepaTopom A0/KEH NPOBOANTLCA KOHTPO/1b NPABUA reHepaLun
M CMeHbl napoJsieli nosib3oBaTenen, 3aBefeHUA M yAaZeHWA y4YeTHbIX 3anucer nonb3oBaTenen,
peanu3aunmn nNpasBua pasrpaHUYEHUa AOCTYNOM, NOJHOMOYMI Noab3oBaTeslen B MHPOPMALIMOHHOM
cucteme.

Mpw KOHTPONE NPaBUA FreHepaLUmn U CMEHbI MapoJiei Nosib3oBaTes1el, 3aBeAeHUA U YAaNEHUA YYETHbIX
3anucer nosib3oBaTesiel, peannsauum  NpPaBua  pasrpaHMYeHMa  AOCTYNOM, MOJIHOMOYMM
nosb3oBartesieit B UHGOPMaLMOHHON CUCTEME OCYLLLECTBAAETCA:

®  KOHTPOJIb NPaBUA reHepaumn U CMeHbl Napoaen noab3osateneit B cootsetctemum ¢ MAD.1 n
NA®D.4;

®  KOHTPO/b 3aBeAEHUA U yYAa/IeHUs YYETHbIX 3anucei nonb3osartesnei B cootsetcTeum ¢ YMNA.1;
®  KOHTPO/Ib peannsauum npasma pasrpaHnYeHmna goctynom B coorsetcteum c YMNA.2;
®  KOHTPO/b peanmsaunm NoSHOMOYMIN Nonb3oBaTenen B cootseTcTeum ¢ YNA.4 v YNA.5;

® KOHTPOJIb HanMuMs LOKYMEHTOB, MOATBEPXKAAIOWMX pPaspeLieHne MU3IMEHEHUN YYETHbIX
3anuceilt Nosib3oBaTesIel, UX NAPAMeTPOB, NPaBMA PasrpaHUYeHNs SOCTYMOM U MOJIHOMOYNIA
no/sib3oBaTesiel, NpesyCMOTPEHHbIX OpraHWM3auUOHHO-PACMOPALAUTENbHBIMU LOKYMEHTaMU
no 3awmTe MHPopMaL MM onepaTopa;

® yCTPaHEHWe HapyLleHWI, CBA3AHHbIX C FreHepauuen U CMeHOW naposei nonb3oBaTenew,
3aBefeHMEM W ypaNeHMEeM YYeTHbIX 3anuceit nosb3oBaTenen, peanuvsaument npasun
pasrpaHUYeHns A4OCTYNOM, YCTaHOB/IEHUEM NOJIHOMOYMIA NOb30BaTeNeN.

KOHTpOAb NpaBua reHepaumm U CMeHbl Naposeil nosib3oBaTenel, 3aBeAeHUA U YAANEHWA YUYETHbIX
3anuceil nonb3oBaTesieit, peanusauMM  NpPaBuA  PasrpaHUYeHMA  AOCTYNOM,  MOJIHOMOYMIA
nonb3osatesieit B MHOOPMALMOHHON CUCTEMe NPOBOAUTCA C MEPUOANYHOCTbIO, YCTaHOB/IEHHOM
onepaTopoM B OpraHM3aLMoOHHO-PaCcNopAANTENIbHbIX JOKYMEHTaX Mo 3alimTte nHGopMaLmu.

TpeboBaHua K ycunenuio AH3.5:

1) B MHOOPMALMOHHOM cucTeEMEe AOMKHA obecneynmBaTbCA pPerucTpauma cobbliTUi, CBA3AHHbLIX CO
CMEHOI Maponelt Nonb3oBaTenei, 3aBefeHNEM W yaaNeHWeM Y4YeTHbIX 3anuceil nonb3osaTenei,
N3MeHeHWeM NPaBua pasrpaHUYeHns 4OCTYNOM M NOHOMOYMIA NoNb3oBaTeNnel;

2) onepatopom AO0J/IXKHbl WMCMNO/ZIb30BaTbCA aBTOMATU3NPOBaAHHbIE CpeacTBa, o6ecneqMBa|ou.|,v1e
KOHTPO/1b NpaBwua reHepaumm U CMeHbI naponeﬁ nonb3oBaTtesnen, YYE€THbIX 3anucei nonb3oBaTenew,
npasuna pasrpaHn4yeHnA AOCTYyNnom u1 NONHOMOYMI NONb30BaTENEN.

CopeprKaHue 6a3oBoii mepbl AH3.5:

Mepa 3aLmThbl Knacc 3aumu,eHHOCTM MHGOPMALIMOHHOM CUCTEMBI




nHpopmaumnm 4 3 2 1
AH3.5 + + +

Yeunernune AH3.5 1 1

3.9. OBECMEYEHWUE LIENOCTHOCTU WMHOOPMALIMOHHOM CUCTEMbI U
MHGOPMALMU (OLN)

OuJ/1.1 KOHTPO/J1Ib LENOCTHOCTU NPOrPAMMHOIO OBECMEYEHUA, BKIOYAA NPOTPAMMHOE
OBECMNEYEHUE CPEACTB 3ALLUTBI UHOPOPMALIUU

Tpe6oBaHua K peanunsauymm OLUJL.1: B uHPOpMaLIMOHHOM cUCTEME AO/IXKEH OCYLLECTBAATLCA KOHTPO/Ib
LEeNI0CTHOCTM MPOrpaMMHOro obecrneveHma, BKAOYAA NporpammHoe obecneyeHne CpeacTB 3aLuUThl
nHbopmauuu.

KOHTPO/Ib LLEENOCTHOCTM NPOrpamMMHOro obecnedyeHus, BKAKOYan NporpammHoe obecrnedyeHume cpeacrs
3aWmTbl MHGOPMaLMK, LOTKEH NPesyCMaTPMBaTh:

® KOHTPOJ/Ib LENOCTHOCTM MporpaMmHoro obecneyeHus cpeacTs 3awmTbl MHGOpMauum,
BK/KOYAA UX 0BHOBNEHMA, MO HAMUMIO UMEH (MAEHTUPUKATOPOB) U (MAKM) MO KOHTPObHbLIM
CYMMaM KOMMOHEHTOB CPeACTB 3aluTbl MHPOPMaUMKM B MpouUecce 3arpyskn u (uaum)
AVHaMMUYeckn B npouecce paboTbl MHGOPMALLMOHHOWN CUCTEMBI;

® KOHTPOJ/Ib LENOCTHOCTM KOMMOHEHTOB MporpammHoro obecneyeHus (3a WCKAOYEHWEM
CPeAacTB 3aluTbl MHPOPMaUUK), ONpeaensiemoro OnepaTopoM MCXoAA M3 BO3MOMKHOCTU
peanusaummn yrpos 6e30nacHOCTM MHPOPMaLMK, MO HAAMUYMIO UMEH (MAEeHTUPUKATOPOB)
KOMMOHEHTOB NPOrpamMmmHOro obecneyeHnn n (MM) NO KOHTPONbHLIM CYMMam B npouecce
3arpysku 1 (Mn) AMHaAMMUYECKM B npouecce paboTbl MUHPOPMALMOHHOW CUCTEMDI;

®  KOHTPOJ/Ib NPUMEHEHUA CPEACTB Pa3paboTKM M OTNAAKM NPOrPaMm B COCTaBe MPOrPaMMHOrO
obecneyeHnsa MHGOPMALMOHHON CUCTEMbI;

e TecTUpOBaHWE C NepUOAMYHOCTbIO YCTaHOBAEHHOW onepatopom ¢yHKUMI He3onacHOCTU
CpeacTs 3awmTbl MHGOPMALUM, B TOM YNUC/IE C NMOMOLLBIO TECT- NPOrPamMm, UMUTUPYHOLLMX
NONbITKM HECAaHKLUMOHUPOBAHHOIO A0CTYNa, U (UAK) cneumnanbHbIX NPOrPamMMHbIX CPeacTs, B
cootBeTcTBuM ¢ AH3.1 1 AH3.2;

e obecneyeHne GU3NMYECKOW 3aLUUTbI TEXHUYECKUX CPeacTB MHPOPMALMOHHOM CUCTEMbI B
cootBetcTBum ¢ 3TC.2 n 3TC.3.

B cnyyae ecan  dyHKUMOHaNbHble BO3MOMHOCTU  MHOOPMALMOHHOM  CUCTEMbBI  [AOXHbI
npeaycmaTpusaTb NPUMEHEHWE B COCTaBe ee MporpammHoro obecnevyeHus cpeacts paspaboTku u
OT/IaAKU Nporpamm, onepatopom obecrneymBaeTcs BbINOJHEHME MPOLEAYP KOHTPOAA LEeNO0CTHOCTU
NporpaMmHoOro obecneyeHua nocsie 3aBepLIeHUs Kaxaoro npouecca GyHKUMOHMPOBAHUA CpeacTB
pa3paboTKM 1 OTAALKM NPOrpamMm.

Mpasuna u npoueaypbl KOHTPOAA LLENOCTHOCTU NPOrPamMMHOro obecneyeHuns pernameHTUpyoTca B
OpraHM3aLMOHHO-PacNopPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmre nHpopmaumnm.

Tpe6oBaHua K ycunenuto OLJ.1:

1) B MHOOPMAUMOHHOM CUCTEME KOHTPO/b LENOCTHOCTM CPEeACTB 3alnTbl MHGOPMALUU OOKEH
OCYLLECTBAATLCA MO KOHTPO/IbHbIM CYMMaM BCEX KOMMOHEHTOB CPeACTB 3aluTbl UHPOPMaLUK, KaK B
npouecce 3arpysku, Tak U AMHaMUYECKK B NpoLiecce paboTbl CUCTEMBI;

2) B I/IHd)OpMaLI,I/IOHHOﬁ cncrteme A0/1KeH obecneunBaTtbca KOHTPO/1b UENOCTHOCTN CpeacTB 3aWnTbl
MHdJOpMaLI,MM c MCNoN1b30BaHNEM KpMI'ITOFpad)MLIeCKMX meToaoB B COOTBETCTBUMN C
3aKOHO4aTeNbCTBOM Poccuiickoi dJe,u,epau,MM, BCeX KOMMOHEHTOB CpeAacTB 3aLlUTbl MHd)OpMaLI,MM, KaK
B npouecce 3arpysku, Tak 1 AnHammn4ecKku B npouecce pa60TbI CHNCTEMDbI,



3) onepaTtopom MCK/OYAeTCA BO3MOMKHOCTb MCMO/b30BaHUS CpPeacTB paspaboTKM U OTNaaKu
nporpamm Bo Bpemsa 06paboTKu 1 (MK) XxpaHeHUsa MHPOPMaL MK B Lenax obecneyeHns uenocTHOCTH
NporpaMmmHon cpeabl;

4) onepaTtopom obecneunBaeTca BblgeneHne pabouynMx MecT C YCTaHOB/EHHbIMU CpeacTBaMu
pa3paboTKM 1 OTNAAKM NPOrpaMm B OTAE/IbHbIN CerMeHT (TecToByto cpeay);

5) B MHPOpMaLMOHHON cucTeme AO0NKHA obecrneuymBaTbCcA GOKMPOBKA 3amnycka NpPoOrpammHOro
obecneyeHns u (MAn) 6GNOKMPOBKA cermeHTa (KOMMOHEHTa) MHGOPMALMOHHOM CUCTEMDI
(aBTOMaTM3MpOBaHHOTO pabouyero mecrta, cepsepa) B c/yyae obHapy)KeHMA (aKToB HapyleHus
LEeNI0CTHOCTH.

CopaeprkaHue 6a3oBoit mepbl OLJ.1:

Mepa 3awmnTbl Knacc 3awmuieHHocTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmaumnm 4 3 2
oun.1 + +
Ycunenne OUJ.1 1,3 1,3

OWN.2 KOHTPO/Ib LEE/IOCTHOCTU MHOOPMALIUKM, COLEPXKALLEACA B BA3AX [AHHbIX
WH®OPMALMOHHOM CUCTEMbI

TpeboBaHua K peannsauun OUJ.2: B uHGOPMaLMOHHOM CUCTEME A0/XKEH OCYLLECTBAATLCA KOHTPOJIb
LeNOCTHOCTN MHbOPMaLMK, coaeprKallencs B 6asax AaHHbIX MHGOPMALMOHHON CUCTEMbI.

KOHTPO/Ib LIe/IOCTHOCTU MHPOPMaLUK, coaepKallelica B 6a3ax AaHHbIX MHPOPMALMOHHOM CUCTEMDbI,
OOJIKEH NpeaycMaTpuBaTh:

®  KOHTPO/b LUENOCTHOCTM C NEPUOANYHOCTbLIO, YCTaHOBAEHHOW OnepaTopoM, CTPYKTYpPbl 6a3bl
OaHHbIX MO HaAMunio uUMeH (naeHTMPUKaTopoB) M (MAKM) MO KOHTPOAbHbIM CyMMam
NPOrpamMmMHbIX KOMMOHEHT 6a3bl AaHHbIX B MpOLLecce 3arpyskn u (MavM) AMHaMUYEcKU B
npouecce paboTbl MHPOPMALMOHHOM CUCTEMDI;

®  KOHTPOJIb LENOCTHOCTM C MEPUOSUYHOCTBIO, YCTAHOB/JIEHHOW onepaTopom, obbekToB 6a3
[AaHHbIX, oNpeaensieMblX OnepaTopom, N0 KOHTPOIbHbIM CYMMam U (MK) C UCNOAb30BaHNEM
KpunTtorpadumyecknx MeToLoB B COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickoin Pegepaumm
B MpoLecce 3arpysku 1 (Mam) anHamuyecku B npouecce paboTbl MHGOPMALMOHHOW CUCTEMDI;

e obecneyeHne PU3NYECKOM 3aLLMTbI TEXHUYECKMX CpeacTB MHPOPMALMOHHON CUCTEMBI, Ha
KOTOpPbIX yCTaHOB/AEeHa 6a3a AaHHbIX, B cooTBeTcTBMM ¢ 3TC.2 1 3TC.3.

MpaBuna 1 npoueaypbl KOHTPOAA LEeNOCTHOCTU MHGOPMALMKN PErNAaMEHTUPYIOTCA B OPraHM3auMoOHHO-
pacnopaaMTenbHbIX LOKYMEHTax onepaTopa no 3awmTte nHGopmaumu.

Tpe6oBaHua K ycunenuto OLJ.2:

1) B MHOOPMALMOHHOW CUCTEME AOO/KHbI BbINOAHATLCA MPOLEAYPbl KOHTPOAA LENOCTHOCTU
MHPopMaumn, coaepskawelica B 6ase A[aHHbIX, Nepes, KaxAbiM 3anycKOM NPOrpamMmHOro
obecneyeHnn goctyna K 6ase AaHHbIX;

2) B nHGOPMaUMOHHON cucTeMe A0/KeH obecneynmBaTbCA KOHTPO/b LLESIOCTHOCTU MCMOAHAEMbIX
mMmoaynei, XpaHawmxca B 6a3ax gaHHbIX (HanpUmep, XpaHMMble nNpoueaypbl, TPUITepbl);

3) B uHPOPMaLMOHHOM cucTeMe Ao0/KHa obecneunBaTbea 6/10KMPOBKa 3anycKka cMCTeMbl ynpaBaeHua
6a3bl  AaHHbIX M (MAKM) BNOKMPOBKA cermeHTa (KOMMOHEHTa) WHGOPMALMOHHON CUCTEMDI
(aBTOMaTM3MpPOBaHHOTO paboyero mecra, cepsepa) B c/aydyae ob6HapyKeHMA (GaKToB HapylleHus
LeNoCTHOCTH;



4) KOHTPONb LENOCTHOCTU CTPYKTYpbl 6a@3bl AaHHbIX M KOHTPOJIb LLEJOCTHOCTM MHGbOPMALMMK,
XpaHsueica B 6ase AaHHbIX, C MPUMEHEHMEM CMNeLManbHbIX MPOrPamMMHbIX aBTOMaTM3MPOBAHHBbIX
CPeACTB KOHTPOASA LLeJIOCTHOCTM.

CopeprkaHue 6a3oBoii mepbl OLL.2:

Mepa 3awwmTbl Knacc 3alwmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
oun.2

Ycnnenune OUJI.2

oun.3 ObECNEYEHUE BO3MOXKHOCTU BOCCTAHOBJIEHUA MPOrPAMMHOIO OBECMEYEHMUA,
BK/NIOYAA MPOrPAMMHOE OBECNEYEHME CPEACTB 3ALWUTbI WUHPOPMALMKU, NPU
BO3HUKHOBEHUMW HELLUTATHbIX CUTYALIUIA

Tpe6oBaHua K peanusauum OUJL.3: Onepatopom Ao/KHa ObiTb NpeagycmMoTpeHa BO3MOMKHOCTb
BOCCTAHOB/IEHMA NPOrpPaMmHOro obecrneyeHusa, BKAOYaA MporpammHoe obecrnieyeHue cpeacTs
3awWwmTbl MHPOPMAL MK, NPU BO3HUKHOBEHMM HELUTATHbIX CUTYaLMN.

[ns obecneyeHns BO3IMOXKHOCTM BOCCTAHOBAEHUA NPOrpaMmHoOro obecneyeHuns B MHGOPMALLMOHHOM
cucTeme  OO/KHbl - OblTb  MPWHATHI  COOTBETCTBYHOWME MAaHbl MO AENCTBMAM  MNepcoHana
(agmuHucTpaTOpOB HE30MacCHOCTU, NOAb30BaTeNEN) NPU BO3HUKHOBEHMUW HELUTATHbIX CUTYaLUNA.

BO3MOXKHOCTb BOCCTAaHOB/IEHMA NPOrpaMMHOro obecneyeHus, BKAOYas NporpammHoe obecneyeHune
cpeacts  3awmTtbl  MHOOPMALMM, NPU  BO3HUKHOBEHWM  HELWTaTHbIX CUTyaUMit  OO/KHA
npeaycmaTpusaTb:

e BOCCTaHOBNEHWe MporpammHoro obecneyeHus, BKAOYas MporpammHoe obecnevyeHue
cpeacTs 3almThl MHGOpPMaALMKU, M3 pe3epBHbIX KOMMI (AUCTPUBYTMBOB) MpPOrpamMmmHOro
obecneyeHus;

e BOCCTaHOBMAEHWE W nNpoBepka PaboTocnocobHOCTM cucTembl 3almMTbl  MHPOpPMaLUK,
obecneunsarolLme HeobXoAMMbIA YPOBEHb 3aLLUMLLEHHOCTM MHPOPMaLNWK;

e BO3BpaT MHPOPMALMOHHONM CUCTEMbI B HaYaIbHOE COCTOSIHME (40 BOSHUKHOBEHUSA HELLTAaTHOM
cuTyaummn), obecneuyuBatowiee ee wWTaTHOE GQYHKUMOHMPOBAHME, WM BOCCTAHOBJIEHME
OTAEeNbHbIX QYHKLMOHANbHbIX BO3MOXKHOCTEN MHPOPMALLMOHHOM CUCTEMBI, ONpeae/ieHHbIX
onepaTopom, NO3BOJIAIOLLMX peLlaTb 3a434m no 06paboTke MHopmauum.

OnepaTopom MPUMEHSAIOTCA KOMMEHCUPYIOLWME Mepbl 3alnuTbl MHPOPMaLMM B Cay4vasx, Korga
BOCCTaHOB/IEHWE PAaboTOCNOCOHBHOCTUN CUCTEMbI 3aLWUTbI MHPOPMALIMM HEBO3MOXKHO.

MpaBuna 1 npoueaypbl BOCCTAHOBAEHUA (B TOM 4YMCie NAaHbl NO AEMCTBMAM NepcoHana nopsagok
NPMMEHEHUA KOMMEHCUPYIOLWMX Mep) OTpaxKaloTca B  OpPraHM3auMOHHO-PacnopPAANTENbHbIX
AOKYMeHTax onepaTopa Mo 3awute MHGopmaumm.

Tpe6oBaHua K ycunenuto OLJ.3:

1) onepaTopom obecneymBaeTca BOCCTAHOBNEHWNE OTAE/bHbIX GYHKLMOHANbHbBIX BOSMOXHOCTEN
MHPOPMALMOHHOMN CUCTEMBI C MPUMEHEHMEM PE3EPBMPOBAHHOIO NPOrPAaMMHOTO obecneyeHus
3epKanbHOM MHPOPMALMOHHOM CUCTEMDI (cermeHTa MHGOPMALMOHHOM CUCTEMBI, TEXHUYECKOTO
cpeacTBa, ycTpolictea) B cootBetcteum ¢ OAT.2 1 OAT.4.

CopeprkaHue 6a3o80ii mepbl OLI/.3:

Mepa 3auThl Knacc 3almieHHoOCcTM MHGOPMaLIMOHHOM cUCTEMBI

nHbopmaLmn 4 3 2 1
oun.3 + + + +




Ycunernne OUJ1.3 | | 1

OL/1.4 OBHAPY}KEHWUE U PEATUPOBAHUE HA NMOCTYM/IEHUE B UHOGOPMALMOHHYIO CUCTEMY
HE3AMNPALUMBAEMbBIX 3/IEKTPOHHbIX COOBLUEHWUIA (MUCEM, OOKYMEHTOB) W WHOWM
WHGOPMALMK, HE OTHOCALLIMXCA K ®YHKLMOHUPOBAHUIO UHGOPMALMOHHOMN CUCTEMBI
(3ALLIUTA OT CNAMA)

Tpe6oBaHua K peanusauum OLU1.4: Onepatopom [A0/KHO obecnedymBaTbcA OBHapy)KeHue WU
pearnpoBaHMe Ha NOCTyMn/eHMe He3anpalmnBaeMbIX S1EKTPOHHbIX COOBLLEHNI (NUceM, OKYMEHTOB)
N MHOM MHPOPMALMK, HE OTHOCALLMXCA K PYHKLMOHMPOBAHMIO MHGOPMALMOHHOM CUCTEMBI (3awmTa
oT cnama).

3almMTa OT Cnama peasiM3yeTca Ha TOYKax Bxoda B MHOOPMALMOHHYIO cuctemy (Bbixoaa)
MHPOPMaLIMOHHbBIX MOTOKOB (MesKceTeBble 3KpaHbl, noytosble cepsepbl, Web-cepsepbl, npoKcu-
cepBepbl M cepBepbl YAANEHHOro AOCTYNa), a TaKKe Ha aBTOMAaTM3MPOBaHHbLIX Pabounx mecTax,
cepsepax M (MAM) MOBUAbHbIX TEXHUYECKUX CPeACTBaX, MOAKAIOUYEHHbIX K ceTAm CBA3M obuiero
No/fb30BaHUA, ANA O6Hapy)KeHUs M pearmpoBaHMA Ha MOCTyN/eHWe MO 3/EKTPOHHOW noyTe
He3anpallnMBaeMbIX 3/EKTPOHHbIX CcoobWeHUiA (nucem, [AOKYMEHTOB) MAU B MNPUNOXHKEHUAX K
3NEKTPOHHbIM MUCbMaM.

3awmTa OT cnama obecneuunBaeTcs npumeHeHnem cneumannsnpoBaHHbIX CpPeacTs 3aluThl,
peannsyrumnx cneayroume mexaHmM3mol 3alnUTbI:

e OdunbTpauMAa MO COAEPKMMOMY 3/IEKTPOHHbIX COOBWEHUN (nUcem, [OKYMEHTOB) C
UCMO/Ib30BaHNEM KPUTEPMEB, NMO3BOAIOLLMX OTHOCUTL COOBLLEHMA K CMamMy CUTHATYPHbIM U
(Mnu) aBpUCTUYECKMM METOLAMU;

e ¢unbTpaums Ha ocHoBe MHOpMaLMM 06 oTnpasBuTene 3NeKTPOHHOro cooblleHua (B Tom
yuc/e € UCNOJIb30BAHMEM KYEPHbIX» CMIMCKOB(3anpeLLeHHble oTNpasuTenn) n (Mam) «benbix»
CNUCKOB (pa3pellieHHble OTNpPaBUTeNNn).

OnepaTopom A0/IKHO OCYLLECTBNATLCA 06HOBNEHME 6a3bl «4epHbIX» («Benbix») CMUCKOB M KOHTPO/Ib
L,e/IOCTHOCTM 6a3bl «4epHbIX» («Benbix») CNUCKOB.

Mpasuna n npoueaypbl OOHapPYKEHUA M pearMpoBaHMA Ha MOCTyNjeHWe He3anpalwuBaemon
MHPOPMALUKN PernaMeHTUPYIOTCA B OpraHM3aLMOHHO-PacnopAaUTE IbHbIX JOKYMEHTax onepaTtopa no
3awmTte nHpopmaumm.

Tpe6oBaHua K ycunenuto OLJ.4:

1) onepatopom obecneunBaeTca LEHTPaA/IM30BaHHOE YrpaBAeHUe CPEACTBAMM 3aLLUTbI OT CNama; 2)
B MHGOPMALMOHHOM cucTeme AO0KHA obecneumBaTbca GUABLTPALMA HAa OCHOBe WMHdopmaumn ob
OTNpaBuUTENE 3/1IEKTPOHHOIO COOBLEHNA C MCMNO/Ib30BAHMEM 3BPUCTUYECKUX METOL0B (Hanpumep,
«cepble» CMUCKU CepBEPOB 3/IEKTPOHHOM MOYTbl, pacno3HaBaHME ABTOMATUYECKU FeHEpPUPYEMBbIX
MMeH oTnpasuTenein u apyrve); 3) B MHPOPMAUMOHHOM cUcCTemMe [O0MKHA obecrneymBaTbCs
ayTeHTUPUKaLMA oTNpaBUTENEN SNEKTPOHHbIX cooblueHuii B cooTBeTcTBumn ¢ MAD.1, NAD.6, NAD.7;
4) B UHPOPMAUMOHHOW cUCTEME A0KHA obecneymBaTbca ayTeHTUOMKALMA CEPBEPOB 3TEKTPOHHOM
noytbi(B Tom umcne B cootBetcTBun ¢ UAD.2, UAD.7); 5) B MHDOPMALIMOHHOM CUCTEME AOJIKEH
obecneunmBaTbCA KOHTPO/Ib MOCTYN/eHUs B MHOOPMALMOHHYIO CcUCTEMY WHPOPMALMOHHBIX
COOBLEHNI U JOKYMEHTOB Ha OCHOBE KOHTEHTHOIO aHaAu3a.

CopeprkaHue 6a30B0ii mepbl OLL/1.4:

Mepa 3aLWmThbl Knacc 3awwmueHHOCTY MHGOPMALMOHHOM CUCTEMDI
MHbopMaLUn 4 3 2 1
oun.a + +
Ycunenue OUJ.4




OLY1.5 KOHTPO/Ib COAEPXAHUA UHOOPMALIMKU, NEPEAABAEMON U3 MHOOPMALIMOHHOW
CAUCTEMbl (KOHTEMHEPHbIW, OCHOBAHHbIK HA CBOMWCTBAX OBbBEKTA [AOCTYMNA, W
KOHTEHTHbIA, OCHOBAHHbIA HA MOWCKE 3AMNPELLEHHOM K MEPEAAYE WHOOPMALMU C
NUCNONIb30BAHUEM CUTHATYP, MACOK U UHbIX METOA0B), U UCK/TKOYEHWE HEMPABOMEPHOM
NEPEAAYU UHOOPMALMU U3 UHOGOPMALIMOHHOM CUCTEMDI

Tpe6oBaHua K peanusaumm OLUJL.5: B MHPOPMaLIMOHHOM CUCTEME A0/IXKEH OCYLLECTBAATLCA KOHTPO/Ib
coaepXaHua WHbopmauun, nepenaBaemoirt M3 UHPOPMALMOHHOW cCUCTEMbl (KOHTEMHEPHBbIN,
OCHOBaHHbI Ha CBOMCTBAxX 06bEKTa AOCTYNA, M KOHTEHTHbIM, OCHOBAHHbIN Ha NOMCKe 3anpeLLeHHOoM K
nepegaye MHPOPMaLUN C UCMONL30BAHMEM CUTHATYP, MACOK M UHbIX METOAOB), U UCKAOYEHUE
HenpaBOMEpPHOM nepeaayun MHbopmaLmm n3 MHPOPMaALMOHHON CUCTEMDI.

KOHTposb cogeprkaHma uHPopmauum, nepeaaBaemon U3 MHPOPMALMOHHOM CUCTEMbI, O0NXKEH
npeaycmaTpuBaThb:

e BbiABAeHME (AKTOB HENpaBOMEpPHOM nepejayy  3aWwmwaemon  MHPopmauuu U3
MHPOPMALMOHHON CUCTEMbI Yepes3 pas/IyHble TUMbl CETEBbIX COEAUHEHWI, BK/OYas CeTU
CBA3M 06LLEero Nosb30BaHMA U pearnpoBaHMe Ha HUX;

® BblAB/IEHUE d)aKTOB HenpaBomepHoﬁ 3anuncu 3au.|,mu.|,aeM0171 MHd)OpMaLI,MVI Ha Hey4YTeHHble
CbeéMHblE MallNHHbIE HOCUTENTN MHd)OpMaLI,MM N pearmposaHune Ha HUX;

e BbifBNeHMEe (AKTOB HEMPaBOMEPHOro BbIBOAA Ha Me4yaTb [OKYMEHTOB, COAepsKallmx
3almiLaemyo MHGOPMAaLMIO U pearMpoBaHne Ha HUX;

e BbiABAeHMEe GAKTOB HEeNpaBOMEPHOro KOMMPOoBaHMA 3aliuuiaemon  uHbopmauuu B
NnpuKAagHoe nporpammHoe obecnevyeHne u3 bypepa obmeHa 1 pearmpoBaHne Ha HUX;

® KOHTPO/b XpaHeHuA 3aluuiaemolt UHbOpMauUM Ha cepsepax U aBTOMATU3UPOBAHHbIX
pabouunx mecrax;

e BbifB/eHMEe GAKTOB XpaHeHUAa MHPOPMaLMKM Ha OBLMX CeTeBbIX pecypcax (oblime nanku,
CUCTEMbI LOKYMEHTOO60POTa, 6a3bl AaHHbIX, MOYTOBbIE APXMBbI U UHbIE PECYPChI).

KoHTponb copepaHua  uHPopmaumn, nepesaBaemon U3 MHOOPMALMOHHOM  CUCTEMBI,
ocyLLecTBAseTCA No UMPPOBbIM OTNEeYaTKAM MHOPMaLMK, NO PErYAPHLIM BblPaXKeHUAM 1 (Mau) no
aTpubyTam 6esonacHocTn (MeTKkam 6e30nacHOCTM) GainoB, a TaKKe C MOMOLLbHO MHbIX METOAOB.

MpaBuaa n Npoueaypbl KOHTPOA codepKaHUA nepesaBaemoin MHGOPMaLUU PErNaMEHTMPYIOTCA B
OpraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute nHGopmaumu.

Tpe6oBaHua K ycunenuto OLJ.5:

1) B MHPOPMAUMOHHOM CUCTEME [O/KHO OCYLLECTBAATLCA XpaHeHWe BCel nepesaBaemon U3
MHPOPMALMOHHOM cUCTEMbI MHPOPMALUK U (MaKn) nHGOPMaLMM C HegZOMYCTUMbIM K nepegaye w3
NHPOPMALMOHHOM CUCTEMbI COAEPIKAHMEM, B TEYEHWNE BPEMEHU, ONPESENSieMOro OnepaTopom;

2) B WHOOPMALMOHHOW CUCTEME [AO/MKHA OCYLLeCTBAATbCA 6/OKMPOBKA nepefayn w3
NMHPOPMALMOHHOM cUCTEMbI MHPOPMALMK C HEAOMYCTUMbIM COAEPNKAHUEM.

CopepxaHue 6a3oBoit mepbl OLJI.5:

Mepa 3almTbI Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDbI
MHbOPMaLum 4 3 2 1
oun.s

Ycunenne OLJLS

OUN.6 OrPAHMYEHME NPAB TMNONIb3OBATE/IEA NO BBOAY WHOOPMALUM B
MH®OPMALUUOHHYIO CUCTEMY



Tpe6oBaHua K peanusauum OUJ.6: B unHbOpmauMoHHOM cuUCTEME [OMKHO OCYLLECTBAATLCA
orpaHuYeHMe NpaBs No/b3oBaTeei No BBoAy MHGOPMaL MM B UHPOPMALMOHHYIO CUCTEMY.

OrpaHuyeHue nNpas NosibsoBaTenen No BBoay MHGopmMaunm NpeaycmaTpmMBaeT orpaHMyYeHne no BBoAy
B OMpedesieHHble TUMbl 06beKToB AocTyna (06beKTbl GaliioBol cucTeMbl, 06beKTbl 6a3 AaHHbIX,
06BbEeKTbI MPUKNAAHOTIO U CreLnanbHOro NPorpammHoro obecnedyeHuns) HGopmauum ncxoasa ns 3aaad
M NONHOMOYMI, peLlaembix Noab3oBaTeseM B UHGOPMaLIMOHHOM cucteme.

OrpaHuyeHns npas nonb3oBaTenei no seogy MHPopmaumm B MHGOPMALMOHHYIO CUCTEMY AO/KHbI
dUKCMpOoBaTbCA B OPraHM3aLMOHHO-PACNOPAANTENbHBIX AOKYMEHTAX MO 3awuTe MHPopmaumm
(mOKyMeHTMpOBaTbCA) M peann3oBbiBaTbcA B cooTBeTcTBUM ¢ YN A.4 n YMA.5.

Tpe6oBaHua K ycunenuio OLJ.6:

1) B UHPOpPMaALIMOHHOM cucTeme obecneymBaeTca UCKAOUYEHNE BOSMOMKHOCTU BBOAa NO/b30BaTENAMM
nHpopmauum B WMHOOPMALMOHHYIO CUCTEMY, BCAeACTBME peanmsaumu  orpaHMUYMTENbHbIX
nHTepdelicos no BBoAy WHOOPMAUMKM TONILKO 4Yepe3 cneumasbHble ¢GOpPMbl  MPUKAAAHOIO
nporpammHoro obecrneyeHus.

CopeprkaHue 6a3oBoii mepbl OLL/.6:

Mepa 3awmTbl Knacc 3amieHHoCTM MHPOPMALIMOHHOM CUCTEMDBI
nHpopmauum 4 3 2
oun.e +

Ycunenne OUJ.6

OuUN.7 KOHTPOJIb TOYHOCTU, MOJHOTbI U NPABUNBHOCTU QAAHHbLIX, BBOAUMDLIX B
MH®OPMALIMOHHYIO CUCTEMY

TpeboBaHua K peannsauun OUJ.7: B uHGOpMaLMOHHOM CUCTEME A0/XKEH OCYLLECTBAATLCA KOHTPOJIb
TOYHOCTW, MOSIHOTbI M NPABUABHOCTU AAHHbIX, BBOAMMbIX B MHGOPMALLMOHHYIO CUCTEMY.

KOHTPOAb TOYHOCTU, MOAHOTLI U NPABUABHOCTU AAHHbIX, BBOAUMBIX B UHPOPMALMOHHYIO CUCTEMY,
obecneumBaeTca NyTeM YCTaHOB/EHWA W NpPOBEPKM cobnogeHua ¢opmaToB BBOAA [AAHHbIX,
CMHTAKCUYECKMX, CEMAHTUYECKUX U (MNK) MHBIX NPaBUA BBOAA WMHPOPMaLUKM B MHPOPMALMOHHYIO
cuctemy (Aonyctumble Habopbl CMMBOJIOB, Pa3MEPHOCTb, 061aCTb YMCIOBbIX 3HAYEHUIA, JONYCTUMblE
3HaYeHuA, KOIMYECTBO CUMBO/IOB) AR NOATBEPKAEHWUA TOTO, YTO BBOA, MHOOPMALMU COOTBETCTBYET
3aZ.aHHOMY onepaTopom GpopmMaTy 1 COAEPIKaHUIO.

Besoanmble paHHble A0/IKHbI MPOBEPATbCA Ha Haauuue KOHCprKU,Mﬁ, KOTOopblie MOryT 6bITb
MHTEPNPETUPOBAHbI MNPOrpaMMHO-TEXHUYECKUMUN CpeacTBaMm MHd)OpMaLI,MOHHOﬁ CUCTEMDbI KaK
ncnonHAemble KOMaHAbl.

Tpe6oBaHua K ycunenuto OUJ.7:
He ycTtaHoBAEHbI.

CopepxaHue 6a3oBoit mepbl OUJ.7:

Mepa 3almTbI Knacc 3aWwmweHHOCTU MHPOPMALMOHHOW CUCTEMDI
MHbopMaLnn 4 3 2 1
oun.7

Ycunenune OUJ.7

OL/1.8 KOHTPO/1b OLLUMBOYHbIX AEMNCTBUIA NONB3OBATE/NEN MO BBOAY WU (M) NEPEAAYE
MHOOPMALMW U NPEAYMPEXAEHUE MO/b30BATENEN OB OLUMBOYHbIX AEACTBUAX



Tpe6oBaHua K peanunsauymm OLUJL.8: B MHPOPMaLIMOHHOM CUCTEME A0/IXKEH OCYLLECTBAATLCA KOHTPO/Ib
OWMBOYHbIX AENCTBUIN NONb30BaTe el No BBOAyY M (MM) nepegaye MHPopmaumm u npeaynpexaeHuve
nosb3oBaTtesielt 06 oWNBOYHbIX AeCTBUAX.

KoHTponb owmnboYHbIX AEACTBUA Nonb3oBaTeneir no Beogy WM (uan) nepepadve mHPopmauum m
npeaynpexaeHune nosibzoBaTtenenn 06 owMbOYHbIX AENCTBUAX AO/IXKEH NpeayCMaTpPMBaTh:

onpegeneHve onepaTopom TUNOB OWMBOYHBLIX AEUCTBMI NOJb30BaTesNel, KoTopble
NOTEHUMANbHO  MOMYT MPMBECTM K  HapyweHutio 6e30mnacHoCTM  MHPopMauumn B
MHPOPMaUMOHHOM cuUCTEME;

reHepupoBaHue coobueHnit ana nosnb3oBatenem 06 MX OWMOBOYHBLIX AEUCTBUMAX U O
BO3MOXHOCTU HapylweHua 6e3onacHocTn uHpopmaunm B MHPOPMALMOHHOM cucteme AnA
KOPPEKTUPOBKM AENCTBUI NOJIb30BaTENEN;

pernctpaumnsa mHpopmaumm 06 OWMOOYHBIX AENCTBMAX MO/b30BATENEN, KOTOpble MOTyT
NPUBECTU K HapyweHuto 6e3onacHoctM uHPopmaumm B MHPOPMALMOHHON CUCTEME, B
KYpPHanax perncrtpaumnmn coboitnit 6esonacHocTn B cootsetcTeum ¢ PCE.3;

npeanocrtasaeHne AoCcTtyna K COO6LLI,€HMF|M 06 oWNBOYHbIX AeVICTBMﬂX NoNb30BaTeNEN TONbKO
AAMUHUCTPATOPAM.

Tpe6oBaHua K ycunenuto OLJ.8:

He YCTaHOB/IEHbI.

CopeprkaHue 6a30B0ii mepbl OLL/1.8:

Mepa 3awwmThbl Knacc 3awmuweHHOCTY MHGOPMALMOHHOM CUCTEMDI
nHbopmaumun 4 3 2 1
oun.s

Ycunenune OUJ.8

3.10. OBECMEYEHUE AOCTYNHOCTU NHOOPMALIUM (OAT)
OAT.1 UCMONb30BAHUE OTKA30YCTONUMBBIX TEXHUYECKUX CPEAICTB

Tpe6oBaHua K peanusaumm OAT.1l: Onepatopom JOMKHO 06ecneyMBaTbCa WMCMNO/Ib30BaHME
OTKa30yCTOMUYMBbIX TEXHUUYECKMX CPEACTB, NpeaycmaTpumBaloLee:

onpeaeneHne CermeHToB UHPOPMALMOHHON CUCTEMbI, B KOTOPbIX AO/KHbI NMPUMEHATHCA
OTKa30yCTOMYMBbIE TEXHUYECKMe cpeacTsa, obnagalolime CBOMCTBAMM COXPaHATb CBOKO
paboTocnocobHOCTb NOC/e OTKa3a OAHONO MM HECKOIbKMX UX COCTaBHbIX YacTel, N NepeyHs
TaKMX CpeactB  wucxoga w3 Tpebyembix ycnosuii  obecneyeHna  HenpepbIBHOCTU
bOYHKUMOHMPOBAHMA  UHPOPMALMOHHON  cUCTEMbI WM AOCTYNHOCTM  MHOopmaLumu,
YCTaHOB/IEHHbIX ONEepPaToOpPOM;

onpeaeneHve npeaenbHbIXx (NOPOroBbiX) 3HAYEHWN XapPaKTEPUCTUK (KoadduumeHTa)
rOTOBHOCTM, MOKa3blBAlOWLEro, KaKyl [J0/0 BpemeHW oT obuwero BpemeHn paboTol
MHPOPMALMOHHON CUCTEMbI TEXHUYECKOE CPeacTBO (TeXHMYecKoe pelleHWe) HaxoguTcs B
paboyeM COCTOSIHMM, U XapPaKTEPUCTUK HaLeKHOCTM (Tpebyemoe 3HauyeHWe BepOSATHOCTU
OTKasa B e4MHU1LY BpemMeHU) ucxoaa u3 Tpebyembix yCNoBUiA obecneyeHna HenpepbiBHOCTU
OYHKUMOHMPOBAHMA  MHOOPMALMOHHON  CUCTEMbI M [OCTYNHOCTM  MHbOpMauuu,
YCTAHOB/IEHHbIX OMEePaTOPOM;

npMmeHeHve B MHGOOPMALMOHHOW CUCTEME TEXHUYECKUX CPEeACTB C YCTaHOB/EHHbIMMU
onepaTopomM  XapaKTepucTMkamu  (KoapdUUMEHTOM)  TOTOBHOCTM U HAZEKHOCTH,



obecneymBaoLWMX Tpebyemble ycnosua HenpepbIBHOCTU dYHKLMOHUPOBaAHMA
MHPOPMALMOHHOM CUCTEMBI M AOCTYNHOCTM MHGOPMaLUK;

® KOHTPOJIb C YCTAHOBNEHHOW OMepaTopoOM MEPUOAUYHOCTBIO 33 3HAYEHMAMM XapaKTePUCTMK
(KoaddMUMEHTOB) FOTOBHOCTU M HAOEKHOCTM TEXHUYECKUX CpeacTB UM pearMpoBaHWe Ha
yXyAlWeHNe 3HaYyeHUI AaHHbIX XapaKTepUCTUK (MHMUMANM3auuAa NaaHa BOCCTAHOBAEHMSA
paboToCcNOoCOBHOCTU U MHble METOAbl pearnpoBaHna);

® 3aMeHa TEXHMYECKMX CPEeACTB, XapaKTepPUCTUKM (KO3hDULMEHTbI) FOTOBHOCTU M HAZEeKHOCTU
KOTOPbIX ZOCTUIAN NPEeLEeNbHOMO 3HAYEHMS.

OnepaTopom J0/13KHO 6bITb 0becneyeHo onpeaeneHne Tpebyemblx XapaKTepUCTUK (KOabdULMEHTOB)
HaaeXXHOCTU N TOTOBHOCTU B COOTBETCTBUUN C HALUNOHA/IbHbIMU CTaHAAPTaMM.

Tpe6oBaHua K ycunenuro OAT.1:

1) onepaTop BbIBOAMT M3 3KCMyaTauMM TEXHUYECKOE CPeacTBO NMyTemM nepefayun ero QpyHKuui
Apyromy (pesepBHOMY) TEXHUYECKOMY CPEeACTBY A0 AOCTUMEHMS NepBbiM NpeaenbHbiX (MoporoBbix)
3HaYeHUM XapaKTepPUCTUK (KOaPPULMEHTOB) FOTOBHOCTU U (MIN) HALEKHOCTH;

2) B MHOOPMALMOHHON cUCTeMe peanusyeTcs aBTOMaTUYecKoe OmnoBelleHue (CUrHanusauums) o
OOCTUXEHUA TEXHUMYECKMM CpeacTBOM MpeaesbHblX (MOporoBbiX) 3HAYEHMI  XapaKTEPUCTUK
(KO3pPUUMEHTOB) TOTOBHOCTM M HALEKHOCTU (CTeneHb OOCTUXKEHMA NpeaeNbHbIX 3HauyeHW
onpeaenseTca onepatopom);

3) B MHGOPMALMOHHON CUCTEME PeanusyeTcs aBTOMATUYECKOe OnoBelleHue (curHanmsaums) o
AOCTUXEHUA TEXHUYECKUM CPEeACTBOM MpeaesibHbIX (MOPOroBbix) 3HaYeHU XapaKTePUCTUK 3arpy3Ku.

CopeprKaHue 6a3oBoii mepbl OAT.1:

Mepa 3awWmTbl Knacc 3awmuweHHOCTU MHGOPMALMOHHOM CUCTEMDI
nHbopmaumun 4 3 2 1
oar.1 +

Ycunenne OAT.1

OAT.2 PESEPBUPOBAHUE TEXHUYECKUX CPEACTB, MPOrPAMMHOIO OBECMNEYEHUA, KAHA/IOB
NEPEAAYUN NH®OPMALIUN, CPEACTB OBECMNEYEHUA ®YHKUMOHUPOBAHMUA
WH®OPMALMOHHOW CUCTEMDI

Tpe6oBaHuAa K peanusaumn OAT.2: OnepaTopom [OO/MKHO obecneunBaTbCA pe3epBUPOBaHME
TEXHWMYECKMX CPeACTB, MPOrpaMmHoOro obecneyeHun, KaHanoB nepedadn WHPopmauun, cpeacTs
obecneyeHna GYHKLMOHNPOBAHNA MHPOPMALMOHHOW CUCTEMbI, NpeaycmaTpMBatoLLee:

e onpeaeneHve CermeHToB MHPOPMALMOHHOW CUCTEMDI, B KOTOPbIX A0/IXKHO OCYLLECTBAATLCA
pesepBMpoBaHME TEXHUYECKMX CPEACTB, NPOrpamMmmMHOro obecneyeHus, KaHa/ioB nepepauu
MHpopmaumm U1 cpeacte  obecneyeHns  PYHKUMOHMPOBAHMA, a TaKXKe MepeyHs
pesepBMpyeMbIX CPeacTB MCXOo4A U3 Tpebyembix YCNoBMIM obecneyeHus HenpepbiBHOCTU
OYHKUMOHUPOBAHNA  MHOOPMALMOHHON  CUCTEMbl M AOCTYMHOCTM  MHpOpMaLMK,
YCTaHOB/IEHHbIX ONEePaTOPOM;

® [puvMeHeHWe pe3epBHbIX  (AyOAMPYIOWMX) TEXHUYECKUX  CPeACTB, MPOrpamMMmMHOro
obecneyeHuns, KaHanoB nepegayn  uWHbopmauum u  (Mam) cpeacts  obecneveHwmn
dYHKUMOHMPOBAHMA MHPOPMALLMOHHOW cUCTeMbl, obecneymBatowmx Tpebyemble yCnoBuUsA
HenpepbIBHOCTU  QYHKLMOHMPOBAHUA  MHPOPMALMOHHOM  CUCTEMbI UM AOCTYMHOCTU
nHpopmaymu;

e BBOJ B AeiCTBME Pe3epBHOro TEXHUYECKOro CpeacTBa, NporpaMmHoro obecneyeHus, KaHana
nepesaun MHbopmaLumn uam cpenctea obecneyeHns GYHKUMOHMPOBAHMA MPU HAPYLLUEHUU



TpebyembiX YC/I0BUIN HEMPEepbIBHOCTU GYHKUMOHUPOBAHUA MHPOPMALMOHHOW CUCTEMBI U
AOCTYMHOCTU MHPOPMALMMK.

PesepBMpoBaHME TEXHUYECKUX CPEACTB B 3aBUMCMMOCTM OT Tpebyembix ycnoBuii obecneyeHus
HEeNpepbIBHOCTU QYHKUMOHMPOBAHUA WHPOPMALMOHHOW CUCTEMbI U AOCTYNHOCTM WMHPOpMaunn
BK/IIOYAET HEHarpyxeHHoe («Xono04Hoe») 1 (Mn) Harpy*KeHHoe («ropsyee» pesepBUpoBaHME.

Mpn pesepBMpoBaHMM NPOrPaMMHOro obecrneyeHmna OCYLLECTBAAETCA CO34aHUE PE3ePBHbIX KOMWUii
oblecncTteMHOro, CneuMasbHOrO W MNPUKNAAHOMO NPOrpaMMHOrO  obecneyeHusa, a Takxke
NpPOrpamMmMHOro obecneyeHua cpeacts 3awWuTbl MHGoOpMauuK, HeobxoaumbIx AnA obecneyvyeHus
Tpebyembix YCNOBUIM HenpepbiBHOCTM  GYHKUMOHMPOBAHMA MHPOPMALMOHHON CUCTEMBI W
OOCTYNHOCTU MHbOPMaLUK.

Pe3sepsupoBaHue KaHao0B nepeaayin MHPOPMaLIMK BKIKOYAET:

® pe3epBMPOBAHME KaHANOB CBA3W, OOECneynmBaloLLee CHUMKEHME BEPOATHOCTM OTKasa B
JocTyne K UHGOPMALLMOHHOM CUCTEME;

® Ha/AMuYMe Yy OCHOBHbLIX M a/NbTEPHATMBHBIX MOCTABLMKOB TENEKOMMYHUKALMOHHbLIX YCAyr
(npoBaitgepoB) MHGOPMALMOHHOW CUCTEMBI MNAHOB NO BOCCTAHOB/IEHWIO CBA3M MPU aBapuUAX
1 c60AX, C yKazaHMEM BPEMEHWN BOCCTAHOBIEHMUS.

PesepBupoBaHmMe cpeacts obecneveHms GyHKUMOHMPOBAHMA MHGOPMALMOHHOM CUCTEMBI BKAKOYAET:

®  1ICNO/Ib30BaHME KPaTKOBPEMEHHbIX PEe3epPBHbIX WCTOYHMKOB MNUTaHUA ans obecrnevyeHus
npaBuibHOrO (KOpPeKTHOro) 3aseplieHna paboTbl cermeHTa MHGOPMALMOHHOMN CUCTEMDbI
(TexHMYecKoro cpeacTea, YCTPOMCTBA) B C/lyYae OTK/IHOYEHNA OCHOBHOIO MCTOYHMKA NUTAHUS;

®  1CMO/b30BaHWE [A0/TOBPEMEHHbIX Pe3epPBHbIX UCTOYHUKOB MUTaHWUA B C/yvyae AJUTENbHOro
OTKNKOYEeHNA OCHOBHOIO UCTOYHUKaA NUTAHUA U HeO6XOAVIMOCTVI npoaonXeHnAa BbiNMNO/IHEHUNA
cermeHToM  MHPOPMaLMOHHON  cuUCTeMbl  (TEXHMUYECKMM  CpeACTBOM, YCTPOMCTBOM)
YCTaHOBNEHHbIX GYHKLMOHaNbHbIX (3a8a4);

e onpeaeneHve nepeyHs 3HEPro3aBUCUMbIX TEXHMUYECKMX CPeACTB, KOTOPbIM Heob6xoaMmo
obecneunmTb  HanuMuMe  pes3epBHbIX  WUCTOYHMKOB  MUTAHUA  (KPAaTKOBPEMEHHbLIX WU
AONTOBPEMEHHbIX).

Mpasuna v npoueaypbl Pe3epBUPOBaHNA PErNAMEHTUPYIOTCA B OPraHM3aLLMOHHO-PACNoPAAUTENbHbIX
[OKYyMeHTax ornepaTopa no 3awute MHGopmaLmn.

TpeboBaHua K ycunenuio OA4T.2:

1) B MHGOPMALMOHHOW CUCTEME OOJ/IKHO 0becneynBaTbCs pe3epBUpPOBaHME aBTOMATU3UPOBAHHBIX
pabouymx MecT, Ha KoTopbix obpabaTtbiBaeTcad MHPOPMALMA (COBOKYMHOCTU TEXHUYECKUX CPeAcCTB,
YCTaHOBJ/IEHHOTO MPOrPaMMHOro obecrneyeHus, CPeacTB 3aWuUTbl MHPOPMaLMKM M MapPameTpos
HaCTPOWKM), B TOM Uncsie NpeasycMmaTpuBatoLLee:

® MPOCTpaHCTBEHHOEe (reorpaduyeckoe) otaeneHme pesepBHbIX aBTOMaTU3UPOBaHHbIX Paboumnx
MeCT OT OCHOBHbIX MecT 06paboTkM nHbGOPMaLMK, C YHETOM BO3MOMKHbIX YFPO3 HapyLUEeHUA
A0CTynHOCTU MHpopmaLmu;

® KOHOUrypauuio pesepBHbiX MecT 06paboTkM uHbOPMaUMM, NpeaycCMaTpPUBAIOLLYIO
MWUHMMaNbHO Tpebyemble 3KCNIyaTalMOHHbIE BO3MOXKHOCTU paboyero mecTa;

e pa3paboTky onepatopom npoueayp obecneyeHns Tpebyembix YyCnoBui obecneyeHus
HEenpPepbIBHOCTU  GYHKUMOHUPOBAHWUA  WMHOOPMALMOHHOM  CUCTEMbl U AOCTYMHOCTM
MHbOpMaAUMM B c/lyyae HapyweHua PpyHKUMOHUpOoBaHMA (cboeB, aBapuit) pesepBHbIX MecT
06paboTKn nHbopmaumu;

® OrpaHuWyeHue BpemeHu 06paboTkM MHOPMALLMK Ha pe3epBHOM paboyem MecTe 4,0 BpemMeHU
BOCCTaHOB/IeHWNA QYHKLMOHNPOBAaHNA OCHOBHOIO paboyero mecTa;



2) B MHd)OpMaLI,MOHHOf/‘I cncreme OO01XKHO obecneunBaTbCA npenocras/sieHne pe3epBHbIX KaHanoB
CBA3U OT a/IbTEPHATUBHbLIX MOCTABWMNKOB TENNEKOMMYHUKAUNOHHbBIX yCnyr (ﬂpOBaVI,ﬂ,EpOB), OT/IUYHbIX
OT NOCTaBLMNKOB (ﬂpOBaVIAGPOB) OCHOBHbIX KaHa/10B CBA3MU,

3) B MH(I)OpMaLI,VIOHHOVI cncreme JoNnXKHo obecneunBaTbCs MCNONb30BaHME pe3epBHbIX KaHanoB
CBA3K, NpoxoaAaLlmnx No TpacCam OT/IMYHbIM, OT TPACC NPOXOXAeHNA OCHOBHbIX KaHa/10B CBA3U;

4) B UHPOPMALMOHHON cMCTEME LO/MKHO 0becrneymBaTbCa UCMOb30BaHNE Pe3epBHbIX (OTAEeNEHHbIX
OT OCHOBHbIX) TE/IEKOMMYHMKALMOHHbIX CEPBUCOB, 0becneymBatoWwmx A4OCTYNHOCTb MHPOPMaLUK, A0
BOCCTAHOBJ/IEHUA  AOCTYMHOCTU OCHOBHbIX TE/NIeKOMMYHMKALUMOHHbIX CEPBUCOB  MOCTaBLUUKOM
Te/IeKOMMYHMKALMOHHbIX yCyr (MpoBaingepom).

CopaeprkaHue 6a3oBoii mepbl OAT.2:

Mepa 3awmnTbl Knacc 3awwmiueHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI
nHbopmaumm 4 3 2
oAar.2 +
Ycunenne O4T.2

OAT.3 KOHTPOJ/Ib BE3OTKA3HOIO ®YHKUMOHWPOBAHMA TEXHUYECKMX CPEACTB,
OBHAPYXEHUE WU JNTIOKANU3ALUUA OTKA3OB PYHKLUMOHUPOBAHUA, NPUHATUE MEP MO
BOCCTAHOBJ/IEHUIO OTKA3SABLUMUX CPEACTB U UX TECTUPOBAHUE

TpeboBaHua K peanusaumm OAT.3: OnepaTtopom AO0KEH OCYLLECTBAATLCA KOHTPOJIb 6€30TKa3HOoro
GYHKUMOHNPOBAHUA  TEXHUYECKMX  CPeacTs, OOHapy)KeHMe UM JIoOKa/Jn3auma  OTKa3oB
GYHKUMOHNPOBAHUA, MPUHATME MEP MO BOCCTAaHOB/IEHMIO OTKAa3aBLUMX CPEACTB U UX TECTUPOBAHME.

KoHTponb 6e30TKasHOro  ¢GYyHKUMOHWPOBAHWUA MPOBOAUTCA B  OTHOWEHUM CEPBEPHOrO MU
TENEKOMMYHUKALMOHHOIO obopyaoBaHus, KaHanos cBA3N, cpeacTs obecneyeHusn
OYHKUMOHUPOBAHNA  MHOOPMALMOHHOW  CUCTEeMbl  MyTemM  MEepUOAMYECKOW  MPOBEpPKH
paboTocnocobHOCTM B COOTBETCTBMM C 3KCM/yaTaLMOHHOW AOKYMEHTauuen (B TOM uyucie nytem
NOCbI/IKM TECTOBbIX COOBLLEHNIN N NPUHATUA KOTBETOBY», BU3Ya/IbHOrO KOHTPOAA, KOHTPOAA TpaduKa,
KOHTPOAA «NOBEAEHMUA» CUCTEMbI UM UHBIMU METOAAMM).

Mpu 06HapyXeHMM 0TKa30B GpYHKLMOHMPOBAHUA OCYLLECTBAACTCA UX NOKAAN3aLMUA U NPUHATUE Mep
Mo BOCCTaHOB/IEHWNIO OTKA3aBLUMX CPeACTB B cOOTBETCTBMM ¢ OLL/1.3, nX TeCcTUpoBaHWe B COOTBETCTBUM
C 3KCMAyaTauMOHHOM AOKYMEHTauMen, a TaKke perncrpauma cobbiTWiA, CBA3AHHbIX C OTKasamu
dYHKLMOHNPOBAHMA, B COOTBETCTBYIOLLMX KYpPHaNax.

TpeboBaHua K ycunenuio OA4T.3:

1) B MHGOPMaALMOHHOM cUCTEME A0/KHaA BbITb 0becneyeHa cMrHanmsauma (yBegomaeHue) o
HeucnpaBHOCTAX, C60sAX M OTKa3ax B PYHKLMOHNPOBAHMUM NPOTPAMMHO-TEXHUYECKMX CPeaCTB
MHPOPMaLMOHHOMN CUCTEMbI; 2) ONepaTopom Ao0/KHa obecneymBaTbCa pernctpauma cboes M 0TKa3oB
B QYHKLMOHMPOBAHUN TEXHUYECKUX CPenCcTB MHGOPMALMOHHON cucTeMbl; 3) B UHGOPMaLMOHHOM
cucTeme A0JIKHbI NPUMEHATHCA NPOrpamMmMHbIe CPEACTBA MOHUTOPUHIA TEXHUYECKOTO COCTOAHMA
MHPOPMALMOHHOMN CUCTEMbI, OCYLLLECTBAAIOWME MOHUTOPUHT OTKA30B NPOrPamMMHbIX U MPOrPamMmmMHO-
TEXHUYECKMX CPEeACTB B COOTBETCTBUM C MEpPEUYHEM, onpeae/ieHHbIM OnepaTopoM.

CopeprkaHue 6a3oB0ii mepbl OAT.3:

Mepa 3awmTol Knacc 3awmieHHOCTM MHGOPMALLMOHHOM CUCTEMDBI
MHbOpMaLnm 4 3 2 1
oAT.3 + +

Ycunenne O4T.3 1




OoAT.4 NEPMOAMYECKOE PE3EPBHOE KOMWPOBAHUE WH®OPMALMWN HA PE3EPBHbLIE
MALLUUHHbBIE HOCUTENN UHOOPMALIUU

Tpe6oBaHua K peanusaumn OAT.4: OnepaTopom [AOMKHO obecneymBaTbCAs MNepuoanYecKoe
pe3epBHOe KonupoBaHMe MHOOPMALMM Ha pe3epBHble MaWWHHbIE HOcUTen WHbOopMauuu,
npegycmaTtpusatoLee:

® pe3epBHOE KonunpoBaHue VIHCI)OpMaLI,VIM Ha pe3epBHblEe MalWNHHbIE HOCUTENTU MH(I)OpMaLI,MM C
yCTaHOBﬂEHHOﬁ onepartopom nepnoamnyHOCTbHO;

e pa3paboTKy nepeyHa nMHbopmaummn (TMnos MHdoOpPMaLUUM), NOANEXKALLEN Nnepnoamyeckomy
pe3epBHOMY KOMMPOBAHUIO HA Pe3epPBHble MalLUMHHbIE HOCUTENN NHOoPMaLLUWK;

®  perucTpaumio cobbITUiA, CBA3aHHbIX C pe3epPBHbIM KOMMPOBaHMEM MHPOPMaLMN Ha pe3epBHble
MaLUNHHbIE HOCUTENN NHPOPMaLLNN;

® MpuHATME Mep AAA 3aWuTbl  pesepBupyemoin UHPopmaumm, obecrneumBalolmx ee
KOHPUAEHUMANbHOCTb, LENOCTHOCTb U AOCTYNHOCTb.

MpaBuna W npoueaypbl pe3epBHOro KOMWPOBAHWA WHPOPMAUMKM  pernamMeHTUpyloTca B
OpPraHM3aLMOHHO-PaCNoPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumu.

Tpe6oBaHua K ycunenuro OAT.4:

1) onepaTopom [0MKHA OCYLLECTBAATLCA C YCTAaHOBAEHHOW WM NEepUOANYHOCTbIO MPOBepKa
paboTocnocobHOCTU CPeacTB pe3epBHOr0 KOMMPOBaHWUA, CPeACTB XPaHEHUA pe3epBHbIX KONuit u
CPeACcTB BOCCTAaHOBAEHUA WHPOPMALUMM M3  pe3epBHbIX Konuid (NepnmoauyHOCTb NPOBEPKM
paboTocnocobHOCTM onpeaenseTcs onepaTopom);

2) onepaTopoM LOJIKHO OCYLLECTBAATLCA XPaHEeHUe (pasmelleHune) pesepBHbIX Konuii nHdopmaumm
Ha OTAENbHbIX (pasmMelleHHbIX BHE MHOOPMALIMOHHOW CUCTEMBI) CPEACTBAX XPAHEHUS Pe3epBHbIX
KOMUA W B MNOMELUEHUAX, CMNeuManbHO NpefHa3sHAYeHHbIX AN XPaHEeHUA pPe3epBHbIX KOMwit
MHGOPMALMM, KOTOPbIE MCKAIOYAIOT BO3AENCTBME BHELHNX PaKTOPOB HA XPaHUMYIO MHOOPMALLUIO;

3) onepaTopom AONKHO OCYLLECTBAATLCA Pe3epBHOE KOMMPOBaHME WMHPOPMALMKU Ha 3epKasibHYIO
MHPOPMALMOHHYIO CUCTEMY (CErMeHT MHGOOPMALMOHHOM CUCTEMBI, TEXHUYECKoe CpeacTBo,
YCTPOWCTBO);

4) onepatopom A0/1XKHa 0b6ecneymBaThCa COOTBETCTBYIOLLANA NPOMNYCKHAA CNOCOBHOCTb KaHaN0B CBA3MN,
MCMNONb3yeMbIX AN Nepenayn pesepBHbIX KOMMI B NpoLecce MX CO34aHWA WM BOCCTAHOB/IEHUSA
MHPopMaumMKN, ONAa  AOCTMXKEHMA  TpebyembiX  YyCNoBMI  obecneyeHna  HenpepbliBHOCTU
dYHKLMOHNPOBAHNA MHGOPMALIMOHHOMN CUCTEMbBI U AOCTYMHOCTU MHOOPMALLMK;

5) onepatopom AO/IKHO OCYLLECTBAATLCA MPOCTPAHCTBEHHOE (reorpaduyeckoe) pasHeceHMe mect
XPaHEHMA HOCUTENe pe3epBHbIX KOMUIA WMHPOPMALMKM M MECT PaCMO/OKEHUA OPUTMHANOB 3TOM
nHpopmaymu.

CopeprkaHue 6a3oBoii mepbl OAT.4:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpMaLlMOHHOM CUCTEMDBI
nHpopmaymm 4 3 2
oaT.4 + +
Ycunenue O4T.4 1,2 1,3

OoAT.5 OBECNEYEHUE BO3MOXHOCTU BOCCTAHOBJIEHUA WUHPOPMALUMN C PE3EPBHbIX
MALUMHHbIX HOCUTENEA UHOOPMALUU (PESEPBHbIX KONWIA) B TEYEHUE YCTAHOBJ/IEHHOIO
BPEMEHHOIO UHTEPBA/IA



Tpe6oBaHua K peanusauymm OQAT.5: Onepatopom [omKHa O6bITb obecneyeHa BO3MOMKHOCTb
BOCCTAHOB/IEHUA MHPOPMALMUM C pe3epPBHbIX MaLLMHHbIX HOCUTeNen MHoPMaLUUK (pe3epBHbIX KONWit)
B TEYEHMe YCTAaHOB/IEHHOrO ONepPaToOpPOM BPEMEHHOTO MHTEPBana.

BoccTaHoBNEHME MHPOPMALMK C pe3epPBHbIX MALLMHHbIX HOCUTENE MHPOopMaL MK (pe3epBHbIX KoMuit)
[AONXKHO NpeaycmaTpuBsarh:

e onpeaeneHve BpeMeHW, B TeYeHWe KOTOpPOro AO/IKHO 6biTb obecneyeHo BOCCTaHOBAEHUE
HopMaumn " obecneynBatoLero Tpebyemble ycnosus HenpepbIBHOCTU
dYHKLMOHNPOBaHNA MHGOPMALLMOHHOW CUCTEMDBI U JOCTYMHOCTU MHOOPMALLMK;

® BOCCTaHOB/AEHME WHOOPMALMM C PeE3EPBHbIX MALLIMHHbBIX HOCUTenenm UHPopmaumm
(pe3epBHbIX KOMKIA) B TeYEHUE YCTAaHOB/IEHHOIO OMNepaTopPOM BPEMEHHOIO UHTEPBANa;

e peructpauma cobbiTUi, CBA3aHHbIX BOCCTAaHOBAEHMEM MHOOPMALLMM C PE3EPBHbIX MALLMHHbIX
HocuTenen nHbopmaumu.

MpaBuna W npoueaypbl BOCCTaHOBAEHUA WHPOPMALMM C pPe3epPBHbIX MALIMHHbBIX HOCUTENEMN
MHOOPMALMM pernameHTUPYIOTCA B OPraHM3auMOHHO - PacnopsaauTenbHbIX 4OKYMeHTax onepaTtopa
no 3awmTte MHPopmaLmu.

TpeboBaHua K ycunenuio OA4T.5:

1) onepatopom Ao0/MKHA 0becneynBaTbCs BO3MOMKHOCTb BOCCTAHOB/EHUS MHOOPMALMM C y4eTOM
Harpy>KeHHoro («ropavero») pesepeBnpoBaHMA TEXHUYECKUX cpeacTs B cooTBeTcTBum ¢ OAT.2;

2) B WHPOPMALMOHHOW CUCTEME [OO/KHO OCYLEeCTBAATbCA MNpPeaocTaB/ieHne MoJsib30BaTeNsam
pe3epBHbIX MecT 06paboTkn nHpopmaummn B cootsetcTemm ¢ OT.2 A0 BOCCTAaHOBAEHMUA U3 Pe3ePBHbIX
Konui MHpopmaumm 1 obecneyeHns ee AOCTYNMHOCTM Ha OCHOBHbIX MecTax 06paboTkM MHopMmauuu.

CopeprKaHue 6a3oBoii mepbl OAT.5:

Mepa 3awuTbl Knacc 3awmueHHOCTM MHGOPMALMOHHOM CUCTEMBI
MHPOpMaLUm 4 3 2 1
oAaT.5 + +
Ycunenne OAT.5 1

OQAT.6 KNACTEPU3ALINA UHOOPMALMOHHOMN CUCTEMbI U (UNTN) EE CETMEHTOB

TpeboBaHna K peanusauum OAT.6: B unHbOpMaUMOHHON cucTeMe [O/KHO obecrneymBaTbeA
BblAe/NieHNe Tpynn OAHOTUMHbLIX Y3/10B, 0O6beAMHEHHbIX KaHafamu nepejayn MHbopmauun wu
paccmaTpuBaeMblX Kak eAuHbIN NPOrpamMmMHO-TEXHUYECKUI pecypc, MHGOPMALMOHHON CUCTEMbI B
Lenom u (Mnun) oTaenbHbIX ee CerMeHTOB (cepBepoB NpUoXKeHUN, dalinosbix cepsepos, cepeepos H6a3
[JaHHbIX, cpeacT8 3aWuTbl MHOOPMALMU U WMHbIX CEermMeHToB) AnA obecneveHua AOCTYNHOCTU
MHopMaLmn, cCepB1UCOB U MEXAHU3MOB 3aLLMTbl MHbOPMaLMK.

Tpe6oBaHua K ycunenuro OAT.6:

1) B MHGOPMALIMOHHOW CUCTEME AO/KHA OCYLLECTBAATLCA KNacTepm3aLmsa CepBeEPOB KOHTPONIEPOB
AOMEHOB, CEPBEPOB PE3epPBHOrO0 KOMMPOBAHUA, CEPBEPOB YNPABAEHUA YU MOHUTOPUHIA COCTOAHUA
MHPOPMALMOHHOM CUCTEMBI, CEPBEPOB BUPTYanbHOWM MHPPACTPYKTYPbI U UHBIX OCHOBHbIX YCTPOMCTB U
nporpaMmmHoro obecneyeHms CUCTEMHOTO YPOBHS;

2) B MHOOPMALMOHHOW CUCTEME AO/XKHA OCYLLECTBAATLCA KNacTepusaumsa CepBEPOB MPUNONKEHWN,
¢daiinoBbIx cepBepos, cepBepoB Ha3 AaHHbIX, TOYTOBbIX CEPBEPOB U UHbIX YCTPOMCTB M MPOrPamMMHOro
obecneyeHns NPUKNALHOrO YpPOBHS; 3) B MHOPOPMALMOHHOW CUCTEME AO0JIKHA OCYLLeCTBAATHCA
KnacTepusauma CpeacTB 3awmtbl MHPopMaumm (B caydasx, KOrga 3TO TEeXHUYECKM BO3MOXKHO),
BK/IOYAA CPEeACTBA MEMKCETEBOrO 3KPAaHWPOBAHWA, CPEACTBA 3alMTbl  KaHa/NO0B Mepesauv
nHbopmauuu.



CopeprKaHue 6a3080ii mepbl OAT.6:

Mepa 3awwmTbl Knacc 3awmuweHHOCTN MHGOPMaLMOHHOM CUCTEMDI
nHbopmaumun 4 3 2 1
oAaT.6

Ycunenne O4T.6

OAT.7 KOHTPOJ1Ib COCTOAHUA N KAYECTBA NPEAOCTABNEHUA YNO/THOMOYEHHBIM NTULUOM
BbIYUCIUTENbHbIX PECYPCOB (MOLLHOCTEM), B TOM YUC/IE MO NEPEJAYE UHOOPMALUN

Tpe6oBaHua K peanusaumm OAT.7: OnepaTtopom AO/KEH OCYLLECTBAATLCA KOHTPO/Ib COCTOAHMA U
KayecTBa NpeaoCTaB/feHUs YNONHOMOYEHHbIM NULOM (NPOBaMAEPOM) BbIYUCAUTENbHBIX PECYPCOB
(mowHocTe#), B TOM YMcae no nepegaye MHGoOPMaL MK, NpesycCMaTpUBaOLLUIA:

®  KOHTPO/Ib BbINO/SIHEHUA YMNOAHOMOYEHHbIM ANLOM TpeboBaHMI O 3almMTe WHPOpMaUUW,
YCTaHOB/IEHHbIX 3aKoHoAaTesnbcTBOM Poccuiickoit depepaumm M ycnoBUsMKM O0Orosopa
(cornaweHwun), Ha OCHOBaHMM KOTOPOrO YNOAHOMOYEHHOE MU0 06pabaTbiBaeT MHbOPMALMIO
WY NpefoCTaBAAET BbIUMCIUTEIbHbIE PecypCbl (MOLLHOCTM);

®  MOHMWTOPMHI COCTOAHMA WM  KadyecTBa MPeAoCTaB/ieHMA  YMOJHOMOYEHHbIM  JINLOM
(npoBaliaepom) BbIMMCAUTENbHBIX PecypcoB (MoLLHOCTEN);

®  MOHMWTOPUHI COCTOAHWMA M  KayecTBa MNPeAOCTaBAEHMA  YNOJHOMOYEHHbIM  JIMLOM
(npoBaitgepom)ycayr no nepegaye MHGOPMaLMK.

Ycnosua, npaBa M 06A3aHHOCTKM, codepaHWe W MoPAAOK KOHTPOAA AONXHbI Onpeaenatbcs B
Aorosope (cornawleHunn), 3akAlo4aeMoOM MeXay OonepaTopom U YNoJHOMOYEHHbIM JAULOM Ha
npeaocTaBAeHME BblYMCAUTE/IbHBIX PEcYypcoB (MouiHOCTEer) wauM nepedady WHGopmaumm ¢
NCMO/1b30BaHNEM NHPOPMALIMOHHO-TENIEKOMMYHUKALMOHHbIX CETEN CBA3MN.

TpeboBaHua K ycunenuio OA4T.7:

1) mexKay onepaTopom 1 NOCTaBLLMKOM YCAYT (TENEKOMMYHUKALMOHHBIX, BbIYUCANTENbHbIX) LONKHO
3aKNOYATBLCA COrnalleHne 06 ypoBHe YCayr, COAeprKallee onucaHue ycayr, NpaB U obA3aHHOCTEN
CTOPOH W COrNIAaCOBAHHbIA YPOBEHb KayecTBa MNPenoCTaBAsSEMbIX YCAyr B COOTBETCTBUU C
3aKoHoaaTenbcTBOM Poccuiickoi ®eaepauymm.

CopeprkaHue 6a3oBoii mepbl OAT.7:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM CUCTEMDBI
nHpopmauum 4 3 2 1
oar.7 + +

Ycunenne OAT.7

3.11. 3awuTa cpeapl BupTyanusauum (3CB)

3CB.1 UAEHTU®UKALUA U AYTEHTUPUKALIMA CYBBEKTOB AOCTYNA U OBBbEKTOB AOCTYNA B
BUPTYA/IbHOW MWH®PACTPYKTYPE, B TOM YWUCNE ALMMUHUCTPATOPOB YMPABJIEHUA
CPEACTBAMU BUPTYANTUZALINU

Tpe6oBaHua K peanusauymu 3CB.1: B uHOpMAUMOHHOM cucCTeMe [ONXHbI obecneymBaTbes
MOeHTUOMKaAUMA U ayTeHTUOUKauma cybBbeKToB AocTyna M O6BEKTOB A0CTyna B BUPTYasibHOM
WHOPACTPYKTYpe, B TOM 4MCAe agMUHWUCTPATOPOB YMpaB/JeHUA CpeacTBaMM BUPTyanusauuu, B
cootBetcTBUM ¢ NAD.1, UAD.2, NAD.3, UAD.4, NAD.5, UAD.6 n UAD.7.

BupTyanbHas WHQPACTPYKTypa BK/IKOYAET cpedy BUpPTyanusauum (nporpammHoe obecneyeHue,
cnykebHble OaHHble KOMMOHEHTOB BMPTyasnbHOW WMHGPACTPYKTYpbl) M annapaTHoe obecneyeHue



(annapaTHble cpeacTBa, Heobxoammble ana GYHKLMOHUPOBAHUA cpeabl BUPTyann3aumm, B TOM Yncie
CPeACTBa Pe3epBHOro KONUPOBAHWA U 3aLWMUTbl MHGOPMaLMK).

B KauyecTBe KOMMOHEHTOB BWPTYa/NbHOW WHPPACTPYKTYPbl HEOBXOAMMO, KaK MUHUMYM,
paccmaTpuBaTb cepBepHoe obopyaoBaHue, annapatHoe obecrnevyeHWe KOHCONeW YhpaBieHUs,
obopyaoBaHMe xpaHeHMA AaHHbIX, ceTeBoe 0bopyaoBaHME, TMNEPBM30P, XOCTOBYHO OMNEPALNOHHYIO
cuctemy (ecim NPUMeHUMMO), BUPTYasibHble MaLUMHbI, MPOrPAaMMHYIO Cpeay BUPTYa/ibHbIX MaWWH (B
TOM 4YMC/Ie UX OMepaLMOHHbIe CUCTEMbI M MporpammHoe obecrnedyeHue), BUpPTyasbHOE annapaTHoe
obecneyeHne, BMPTYya/IM3MPOBaHHOE MNporpammHoe obecneyeHue (BMPTyasbHble MalUMHbI C
npeayCcTaHOBAEHHbIM  MpPOrpaMmMHbIM  obecneyeHnem, npegHasHayYeHHbIM 447  BbINOAHEHUA
onpeaeneHHbiXx GYHKUNI B BUPTYaNbHOM MHPPACTPYKTYPE), NporpaMmmHoe obecnedyeHne ynpasaeHus
BUPTYa/NbHOM MHPPACTPYKTYPOI (B TOM YMcie TMNepBMU3OPOM, HAacCTPOMKaMM BUPTYaabHbIX MaLLMWH,
MUrpaumen BUPTYasibHbIX MAWWH, 6anaHCMPOBKOW Harpysku), cay:KebHble AaHHble KOMMOHEHTOB
BUPTYaNbHOM MHOPACTPYKTYPbl (HAaCTPOMKM M UMHble cNyKebHble AaHHbIe), cpeacTBa pPe3epBHOro
KOMMPOBAHWA KOMMOHEHTOB cpeabl BUPTyanu3aumMmM W cpeacTsa  3awmTtbl  MHGOpPMAaUMM,
MCMNONIb3yeMble B PaMKax BUPTYasibHbIX MaLUWH U BUPTYaNbHOM MHPPACTPYKTYPbI B LLEIOM.

B KauyecTBe OObLEKTOB AOCTyna B BUPTYa/NbHOM WHPPACTPYKType HEOoBX0AMMO, KaK MUHUMYM,
paccmaTpuBaTb MNporpamMmmHoe obecneyeHne ynpaBAeHUA BUPTYyasbHOW  MHOPACTPYKTYPON,
rMNepBu3op, XOCTOBYID OMEPALMOHHYID cucTemy (ecaM MPUMEHUMO), BUPTYaNbHble MallWHbI,
NporpaMmmHyto cpeay BUPTYabHbIX MaLLMH (B TOM YMCNE MX ONepaLMOHHbIE CUCTEMbI U NPOrpaMmmHoe
obecneuyeHne), BUPTyaibHble KOHTEMHEPbI (30HbI), BUPTYaANM3NPOBaHHOE NporpammHoe obecneyeHune
(BMpTYanbHble MalWMHbI C NPeAyCTaHOBJAEHHbIM NPOrpaMmHbIM obecneyeHnem, NpeaHasHaYeHHas
ONA BbINONHEHUA ONPeAEeNeHHbIX QYHKUMIA B BMPTyanbHOM WMHOPACTPYKTYpe), CPeacTBa 3aliuTbl
MHPOPMaUMK, UCMONb3YEMbIE B PaMKax BUPTYasbHbIX MAlWH M BUMPTYaNbHON MHGOPACTPYKTYPbI B
Lenom.

Mpu peanmsaumm mep no naeHTUPMKaLmMm n ayTeHTMGMKaLMKM CybbEKTOB A0CTyna M 06beKTOB A0CTYNa
B BUPTya/sibHOW MHGPACTPYKTYPE A0JIKHbI 0becneumBaTbea:

® unaeHTUPMKAUMA W ayTeHTMOMKAUMA aAMWMHUCTPATOPOB  yNpaB/ieHUAa  cpeacTBamu
BMPTYanu3aunm;

o uaeHTUPUKAUMA U ayTeHTUPMKaALMA CyOBbEKTOB A0CTYNa NPU UX IOKASAbHOM WU YAANEHHOM
obpalyeHnn K 06beKkTam JOCTyna B BUPTYaNbHON MHPPACTPYKTYPE;

e 6/I0KMPOBKa A0CTYNa K KOMMNOHEHTaM BUPTYaibHOM MHPPACTPYKTYpbI 414 CYy6bEKTOB A0CTYNa,
He NpoweAwmnx npoLeaypy ayTeHTudMKaLmu;

® 3alWMTa aAYTEHTUOUKAUMOHHOW WHPOpMaumm Ccy6bEKTOB AOO0CTyna, XpaHAwencs B
KOMMOHEHTax BWUPTyanbHOW WHOPACTPYKTYpPbl OT HEMNpPaBOMEPHbIX AJOCTyNa K Hew,
YHUUTONXKEHMA AN MOANPULMPOBAHUSA;

e  3alMTa ayTeHTUPUKAUMOHHON MHOPMAUMM B NpoLecce ee BBOAA ANA ayTeHTUMOUMKALUKN B
BMPTYaNbHOM MHOPACTPYKTYPE OT BO3MOXKHOIO MCMO/b30BAHUA JIMLLAMU, HE MMEIOLWMMU Ha
3TO NOJIHOMOYUIA;

® UAEHTUPUKAUMA N ayTeHTUDUKaLMA CyObEKTOB A0CTyNa NPU OCYLLECTBIEHUN MMM MONbITOK
AOCTYNa K CpeacTBaM ynpaB/ieHUs napamMeTpamu annapaTtHoro obecneyeHus BUPTYasibHOM

MHPPACTPYKTYpPbI.

BHyTpM pa3BepHyTbix Ha 6a3e BUPTyasbHOW MHOPACTPYKTYPbl BUPTYANbHbIX MaLUMH A0MXKHa OblTb
TaKKe obecneyeHa peannsaumsa mep No NAeHTUOMKaALUKN U ayTeHTUOUKAUUKN CyObeEKTOB N 06BbEKTOB
poctyna B cootBetcTeunn ¢ MAD.1 - UAD.7.

Tpe6oBaHua K ycuneHmto 3CB.1:



1) B WHOOPMAUMOHHOM cucTeme [OJKHbI obecneynmBaTbca B3auMMHas uUAeHTUOUKAUMS U
ayTeHTUOUKaLUMA NONb30BaTeNA U cepBepa BUPTYanaM3aummn (BUPTyanbHbIX MalLMH) NpU yaanéHHOM

goctyne.

CopeprKaHue 6a3oBoii mepbl 3CB.1:

Mepa 3awmTol Knacc 3almieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
3CB.1 + + + +
Ycunenume 3CB.1 1

3CB.2 YMPABJIEHUE AOCTYNOM CYBbEKTOB AOCTYMNA K OFbEKTAM AOCTYMA B BUPTYA/IbHOMN
MHOPACTPYKTYPE, B TOM YUC/IE BHYTPU BUPTYA/IbHbIX MALLWUH

Tpe6oBaHua K peanusauum 3CB.2: B uHPOPMAUMOHHOM cCUCTEME [AOIKHO obecneymBaTbea
ynpasneHune AocTynom cybbekToB A0CTyna K 06beKTam [0CTyna, B TOM YMCAE BHYTPU BMPTYasbHbIX
malwuH, B cooteetctemun ¢ YMNA.1, YNA.2, yna.4, yna.s, yna.e, yna.9, yna.1o, yvng.i11, yna.12,
yna.13.

Mpu peanusauumM mMep No YNpaB/JEHUIO AOCTYNOM CyObeKTOB A0CTyna K obbeKkTam goctyna B
BUPTYa/IbHOM MHPACTPYKTYpe A0/I*KHbI 0becrneynBaTbCs:

® KOHTPO/Ab AocCTyna CcybbeKToB A[0OCTYyNa K CPeAcTBAM  YNpPaBAEeHWA KOMMOHEHTAMM
BUPTYa/IbHOM MHPPACTPYKTYPbI;

® KOHTPOAb JocTyna cybbekToB pgoctyna K ¢dainam-obpasam  BUPTyaM3MPOBAHHOIO
nporpammHoro obecneyeHus, BUPTyabHbIX MallKH, bainam-obpasam, CayKebHbIM AaHHbIM,
ucnonblyembiM Ana obecnevyeHns paboTbl BUPTYasbHbIX (GaiNOBbIX CUCTEM, U WHbIM
CNy>KebHbIM AaHHbIM CPeACTB BUPTYabHOM cpesbl;

e ynpaBieHMe AOCTYyNOM K BUPTya/ibHOMY annapaTHOMy obecnevyeHunio WHGOPMaALMOHHOM
CUCTEMbI, ABAAOLMMCA 0ObEKTOM A0CTYN3;

®  KOHTPOJ1b 3anyCKa BNUPTYa/ibHbIX MallNH Ha OCHOBE 3a4aHHbIX ONepaTtopom npasun (pe»(wv\a
3anycCkKa, Tuna Ncnosibayemoro HocmtTena n NHbIX npanm).

Kpome Toro, mepbl Mo ynpaB/ieHUIO AOCTYNOM Cy6beKTOB A0CTyna K O0bbeKTam A0CTyna A0/XHbI
obecneuynBathb:

® pasrpaHuMyeHMe [ocTyna Ccyb6beKToB A[0CTyna, 3aperncTPUMpoOBaHHbIX Ha BUPTYasbHbIX
MallMHax, K O0b6beKkTam [O0CTyna, pPacrno/IOKEeHHbIM BHYTPU BMPTYaNbHbIX MalUWH, B
COOTBETCTBMM C NPaBUAaMM pasrpaHMYeHnn AOCTyna Nosb3oBaTteneit AaHHbIX BUPTYasbHbIX
MaLWH (noTpebuteneit 0bnayHbIX ycnyr);

® pasrpaHuWyeHuve poctyna Ccyb6bekToB [0CTyna, 3aperucTpupoBaHHbIX Ha  BUPTYasbHbIX
MalUMHAxX, K pecypcam MHPOPMALMOHHON CUCTEMbI, pPa3MELLEHHbIM 33 Mpeaenamm
BMPTYasibHbIX MalUMH, B COOTBETCTBUM C NPaBMAAMU Pa3rPaHNUYEHNs JOCTYNA NPUHATBIMA B
MHPOPMALMOHHOM CUCTEME B LLESIOM.

Tpe6oBaHua K ycunenuio 3CB.2:

1) 8 MHPOPMaLMOHHOMN cucTemMe AONKEH obecrnednmBaTbCca AOCTYN K ONEpaLusam, BbINOJHAEMbIM C
MOMOLLBIO CPeACTB YNpaBAeHUsa BUPTYalbHbIMM MalMHAMM, B TOM YMCAe K onepaumam cosgaHus,
3anycka, OCTaHOBa, CO34aHWMA KOMWIA, YAANEHUA BUPTYaNbHbIX MALIMH, KOTOPbIA A0MKeH 6biTbh
paspelleH TO/bKO aAMUHUCTPATOPaM BUPTYabHOW MHPPACTPYKTYpPbI;

2) B MHPOPMALMOHHOMN cuCTemMe A0/KeH obecneunBaTbCA AOCTYN K KOHOUrypauuu BUPTYasbHbIX
MaLUNH TONbKO aAMMHUCTPATOPaM BUPTYaibHOM MHGPACTPYKTYPbI;



3) agMMHUCTPATOP BUPTYaIbHOM MHOPACTPYKTYPbLI ONpesenseT orpaHnYeHuns No U3SMEHEHMIo CoCTaBa
YCTPOMCTB BMPTYaNbHbIX MAaWWH, o6bema MCNoNb3yemol onepaTMBHOM MaMATHU, NOAKAOYAEMbIX
BMPTYaNbHbIX U GU3NYECKUX HOCUTeNel nHdopmaunm;

4) B MHOOPMALIMOHHON cUCTEME AO/IKEH obecneynBaTbCA KOHTPOAb AOCTYyNa cybbeKkToB A0CTYNa K
M30/MPOBAHHOMY aApecHOMYy MPOCTPAHCTBY B NamMATM rMNepBM3opa, B MNamATM  XOCTOBOM
onepaLyMoHHON CUCTEMbI, BUPTYaNbHbIX MaLMH U (MAK) MHBIX 0BBEKTOB AOCTYNa

CopepraHue 6a3oBoii mepbl 3CB.2:

Mepa 3awmTbl Knacc 3awmuieHHocTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmaumnu 4 3 2 1
3CB.2 + + + +
Ycunenne 3CB.2 1,2 1,2 1,2

3CB.3 PETUCTPALIUA COBbITUIA BE3ONACHOCTU B BUPTYA/IbBHON UHOPACTPYKTYPE

TpeboBaHna K peanusauum 3CB.3: B unHdboOpmauMOHHON cucTeme [0/MKHA obecneymBaTbeA
perucrpaumsa cobbiTnii 6e3onacHOCTU B BUPTYyabHON MHGpacTpyKType B cooTBetcTBun ¢ PCB.1, PCB.2,
PCB.3, PCb.4 n PCB.5.

Mpu peannsaumm mep no perncrTpauum cobbitnuit 6e3onacHoCT B BUPTYanbHOM MHOPACTPYKType
OONONHUTENIbHO K cOBbITMAM, ycTaHoBAeHHbIM B PCB.1, [OMKHbI NOAfeXaTb perucrpaumu
cneayrowpe cobbITus:

e 3anyck (3aBepuweHue) paboTbl KOMMOHEHTOB BUPTyasibHOW WHOPACTPYKTYPbI; A0CTYN
Cy6BbEKTOB A0CTYNa K KOMNOHEHTaM BMPTyasibHOM MHOPACTPYKTYpPbl; UISMEHEHWS B COCTaBe U
KOHOUIypauum KOMMOHEHTOB BUPTYa/iIbHOM WHOPACTPYKTYpPbl BO BPemMa WX 3anycKa,
GYHKUMOHNPOBAHUA M annapaTHOro OTK/IIOYEHUS;

®  M3MEHEHWA NPaBMA PasrPaHNYEHMs AOCTYNA K KOMMOHEHTaM BUPTYabHOW MHPPACTPYKTYpPbI.

Mpu perncTpaumm 3anycka (3aBepluieHna) paboTbl KOMMOHEHTOB BUPTYasibHOM WMHOPACTPYKTYPSI
COCTaB U coaep:KaHune nHGopmaumm, NoANexKallen perncTpaumm, A0MXKHbI BKAOYATb 4aTy U BpemMs
3anycka (3aBepweHus) paboTbl rMnepeuM3opa W BUPTYasbHbIX MallWMH, XOCTOBOW OMepaLMOHHOM
CUCTEMbI, MPOrPamMM M NPOLLECCOB B BUPTYasIbHbIX MalLMHAX, Pe3y/1bTaT 3anycKa (3aBepLueHnsn) paboTbl
YKa3aHHbIX KOMMOHEHTOB BMPTYyasbHOW MHOPACTPYKTYpbl (yCNewHas MAWM  HeycnelwHas),
naeHTMOMKaToOp NoNb30oBaTeNs, NPeabABAEHHbIM NPW MONbITKE 3anycka (3aBepleHun) paboTsl
YKa3aHHbIX KOMMOHEHTOB BMPTYaNbHON MHGPACTPYKTYPbI.

Mpu perMcTpaumm BXxoaa (Bbixoaa) cybbekToB A0OCTYNa B KOMMOHEHTbI BUPTYanbHOW MHGPACTPYKTYpbI
COCTaB U cofeprkaHne MHPopMaLMK, Noanexallein perucTpaumum, AOMKHbI BKAOYATb AaTy U Bpemsa
[0CTyna cybbeKToB A0CTyna K rMnepBu3opy M BUPTYaNbHOW MalUMHE, K XOCTOBOKN OnepauuoHHOM
cucTeme, pesyabTaT NOMbITKM JOCTYNa Cy6bEeKTOB AOCTYNa K YKa3aHHbIM KOMMNOHEHTamM BUPTYanbHOW
MHPPACTPYKTYpPbI (YCnelHasa nam HeycnewHas), UaeHTMGUKaTop Noib3oBaTtens, NPeabABAeHHbIN Npu
MonbITKe AOCTyNa Cyb6beKkToB AOCTYMNa K YKa3aHHbIM KOMMNOHEHTaM BUPTYasibHOW MHPPACTPYKTYpPbI.

Mpu M3MeHeHUU B cocTaBe U KOHOUTYpPaLMM KOMNOHEHTOB BUPTYabHOM MHPPACTPYKTYPbI BO BpeEMSA
3anycka, GYHKLUMOHMPOBAHMA M B Mepuos e€ annapaTHOro OTK/IOYEHMA COCTAaB U coAepikaHue
MHbOPMaLUK, NoANeNKaLLeNn perucTpaLmnmn, AOMKHbI BKAKOYATL AaTy U BpeMA U3MEHEHUA B COCTaBe U
KOHUrypaumm BMPTYasbHbIX MaLLWH, BMPTYasIbHOTO annapaTHoro obecneyeHus,
BMPTYa/IM3MPOBAHHOIO NPOrPaMMHOro obecrneyeHusn, BUPTYalbHOIO annapaTtHoro obecneyeHus B
rMnepBmn3ope 1 B BUPTYasIbHbIX MaLLMHAX, B XOCTOBOW OMepPaLMOHHOM CUCTEME, BUPTYa/IbHOM CETEBOM
060pyA0BaHUK, Pe3yNbTaT MOMbITKM U3IMEHEHMSA B COCTABE M KOHOUIYpaLMM YKA3aHHbIX KOMNOHEHTOB
BMPTYyasibHOM MHOPACTPYKTYpbl (ycnewHas wWAW HeycnewHas), uaeHTMOMKaATop nonb3oBaTens,
npeabABAEHHbIN NPU MOMbITKE U3MEHEHWUA B COCTaBe M KOHPUrypaumm yKasaHHbIX KOMMOHEHTOB
BUPTYaNIbHOM MHDPACTPYKTYPbI.



Mpn M3MEHEeHUU NPaBUA PasFPaHUYEHUA AOCTyNa K KOMMNOHEHTaAM BUPTYasbHOW MHGPACTPYKTYpbI
COCTaB M cogepraHue MHPopmaumn, nognexallen pernctpaumm, AOAKHbI BKAOYATh AaTy M Bpems
M3MEHEHMA MPaBWA pPasrPaHUYEHUAa [O0CTyna K BUPTyasbHOMY M GU3MYECKOMY annapaTHOMY
obecneyeHunto, K datnam- obpasam BUPTYaAU3NPOBAHHOINO MpPOrpamMmHOro obecneveHus w
BMPTYaNbHbIX MAWWH, K paiinam-obpasam, ncnonblyembim ana obecneveHna paboTbl BUPTYasibHbIX
$alifoBbIX CUCTEM, K BUPTYasibHOMY CETeBOMY OOOPYAOBaHMIO, K 3alluliaemoir MHbopmaumu,
XpaHUMO 1 obpabaTbiBaeMoi B rMnepsmM3ope U BUPTYaNbHbIX MALLMHAX, B XOCTOBOW ONepauyoHHOM
cucTeme, pesynbTaT MOMbITKM U3MEHEHMA MpPABMA  pPasrPaHUYEHUA [OCTYMa K YKa3aHHbIM
KOMMOHEHTaM BUPTYyaNbHOM WHOPACTPYKTYpbl (ycnewHasa WAM HeycnewHasa), wuaeHTUdUKaTop
nosb3oBaTens, NpPeabsABAEHHbIA MNPU MOMbITKE W3MEHEHMA NpPaBWMA pasrpPaHUYeHua AocTyna K
YKa3aHHbIM KOMMOHEHTaM BUPTYaNbHON MHDPACTPYKTYPSI.

Tpe6oBaHua K ycunenmio 3CB.3:

1) B MHPOPMALIMOHHOM cUCTEME AO0/MKEH 0becneunmBaTbCa LLEHTPA/IN30BaHHbIN COOpP, XpaHeHue U
aHanM3  uHboOpMaUMM O  3aPErncTPMpPOBAHHbLIX  CODOLITUAX  6GEe30MacHOCTU  BUPTYasIbHOM
MHOPACTPYKTYpbI;

2) B MHPOPMALMOHHON CUCTEME MPWU pernucTpauuu 3anycka (3aBeplueHua) paboTbl KOMMNOHEHTOB
BUPTYaNbHOM WMHOPACTPYKTYpbl COCTaB U coAeprKaHue MHpopmauum, Noanexkallen perncrpayumu,
[OO0/MKHbI BKAOYATb AaTy U Bpems 3arnycka (3aBeplueHus) nporpamm U NpoLeccoB B rmnepsmsope m
XOCTOBOM ONepaLMOHHOM CUCTEME;

3) B MHPOPMALMOHHOM cUCTEME AO/KHA 0becneuymBaTbCa perMcTpaums cobbiTii GesonacHocTH,
CBA3aHHbIX C NepeMeLLeHNEM N pasMeLLLEeHNEM BUPTYaIbHbIX MaLLUH.

CopeprkaHue 6a3oBoii mepbl 3CB.3:

Mepa 3awmTol Knacc 3awmiweHHoCcTM MHPOpMaLMOHHOM CUCTEMDI
nHbopmaumm 4 3 2 1
3CB.3 + + +
YeuneHue 3CB.3

3CB.4 YNPABJIEHUE (®PUNBTPALUA, MAPLUPYTU3ALNA, KOHTPOJ/Ib COEAUHEHMUA,
OOHOHANPAB/IEHHAA NMEPEAAYA) MOTOKAMU MHOOPMALIMM MEXAOY KOMMOHEHTAMM
BUPTYA/IbHOW MUHOPACTPYKTYPbI, A TAKXKE MO NEPUMETPY BUPTYA/IbHON MHOPACTPYKTYPbI

TpeboBaHua K peanusaumm 3CB.4: B WHOOPMAUMOHHON CUCTEME [OJIKHO OCYLLECTBAATLCS
ynpaB/ieHne NOTOKamu WUHGOPMAUUM MeXKAY KOMMOHEHTAaMM BUPTYanbHOW MHPPACTPYKTYpbl M NO
nepuMeTpy BUPTyasnbHON MHPPACTPYKTYpbl B cooTBeTcTBuM ¢ YIMA.3, 3UC.3.

Mpw peanusaumm mep No yrnpaBaeHMIO NOTOKaMM MHPOPMaLUKN MeXKAY KOMMNOHEHTaMW BUPTYyaibHOWM
MHPPACTPYKTYPbI LOMKHbI 06ecneymBaThea:

e  ¢unbTpauma ceTeBoro TpadrKa Mexay KOMNOHEHTaMM BUPTyanbHOW MHOPACTPYKTYPbI, B TOM
yucae mMexay BHELWHUMM NO OTHOLIEHMIO K CEPBEPY BUPTYaNU3aLMN CETAMM U BHYTPEHHUMU
Mo OTHOLEHWUIO K CepBePY BUPTYanM3aLMmM CETAMM, B TOM YMC/Ie NPU OpraHn3aumm ceTeBoro
obmeHa ¢ ceTaAMM CBA3M 06LLErO NOb30BaHUS;

e obecneyeHue A0BepEHHbIX KaHana, MapLIpPyTa BHYTPU BUPTYabHON MHPACTPYKTYPbI MeXxXay
aAMUHUCTPATOPOM, MOJib30BaTeNIeM M CPeACcTBaMU 3alnTbl UHbOPMaLUK  (PYHKLMAMM
6e3sonacHoCTH);

® KOHTPOJIb Nepefayn CayXKebHbiXx MHOOPMALMOHHBIX COODOLLEeHUH, nepenaBaembiX B
BMPTYaIbHbIX CETAX T’MNEPBM30Pa, XOCTOBOWN ONEPaLMOHHON CUCTEMbI, MO COCTaBy, 06bEMY U
WHbBIM XapaKTepucTuKam;



e  OTK/IOYEHME HEMUCNONb3yeMbIX CETEBbIX MPOTOKONOB KOMMNOHEHTaMW  BUPTYasbHOM
MHPPACTPYKTYPbl  FMNEepPBU30pPa, XOCTOBOM OMEpPaLMOHHOM  CUCTEMbI, BUPTyanbHOWM
BbIYNCAUTENIBHOW CETY;

e obecneyeHne MNOA/JMHHOCTU CETEBbIX COEAMHEHWI (ceaHCOB B3aMMOAENCTBMA) BHYTPU
BMPTYasibHON MHGPACTPYKTYPbI, B TOM YMC/Ie ANA 3aWMUTbI OT NOAMEHbI CETEBbIX YCTPONCTB U
CEepBUCOB;

e obecneyeHve M30/1AUMM MOTOKOB [AaHHbIX, NepesaBaemblx W  0bpabaTbiBaembIx
KOMMOHEHTAMWN BUPTYaNIbHOM MHPPACTPYKTYpPbI (rMNEpBM30POM, XOCTOBOM OnepaLMOoHHOM
CUCTEMOM) U CETEBbIX NOTOKOB BUPTYasIbHOM BbIYUCAUTENLHOM CETH;

®  CEeMAHTUYECKUI U CTAaTUCTUYECKMIA aHAIM3 ceTeBOroO TpadmKa BUPTYanbHOW BbIYUCAUTENBHON
cetu.

Tpe6oBaHua K ycuneHnuto 3CB.4:

1) B MHPOPMALMOHHOW CUCTeMe, NOCTPOEHHOM C MPUMEHEHWEM TEeXHONOTMU BUPTYyaM3aLmum,
AONMKHa 6biTb obecrneyeHa eaMHas TOYKA MOAKNHOYMEHMA K BUPTYaNbHOM WHPpacTpyKType (npu
HeobXo0AMMOCTH pe3epBUPOBaAHUA KaHANOB CBA3K, TOUKA NOAK/IOUYEHNA AOIKHA PACCMaTPMBATLCA Kak
KOMIM/IEKCHOE peLleHne, BKtoYatouee B ceba cpeacTBa B3aMMOAENCTBUA C OCHOBHbIM M pe3epBHbIMU
KaHanamwu cessn);

2) B MHPOPMALMOHHON cUCTEeMe AO0NXKHA obecneumBaTbca GUALTPAUMA ceTeBOro TpaduKka oT (k)
Ka)KOoM rocTeBOM OnepauuMoHHOM CUCTEMbI, B BUPTYa/bHbIX CETSAX FMMEpBM30pa M ONA KaxKaoM
BUPTYa/IbHOM MalLVUHbI;

3) B MHPOPMALIMOHHON cUCTeMe AO0/XeH obecrneymBaTbCA 3anpeT NPAMOro (C MCNosib3oBaHUEM
MEXaHW3MOB, BCTPOEHHbIX B CPeACTBa BUPTYaM3aLnmn) B3aMMOAENCTBUA BUPTYaIbHbIX MaLLWH MeXay
coboi; gnsa cnyXebHbIX AaHHbIX A0MXeH obecneymBaTbCA KOHTPO/Ib NMPAMOro B3aMMOAENCTBUSA
BUPTYa/IbHbIX MalUWH mexay coboir;

4) B MHGOPMALIMOHHOW CUCTEME B COOTBETCTBMM C 3aKOHOAaTenbCTBOM Poccuitickolt depepalmm
NPUMEHAIOTCA KpunTorpaduyeckne metoapl 3awmtbl MHGOPMaLMKN KOHPUAEHUNANBHOTO XapaKTepa,
nepegaBaeMolt NO BUPTYasbHbIM W  GU3MYECKMM KaHafamM CBA3WM TUMNEepBU30pPa, XOCTOBOW
OnepaLmoHHOM CUCTEMBI;

5) B MHOOPMALMOHHOW CUCTEME NPW Peanusaumm mep No ynpas/ieHWo NOTOKamu MHdopmauum
MeXKay KOMMNOHEeHTaMW BUPTYasibHOM MHGPACTPYKTYPbl A0MKHbI 06€CcneymBaTbCs CEMaHTUYECKUI U
CTAaTUCTMYECKUIA aHaNU3 ceTeBOro TpaduKa;

6) B MHPOPMALMOHHOW cUCTeMe A0/MKHO obecneumBaTbCA OnpeaesieHne NepeyHa MPOTOKO/IOB U
nopToB (BKNOYAA AMHAMMUYECKN BblAeNAEMble MOPTbl), HEOBXOAUMbIX ANA PAaboTbl MPUNOKEHUI U
CEPBMCOB B paMKax BUPTYaibHOM MHOPACTPYKTYPbI;

7) B MHPOPMALMOHHOW cMCTeMe AO0/MKHO obecneumBaTbCA onpeaesieHne nepeyHa NpPoTOKO/IO0B U
nopToB (BKAOYAA AMHAMMUYECKN BblAeNAEMble MOPTbl), HEOBXOAUMbIX ANA PAaboTbl NPUNOKEHUI U
CEPBMCOB MeXKAY BUPTYyasbHOW WHPPACTPYKTYPOM W CETAMM, ABAAIOWMMMUCA BHELWHUMU MO
OTHOLLUEHMIO K BUPTYabHOM MHOPACTPYKTYpE.

CopeprkaHue 6a3oBoii mepbl 3CB.4:

Mepa 3aWmThl Knacc 3almuLeHHOCTM MHPOPMALLMOHHOW CUCTEMDbI
nHbopmaLmn 4 3 2 1
3CB.4 + +

Ycunenne 3CB.4 1,2




3CB.5 [OBEPEHHAA 3ArPY3KA CEPBEPOB BWPTYA/IM3ALUW, BUPTYAJIbHOA MALLMUHbI
(KOHTEMHEPA), CEPBEPOB YNPAB/IEHUA BUPTYA/IU3ALMEN

Tpe6oBaHua K peanusauum 3CB.5: B uHPopmMauMOHHON cucTeme [0NKHA obecneynBaTbea
[OBEpeHHan 3arpyska CepBepoB BUPTYaNM3aUUN, BUPTYANbHbIX MallMH (KOHTEMHEPOB) U CepBepPOB
ynpasaeHua BUpTyaam3saumein 8 cootsetcteunm ¢ YNA.17.

[loBepeHHaa 3arpyska [Ao/iHa obecrneynsaTb BGO0KMPOBaHME MOMbITOK HECAHKLMOHUPOBAHHOM
3arpysKu runepsmnsopa, XoCToBOMN 1 rOCTEBbIX ONEPaLIMOHHbBIX CUCTEM.

[loBepeHHasa 3arpyska runepsu3opos obBecrneynBaeTcsa C WMCMNo/b30BaHMEM CPeACTB [0BEPEeHHOM
3arpy3Kkun GYHKLMOHMPYIOLWMX Ha CepBepax BUPTyasu3aLmu.

[loBepeHHaa 3arpyska BMPTYasibHbIX MallWH (KOHTeliHepoB) obecrneymMBaeTcs C MCMNO/b30BaHMEM
MHOTOKOMMOHEHTHbIX CPeAcTB AOBEPEHHOM 3arpy3ku, OTAe/lbHble KOMMOHEHTbl  KOTOPbIX
OYHKUMOHNPYIOT B TMNepBM3opax.

Tpe6oBaHua K ycunenuio 3CB.5:

1) ponxHa obecneymBaThCA [JOBEpPeHHas 3arpyska aBTOMaTM3MpOBaHHbIX paboumx mect
aAMUHUCTPATOPOB yNpaBAeHNA cpeacTBaMn BUPTYann3aLmu.

CopeprkaHue 6a3oBoii mepbl 3CB.5:

Mepa 3awWmThbl Knacc 3awmiweHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmauum 4 3 2 1
3CB.5

Ycunenume 3CB.5

3CB.6 YMPAB/MIEHWE MEPEMELEHMEM BWPTYA/IbHbIX MALLUUH (KOHTEAHEPOB) W
OBPABATbIBAEMbIX HA HUX AAHHbIX

TpeboBaHna K peanmsauymm 3CB.6: Onepatopom [0/KHO obecneunmBaTbCA  yrpaB/ieHUe
nepemeLleHMemM BUPTYanbHbIX MallMH (KOHTeHepPOB) N 06pabaTbiBaeMbIiX Ha HUX AAHHbIX.

Mpu ynpaBaeHUn nepemeLLeHmem BUPTYanbHbIX MalWWH (KOHTeMHepoB) 1 06pabaTtbiBaeMbiX Ha HUX
AaHHbIX L0/KHbI 06ecneymBaThea:

e pernaMeHTMpoBaHME Mopagka nepemelleHus  (onpegeneHve  OTBETCTBEHHbIX  3a
OopraHM3auMio  npouecca, OB6LEKTOB MepemeLleHnsa, PecypcoB  MHQPACTPYKTYpbI,
3a4,eACTBOBAHHbIX B MepemeLLeHMm, a TaKKe cnocoboB nepemelLeHuns);

® ynpaBleHMEe pasmelleHMeM W nepemelleHvem ¢ainnoB-06pasoB BMPTYasbHbIX MalUUH
(KOHTelMHepoB) Mexay HoCcUTenAamMM (cMcTeMaMmn XpaHeHUs AaHHbIX);

® ynpaBieHMEe pasMeleHVeM U MNEePEMELLEHMEM WCMOMHAEMbIX BUPTYasibHbIX  MaLUMH
(KOHTeHepOB) MeKay cepBepammn BUPTyann3aLmm;

e yhpaBieHMe pasMelleHMemMm W MNepemMelleHMemM  JaHHblX, obpabaTbiBaeMbix ¢
NCNO/Ib30BaHNEM BUPTYasIbHbIX MaLLMH, MEXKAY HOCUTENAMM (CUCTEMAMU XPaHEHUA AaHHbIX).

YnpasneHve nepemeLleHMeM BUPTYasibHbIX MalUWH (KOHTEMHEPOB) LO/IKHO NpesyCMaTpuBaTh:
® MOJIHbIM 3aNpeT nepemMeLLeHna BUPTYaibHbIX MalWNH (KOHTeMHepoB);

® OrpaHuWyeHWe MepemMelLeHns  BUPTYyaNibHbIX  MAWWH  (KOHTellHepoB) B  npegenax
MHOOPMALMOHHOWM CUCTEMBI (CErMeHTa MHPOPMALMOHHON CUCTEMDI);

® OrpaHWYeHMEe MepemelLeHnn BUPTYasbHbIX MAWWH (KOHTEMHEepPOB) MeXay CermeHTamwu
MHGOPMALNOHHOM CUCTEMBI.



Tpe6oBaHua K ycuneHuto 3CB.6:

1) onepaTtopom AOMKHO 0bBecneuyMBaTbCsa NepemelleHre BUPTYaNbHbIX MAWMWH (KOHTEHEepoB) U
obpabaTbiBaemMblXx Ha HWX fJaHHbIX B npegenax WHOOPMAUMOHHOM CUCTEMbI TONbKO Ha
KOHTPO/IMPYEMblE WM (MW YNONHOMOYEHHbIM JMUOM) TexHUYecKue cpeacTBa (cepsepa
BMPTYanu3aumnm, HOCUTENN, CUCTEMbI XPaHEHUA AaHHbIX);

2) onepaTopom AO0NXKHA OCYLLECTBAATbCA 06paboTKa OTKAa30B NepemellleHUA BUPTYaabHbIX MalluH
(KoHTelHepoB) N obpabaTbiBaeMbIX Ha HUX AAHHbIX;

3) B WHPOPMALMOHHON CUCTEME [OOJ/IKHblI MCMO/b30BATbCA MeXaHM3Mbl LLEHTPa/IM30BaHHOTO
ynpaBneHna nepemeLleHMeM BUPTYasbHbIX MalWH (KOHTeMHepoB) M obpabaTbiBaemblXx Ha HUX
OAHHbIX;

4) B MHOPMaALMOHHOM cucTeme A0KHa bbiTb obecrnevyeHa HEMPEPbIBHOCTb PerncTpaumMm cobbiTuit
6€30MacHOCTM B BUPTYasibHbIX MalLMHAX (KOHTelHepax) B NpoLecce nepemeLLeHus;

5) B UHHOPMALMOHHOM CUCTEME [10/13KHA OCYLLLECTBAATLCSA OUMCTKA 0cBOBOXKAaeMbix 0b61acTeit namaTu
Ha cepBepax BMPTyanu3aUMW, HOCUTENAX, CUCTEMAX XPaHEHUS [OaHHbIX MPU  MepemeLLeHnn
BMPTYaNbHbIX MalWH (KOHTeMHepoB) N 06pabaTbiBaeMbIX Ha HUX AaHHbIX.

CopeprkaHue 6a3oBoii mepbl 3CB.6:

Mepa 3awmTol Knacc 3awmieHHOCTM MHGOPMALLMOHHOM CUCTEMDBI
nHpopmauunm 4 3 2
3CB.6 + +
Ycunenune 3CB.6 1 1,2

3CB.7 KOHTPO/J1b LLEE/IOCTHOCTU BUPTYAJ/IbHOM UHOPACTPYKTYPbI U EE KOHOUTYPALUIA

TpeboBaHua K peanusauyum 3CB.7: B nHPopmaUMOHHOM cucTEME A0/KEH 06ecneYmBaTbCst KOHTPOJIb
LLeNNOCTHOCTU KOMMOHEHTOB BMPTYa/IbHOM MHPPACTPYKTYpbI B cooTBeTcTBumn ¢ OLJT. 1.

Mpu peanusauuMnm mep MO KOHTPOJIKO LEAOCTHOCTM KOMMOHEHTOB BMPTYaNbHOW MHGPACTPYKTYPSLI
AONKHbI 06ecneynBaTbCs:

L KOHTPO/1b UENOCTHOCTU KOMMNOHEHTOB, KPUTUYECKU BaXKHbIX ANA

®  (GYHKUMOHMPOBAHMA  XOCTOBOW  ONEpPauMOHHOM  CUCTEMBI, MNEepBU30pPa, [OCTEBLIX
onepaumoHHbIX cuctem U (nnn) obecneyeHunsa 6GesonacHocTM ob6pabaTbiBaeMON B HUX
MHdopMaumn (3arpysumKa, cMcCTEMHbIX painnos, GUHIMOTEK ONepaLMOHHON CUCTEMbI U UHbIX
KOMMNOHEHTOB);

®  KOHTPOJIb LLe/IOCTHOCTU COCTaBa M KOHGUIypaumum BUPTyanbHOro 060pyaA0BaHus;

®  KOHTPOJIb LENOCTHOCTM Gait/ioB, COAEPKALLMX MAPAMETPbI HACTPOMKM BUPTYa/IM3MPOBAHHOIO
nporpaMmmHoro obecneyeHms U BUPTYasibHbIX MALUNH;

® KOHTPO/Ab  LEeNoCTHocTM  ¢alinoB-06pa3soB  BUPTYA/NM3MPOBAHHOIO  MPOFPaMMHOr0
obecneyeHnn M BUPTYyanbHbIX MalliMH, ¢aitnoB-ob6pasos, MCNOAb3yeMbIX Aaa obecrnevyeHus
paboTbl BUPTYanbHbIX Gpalinosbix cuctem (KOHTpoab $alinos-o6pa3os A0/KEH NPOBOANTLCA
BO Bpems, Koraa ¢alinibl-obpasbl He 3a4eCTBOBaHbI).

B MHPOPMALMOHHONW cucTemMe [0/IKeH o0becneynBaTbCA KOHTPOJIb LLeJIOCTHOCTU pPe3epBHbIX KOMUI
BMPTYa/IbHbIX MALWMWH (KOHTEHEepOoB).

Tpe6oBaHua K ycuneHmto 3CB.7:

1) B MHGOPMALMOHHOW cUcTeMe A0JKeH 06ecrneynBaTbca KOHTPO/Ib LLeJIOCTHOCTU 6a30BOM CUCTEMbI
BBOZa-BblBOAA BbIUMCIUTE/IbHBIX CEPBEPOB M KOHCO/1EM YIPABAEHUA BUPTYaibHOM MHPPACTPYKTYpPbI;



2) B MHOOPMALMOHHOM CUCTEME A0/IKEH 06eCcneymBaTbCa KOHTPO/Ib Lie/IOCTHOCTY MUKPOMPOrpamm 1
CNyXKebHbIX AaHHbIX 3/1eMEHTOB annapaTHOM 4YacTM BUPTYanbHOW MHOPACTPYKTYpbl (B TOM uucie
3arpy3oyHbIX 3anucei MalWnHHbIX HocuTenel nHbopmaLmm);

3) B MHOOPMALMOHHOMN CUCTEME AOJIKEH ObBecrneymBaTbCA KOHTPOAb COCTaBa annmapaTHOM 4acTu
KOMMOHEHTOB BUPTYa/IbHOM MHDPACTPYKTYPbI;

4) B MHGOPMALIMOHHOM CUCTEME AO0/KEH 0becneymBaTbCA KOHTPONb LIEIOCTHOCTU MPOrPaMMHOro
obecneyeHna 061a4YHbIX KIMEHTOB.

CopepraHue 6a3oBoii mepbl 3CB.7:

Mepa 3aWmTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmauun 4 3 2 1
3CB.7 + +
Ycunenue 3CB.7 3 1,3

3CB.8 PE3EPBHOE KOMNWPOBAHUE QAOAHHbIX, PE3SEPBUPOBAHUE TEXHUYECKUX CPEACTB,
NPOrPAMMHOIO OBECNEYEHWNA BUPTYA/IbBHOU MHOPACTPYKTYPbI, A TAKE KAHAJIOB CBA3U
BHYTPU BUPTYA/IbHON MHOPACTPYKTYPbI

TpeboBaHna K peanmsauymm 3CB.8: B uvHPOpMaALMOHHOM cucTeMe [0J/IKHbl obecneymBaTbCA
pe3epBHOE KOMUWPOBAHWE [AaHHbIX, Pe3epPBUPOBAHME TEXHUYECKMX CpPeacTB, MPOrpammMHOro
obecneyeHuns BUPTYyasibHON MHPPACTPYKTYPbI U KaHAIOB CBA3WN BHYTPW BUPTYAIbHOM MHDPACTPYKTYPbI
B cootBetcteum ¢ OAT.2, OAT.4, OAT.5.

Mpu peanusaumMm Mep Mo pPe3epBHOMY KOMWPOBAHMIO AaHHbIX, PE3ePBUPOBAHUI0 TEXHUYECKUX
CpPeACTB, NporpamMmHOro obecneyeHma BUPTYaibHOM MHPPACTPYKTYPbI A0/IXKHbI 06ecnevymBaTbCa:

e onpeaeneHne MeCT XpaHeHWa pes3epBHbIX KOMW BMPTYasbHbIX MaWWH (KOHTelHepoB) u
[AaHHbIX, 06pabaTbiBaeMbIX B BUPTYaibHOM NHPACTPYKTYPE;

® pe3epBHOE KONWPOBaHWE BUPTYasbHbIX MaLLWH (KOHTEHEPOB);

e pe3epBHOE KOMMPOBAHWE AaHHbIX, 06pabaTbiBaeMbIX B BUPTYaibHOM
®  MHOPACTPYKTYpE;

® pe3epBMpPOBAHME MPOrPaMMHOTO obecrneyeHus BUPTYaIbHOM

®  UMHOPACTPYKTYpbI;

® pe3epBMPOBaHME KaHA/OB CBA3W, UCMO/b3YEMbIX B BUPTyaabHOWM

®  VUHOPACTPYKTYpe;

® nepuoamyeckas NpoBepKa pe3epBHbIX KONUIN U BOSMOXKHOCTU BOCCTAHOB/IEHWA BUPTYaNbHbIX
MalUWH (KOHTEHepPOB) M AaHHbIX, 0bpabaTbiBaemblx B BUPTYanbHOM WHPPACTPyKType C
MCNO/Ib30BaHNEM Pe3epBHbIX KOMUNA.

TpeboBaHua K ycunernuio 3CB.8:

1) B MHPOPMALMOHHOMN CUCTEME AO/KHO BbINOJHATLCA PE3epPBHOE KOMUMPOBaHWE KoHOUrypauum
BUPTYaNbHOM MHPACTPYKTYpPbI;

2) B VIHd)OpMaLI,MOHHOl‘/JI cncrteme AO0J1IXKHO BbIMO/THATBCA pe3epBHOE KONMMpoBaHME NPOrpaMmMmHOro
obecneyeHus cepBepoB ynpassieHUA BMpTyanmsaumeﬁ, dBTOMATU3NPOBAHHOIO pa6oqero mecTa
AOMUHUCTPATOPA ynpaBaieHna cpencrsamm BUpPTyain3aLnm,;



3) B MHPOPMALMOHHON cUCTEME AONKHO BbINOJHATLCA pe3epBUpOBaHME AUCTPUOYTUBOB CPeacTB
MOCTPOEHMUSA BUPTYanbHOW MHPPACTPYKTYpbl (B TOM 4ucie CpeacTB ynpaBJeHUs BUPTYasibHOM
MHOPACTPYKTYpPOit);

4) B "HGOPMALMOHHOW cUCTEME A0/IKHO 0becneynBaTbCs pe3epBUpOBaHNE TEXHUYECKUX CPeaCcTB Ann
CepBepPOB BUPTYann3aLmmn, CepBepoB yrNpaBaeHUsa BUPTyaan3aumnein, aBToMmaTM3npoBaHHoOro paboyero
MeCTa agMUHUCTPATOpPA YNpaB/ieHUs cpeacTBaMmn BUPTYaIM3aUmm;

5) B MHPOPMALMOHHOWN CcUCTEME AO0MKHO obecneynBaTbCs pe3epBUPOBaHME TEXHUYECKUX CPeacTs
CUCTEM XPaHEHUSA AaHHbIX U UX KOMMOHEHT, UCNONb3YyeMbIX B BUPTYanAbHOW MHOPACTPYKTYpE;

6) B MHPOPMALMOHHOM cUCTEME AO0/MKHO 0becrneynmBaTbCA pe3epBMPOBaAHNE TEXHUYECKUX CPEeACTB
aKTMBHOro (KOMMYTALMOHHOTO) M MaccMBHOro obopyAoBaHWA KaHa/OB CBA3M, WCMNOJIb3yEMbIX B
BMPTYaNbHOM MHPPACTPYKTYPE;

7) B uWHbOOPMALMOHHOW cuUCTeMe [IO/KHO obecneymBaTbCd  MPUMEHEHUE  TEeXHONOTUM
pacnpeneneHHoro XxpaHeHua WHPopmauum M BOCCTaHOBAEHMA WMHbopmauum nocne cboeB ans
obecneyeHUsa OTKA30yCTOMUYNBOCTU BUPTYaIbHON MHOPACTPYKTYPbI

CopeprkaHue 6a3oBoii mepbl 3CB.8:

Mepa 3awmThbl Knacc 3amieHHoCTM MHPOPMALIMOHHOM CUCTEMDI
nHpopmauum 4 3 2 1
3CB.8 + +
Ycunerue 3CB.8 1,23

3CB.9 PEA/IM3ALUMA U VYNPAB/IEHUE AHTUBUPYCHOW 3ALLUTON B BUPTYA/IbHOW
MHO®PACTPYKTYPE

Tpe6oBaHua K peanusaumm 3CB.9: B wuHPopmaumMoOHHON cucTeMe [O/MKHbI 0becneymBaTbes
peanusauma v ynpasneHvue aHTUBMPYCHOM 3aWMUTON B BUPTYabHOW MHPPACTPYKTYPE B COOTBETCTBUM
c AB3.1, AB3.2.

Mpwv peannsaummn COOTBETCTBYIOLWNX MeP AO/IKHbI obecneunBaTbca:

® MpOBEpKa HANNUUA BPEAOHOCHbIX MPOrpamm (BUPYCOB) B XOCTOBOM OMepaLMOHHOMN cucTeme,
BK/It0YAA KOHTPO/b PpaliioBOMN cUCTEMDI, MAMATH, 3aNYLWEHHbIX MPUIOKEHMI U NPOLLECCOB;

® [POBEpPKA HANNYMA BPEAOHOCHbIX NPOrPaMm B rOCTEBOM OMEPALMOHHON CUCTEME, B NpoLecce
ee OYHKLMOHUPOBAHMA, BKAKOYAA KOHTPOAb (aiIoBOM CUCTEMbI, MAMATK, 3anyLLEHHbIX
NPWIOXKEHWNIA U NPOLLECCOB.

TpeboBaHua K ycunenuio 3CB.9:

1) B UHGOPMALMOHHOW cUCTEME [0/KHO 0becneynBaTbCs pasrpaHUyeHne A0CTyna K ynpaBaeHuio
CpeAcTBaMM aHTUBMPYCHOW 3aLnThI;

2) B MHOOPMALMOHHOW CUCTEME LO/IKEH 06ecrneymBaTbCsl KOHTPOb QYHKLMOHUPOBAHWUA CPELCTB
aHTMBUPYCHOM 3alimMTbl B BMPTYyasibHON WMHPACTPYKTYpPE, B TOM YMC/Ae MapLIpyTM3auMa NOTOKOB
MHbOpPMaLUM B BUPTYaNbHOM MHOPACTPYKTYPE Yepes CPeACTBO aHTMBUPYCHOM 3aLUmThI;

3) B UHPOPMALMOHHOM cUCTEME [O/KHA obecneunmBaTbCA peasnvsauus TEXHOOTMU OBHOBIEHUSA
nporpammHoro obecneyeHna M 6a3 AaHHbIX MPU3HAKOB KOMMbIOTEPHbLIX BUPYCOB CPeAacTB
aHTUBMPYCHOM 3alMTbl, NPeAycMaTpMBaloLLan OAHOKPATHYHO nepedadvy OOHOBAEHWIA Ha cepsep
BMPTYanbHON MHOPACTPYKTYPbI 414 MX NOCAEAYIOWEro MPUMEHEHUA B BUPTYa/IbHbIX MalLUHaX;

4) B WHPOPMALMOHHOM cUCTEMe A0/KHA obecneumBaTbCA MNPOBEPKA HaAMYMA BPEAOHOCHbIX
nporpamm (BMpPYcoB) B rMNepBuU3ope;

5) B MHOOPMAUMOHHON cUCTEME A[OMKHA obecneymBaTbCA MNPOBEPKA HAAMUYMA BPEAOHOCHbIX
nporpamm B daiinax KoHGUrypaumm BUPTYanbHOro 06opyaoBaHus;



6) B MHOOPMALMOHHON cUCTEME JO0/KHA ob6ecneymBaTbCA NPOBEPKA HAAMYMA BPELOHOCHbBIX
nporpamm B ¢daiinax-obpasax BUPTYaM3NPOBAHHOIO NPOrpaMmMHOro obecneyeHus M BUPTYasbHbIX
MaLUWH.

CopeprkaHue 6a3oBoii mepbl 3CB.9:

Mepa 3awmThbl Knacc 3awmuweHHoCTM MHPOPMALMOHHOM CUCTEMDI
nHpopmaumnu 4 3 2 1
3CB.9 + + +
Ycunenne 3CB.9 1 1

3CB.10 PA3BMEHUE BUPTYAJIbHOM WMH®PACTPYKTYPbl HA CEFMEHTbI (CETMEHTUPOBAHMWE
BUPTYAIbHOW WUH®PACTPYKTYPbl) [ONA OBPABOTKM WH®OPMALMU  OTAE/NbHbIM
NONb30OBATE/NIEM U (WNIX) TPYNNOW NONIb3OBATE/NEN

Tpe6oBaHua K peanusaumm 3CB.10: B uHPOpmauMOHHOW cuUcTeMe [ONKHO obecneymBaTbea
pasbueHne BUPTyaNbHOW WHPPACTPYKTYPbl HA CErMeHTbl (CErMEHTMpPOBAHWE BUPTYASIbHOW
MHOPACTPYKTYpPbI) AnA 0bpaboTkM MHOOPMaUMKM OTAEe/bHbIM Mosb3oBaTenem WU (Maun) rpynnow
nosb3oBaTtenel B cootseTcTeum ¢ 3UC.17.

TpeboBaHua K ycunenuto 3CB.10:

1) B uHbOPMALMOHHOM cUCTemMe [O/MKHO obecrneymBaTbCA /IOTMYECKOE CEerMeHTUpPOBaHUue
BMPTYasibHOM WMHQPACTPYKTYpbl, NpesycMaTpuBatollee BblAesieHMe TPynmnbl BUPTYa/ibHbIX MALUWH,
XpaHuAuW, uHpopmaumm U MHOOPMALMOHHBIX MOTOKOB, MpPeAHa3HAYeHHbIX A8 peleHus
BblaeneHHbIX (06ocobneHHbIX) 3a4ay;

2) B MHOOPMALMOHHOM cUCTEME [OJIKHO obecneymBaTbCs BblAeNieHUMEe B OTAE/bHbIA CermeHT
(oToenbHble cermeHTbl) CepBEPOB YMNpPaBAeHUA BUPTyanun3aLmein (aBToMaTM3MpoOBaHHOro pabouero
MeCTa aMUHUCTPATOPa YNpaB/AeHUs CpeacTBaMM BUPTyannsaumm); 3) B MHGOPMaLMOHHOW cucTeme
OOMKHO obecneumBatbCa (U3MYECKOE CErMEHTMPOBAHME BUPTYaNbHOM WHOPACTPYKTYPbl AnA
pelleHus BblaeneHHbIx (060cobneHHbIX) 3aaau.

CopeprkaHue 6a3oBoii mepbl 3CB.10:

Mepa 3awuTol Knacc 3awmiueHHoCcTM MHPOPMALMOHHOM CUCTEMDI
nHpopmaunm 4 3 2
3CB.10 + +
Ycunenue 3CB.10

3.12. 3awuTa TexHudeckux cpepcts (3TC)

3TC.1 3ALMUTA UHOGOPMALMUKN, OBPABATbIBAEMOW TEXHWYECKMUMMU CPEACTBAMM, OT EE
YTEYKU NO TEXHUYECKUM KAHANAM

Tpe6oBaHua K peanusauum 3TC.1: OnepaTopom [o/KHA obecneymBaTtbCA 3almTa MHOOPMALLUMK,
obpabaTtbiBaeMoi TEXHUYECKMMU CPEACTBAMM, OT €e YTEUYKM 33 CYET NOOOYHbIX 3/1eKTPOMArHUTHbIX
N3/ly4eHU U HABOLOK.

3awmTa HPopMaLUUM OT YTEUKM MO TEXHUYECKMM KaHaNam A0NXKHa OCYLWEeCTBAATbLCA B COOTBETCTBUM
co CneumanbHbIMU TPEBOBAHUAMM N PpEKOMEHAALMAMMU NO TEXHUYECKOM 3alumTe KoHPUaeHUMaNbHOW
nHbopmauum (CTP-K), yTBepaeHHbIMKM NpuKasom Foctexkommnccum Poccum ot 30 aBrycta 2002 r. Ne
282, a TaKXe MHbIMU MeToaumyeckumn gokymeHtamm @PCTIK Poccum no 3awmte mHbopmaumu
OrpaHWYEHHOro AO0CTyNa, He COAEprKallen CBeAEHWI, COCTaBAAIOLWMX rOCYAaPCTBEHHYIO TaliHy, OT
YTEYKM MO TEXHUYECKMM KaHanam.

Tpe6oBaHua K ycunenuio 3TC.1:



He YCTaHOB/IEHbI.

CopeprKaHue 6a3oBoii mepbl 3TC.1:

Mepa 3awwmTbl Knacc 3almieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
3TC.1

Ycnnenne 3TC.1

3TC.2 OPFAHM3AUMA KOHTPO/NIMPYEMOW 30HbI, B MNPEAE/IAX KOTOPOM MNOCTOAHHO
PASMELLAKOTCA CTALMOHAPHbDIE TEXHNYECKUE CPEACTBA, OBPABATbIBAIOLLIUE
MHOOPMALIMIO, N CPEACTBA 3AWUTbI MHOOPMALIMN, A TAKXE CPEACTBA OBECNEYEHMA
®YHKLMOHUPOBAHMUA

Tpe6oBaHua K peanusauum 3TC.2: OnepaTopom Ao0/KHA obecneymBaTbCs KOHTPOAMPYEeMas 30Ha, B
npegenax KOTOPOM  MNOCTOAHHO  pPa3sMeLLaloTCcA  CTaUMOHApHble  TeXHUYEeCKMe  CpeacTBa,
obpabaTbiBatoLine MHGOPMaUMIO, U CPEACTBA 3aLLMTLl MHOOPMaLUMK, a TaKKe CpeacTBa obecneveHus
bYHKLMOHUPOBaHMA.

KoHTponunpyemasa 30Ha BK/IlOYaeT MPOCTPAHCTBO (TEPPUTOPUIO, 34aHUE, YacTb 34aHKA), B KOTOPOM
WCKOYEHO HEKOHTpoaupyemoe npebbiBaHne paboTHUKOB (COTPYAHMKOB) onepaTopa WU /ivu, He
MMEIOLWMX TMOCTOAHHOTO A0MycKa Ha o06beKTbl MHOOPMALMOHHOM CUCTEMbI (HE ABAAOLLMXCA
paboTHMKaMM onNepaTopa), a TaKKe TPAHCMNOPTHbLIX, TEXHUYECKUX U MHbIX MaTepUasibHbIX CPeacTB.

PaHULAMM KOHTPOJIMPYEMOW 30HbI MOTYT SBAATbLCA MNEPUMETP OXPaHAEMOW TeppuTopumn,
orpaxkgatowme KOHCTPYKLUUM OXPaHAEMOro 34aHWA WM OXPaHSeMOW YacTu 34aHus, ecin OHO
pa3MeLLLEHO Ha HeoXpaHAEMOWN TeppuTopun. MpaHULbl KOHTPONMPYEMOM 30HbI YCTaHABAMBAIOTCA B
OpraHM3aLMOHHO-PaACNOPAOUTE/NbHbIX 4OKYMEHTAX MO 3alLmTe MHoPMaLun.

Ona oaHon MHOOPMALMOHHOM CUCTEMbI (ee CermeHTOB) MOKET ObiTb OPraHM30BaHO HECKO/IbKO
KOHTPOAMPYEMbIX 30H.

Tpe6oBaHua K ycunenuio 3TC.2:
He ycTtaHOBAEHDI.

CopeprKaHue 6a30B0ii mepbl 3TC.2:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHpopmauum 4 3 2 1
3TC.2 + + + +

Ycnnenne 3TC.2

3TC.3 KOHTPOJ1Ib U YNPABJIEHUE PUSNYECKUM AOCTYNOM K TEXHUYECKMM CPEACTBAM,
CPEACTBAM 3ALLUTBI UHOOPMALUU, CPEACTBAM OBECNEYEHUA ®YHKUUOHUPOBAHMUA, A
TAKXKE B MOMELWEHUA N COOPYXXEHUA, B KOTOPbIX OHU YCTAHOBJ/IEHbI, UCK/TIOYAIOLLUE
HECAHKLMOHUPOBAHHbIA ®U3IMYECKUIA AOCTYN K CPEACTBAM OBPABEOTKU UHGOPMALUM,
CPEAOCTBAM 3ALKUTBI MH®OPMALMUK U CPEACTBAM OBECNEYEHUA ®YHKLMUOHWUPOBAHUA
MHOOPMALMOHHON CUCTEMbl U MOMELLEHMA W COOPYXXEHMA, B KOTOPbIX OHMU
YCTAHOBJIEHbDI

Tpe6oBaHuA K peanmsauunmn 3TC.3: Onepatopom A0KHbI 06ecneynBaTbC KOHTPOAbL U yNpaBieHue
dU3NYECKMM AOCTYNOM K TEXHMYECKMM CPeacTBam, CpeAcTBam 3alimTbl MHGOpPMaUMK, cpeacTsam
obecneueHna GYHKUMOHMPOBAHUA, a TaKXKe B MOMELWEHUA M COOPYNKEHWA, B KOTOPbIX OHWU
YCTaHOBJ/IEHbI, UCK/IOYaIOWME HECAHKLMOHMPOBAHHbIM GU3MYECKUIA JOCTYN K cpeacTBam 06paboTKu



MHPOpPMaUMK, cpeacTBam 3alMTbl MHPOPMaALUKM U cpeacTBam obecrneyeHus GYHKLMOHMPOBAHUSA
MHPOPMALMOHHOM CUCTEMbI M NOMELLEHMWSA U COOPYHKEHMSA, B KOTOPbIX OHM YCTAaHOB/IEHDI.

KoHTponb M ynpasneHne ¢GU3MYECKMM AOCTYNOM AONXKHbI NpesycMaTpuBaTbh: OnpenefieHne au,
OONYLWEHHbIX K TEXHUYECKUM CpeaCcTBaM, CPeACTBaM 3alUnTbl MHGOPMaUMK, cpeactsam obecneveHus
YHKLMOHNPOBAHMA, @ TaKKe B MOMELLEHUA N COOPYMKEHMA, B KOTOPbIX OHWU YCTaHOBEHDI;

® CaHKUMoHwmpoBaHue ¢M3VI‘-I€CKOI’O AO0CTyna K TeXxHn4eCknum cpeacrteam, cpeacrsam 3alnTbl
MHq)OpMaLI,MM, cpeancrteam obecneyeHus (byHKLI,MOHMpOBaHMFl, d TaKXe B NnomeweHuna wm
COOpYyXeHnA, B KOTOPbIX OHN YCTAHOB/1EHDbI,;

e yuyeT PU3NYECKOro AOCTYNa K TEXHUUYECKUM CpeacTBam, CPeAcTBam 3alluTbl MHPOpMaLUK,
cpeacteam obecnevyeHMa GYHKLUMOHMPOBAHMA, a TaKKe B MOMELLEHMA U COOPYKEeHUs, B
KOTOPbIX OHU YCTaHOB/IEHbI.

MpaBuna U npoueaypbl KOHTPOAA WM yNpaB/ieHUa QGU3MYECKMM [OCTYNOM PeriaMeHTUpyloTca B
OpPraHM3aLMOHHO-PACNOPAANUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmute MHPopmaLmu.

Tpe6oBaHua K ycunenuto 3TC.3:

1) onepatopom AO/¥KHbI NMPUMEHATbCA aBTOMATM3MPOBAHHbLIE CUCTEMbI KOHTPOAA M YNpaBaeHUA

poctynom (CKY[), obecneumBarolimMe KOHTPONb M yyeT PpU3MYECKOro [OCTyna K TEeXHUYECKUM
CpeAcTBaMm, CPeACTBaM 3aLLMTbl MHPOPMaLMK, cpeacTBam obecnedyeHma GyHKLMOHMPOBAHUS, A TAKKe
B MOMELLLEHMA U COOPYKEHMA, B KOTOPbIX OHM YcTaHOoBAEHbI ¢ ydeTom TOCT P 51241-2008;

2) onepaTopom AO0J/IKHbI NPUMEHATLCA CpeacTBa BMAEOHa6!1IOLI,EHMﬂ, O6ECI'Ie‘-IMBaIOLLI,M€ perncrtpauuio
AO0CTyna K TEXHUYECKUM CpeanctBam, CpeacrtBam 3allUThbI MHd)OpMaLI,MM, cpeancrteam obecneyeHus
(I)yHKLI,MOHMpOBaHMH, a TaKXe B NomMmeleHnAa n CoOopyXeHnAa, B KOTOPbIX OHN YCTAHOB/1EHbI;

3) onepatopom obecneymBaeTca MHTErpaLmsa CUCTEMbI KOHTPOAA M yrnpaBaeHusa goctynom (CKYA) co
cpeacTBamu naeHTUPUKaumMm 1 ayTeHTUdMKauumM nosb3oBatenein B MHPOPMALMOHHOM cucteme B
cootBeTcTBMU Cc UAD.1, NAD.6 1 cpeacTBamu ynpaBaeHms goctynom B coorsetctemm ¢ Y A.2, YNa.10.

CopepykaHue 6a3osoit mepbl 3TC.1:3

Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMaLIMOHHOM cUCTEMDBI
MHPopMmaLnn 4 3 2 1
3TC.3 + + + +

Ycunenue 3TC.3

3TC.4 PASMELLEHUE YCTPOWUCTB BbIBOAA (OTOBPAMEHMA) UHOOPMALIMW, UCK/THOYAIOLLLEE
EE HECAHKLIMOHUPOBAHHbIX NPOCMOTP

Tpe6oBaHua K peanunsauum 3TC.4: OnepaTopom AOKHO OCYLLECTBAATLCA Pa3sMeLLEeHME YCTPOMICTB
BbiBOAA (0TOBpaxkeHUA) MHPOPMaLUK, UCKAIOYAIOLLEE €€ HECAaHKLLMOHNPOBAHHbIN MPOCMOTP.

B KauecTBe ycTpoWcTB BbiBoga (0TobpaxkeHua) MHPopmaumm B MHGOPMALIMOHHOW cucteme cneayet
paccMaTpuBaTh 3KPaHbl MOHUTOPOB aBTOMATU3MPOBAHHbIX PaboyYnx MecT Nosib3oBaTesIel, MOHUTOPbI
KOHCO/1Iel yNpaB/ieHUA TEXHUYECKMX CPEACTB (CepBepoB, TENIEKOMMYHMKALMOHHOTO 060pyA0BaHUA U
MHbIX TEXHWYECKUX CpPeacTs), BUAEOMAHeNW, BUAEOCTEHbl M Apyrne CpeacTBa BM3YasNbHOMO
0OTOOpaXKeHNA 3aMLLLAEMON MHPOPMALMM, NeYaTatolme YCTPOMCTBA (NPUHTEPDI, NAOTTEPbI U UHbIE
YCTPOICTBA), ayAMOYCTPOWCTBA, MHOTOQYHKLMOHA/IbHbIE YCTPOMCTBA.

PasmelleHne YyCTPOMCTB BbiBOAa (OTOoBpaskeHWa, nedyatv) WMHOOPMaUMM [O/BKHO UCKAKOYATb
BO3MOHOCTb HECAHKLMOHMPOBAHHOMO MPOCMOTPA BblBOAUMOMN MHPOPMaLMK, KaK M3-3a Npeaenos
KOHTPO/AMPYEMOI 30HbI, Tak M B Npeaenax KOHTPOAMPYyeMOM 30Hbl. He cneayeT pasmelLatb
yCTpoiicTBa BbiBOAA (OTO6paKeHUs, neyatu) MHGOpPMaLMM HANPOTUB OKOHHbIX MPOEMOB, BXOAHbIX
ABepen, TeXHONOTMYECKMX OTBEepPCTUil, B KOPMAOPAX, XOANaX M WMHbIX MecCTax, AOCTYMHbIX AAaA
HeCaHKLMOHNPOBAHHOro NPOCMOTPA.



Tpe6oBaHua K ycunenuto 3TC.4:

1) onepatopom obecrneymMBaeTca YCTaHOBKA Ha OKHa MOMELWEHUM MHPOPMALMOHHON CUCTEMBI
CpeacTs, OrpaHUYMBAIOWMX  BO3MOMKHOCTb  BM3YyasIbHOrO O3HAaKOM/IEHMS C  3alML,aemol
MHbopmaumen M3BHE MOMELLEHUN (MKanko3u, NAOTHble LWTOPbl U WHble CPeAcTBa), €ecn B 3TUX
NoMeLLEHUAX pa3MelleHbl YCTPOMCTBA BbiBOAA MHPOPMALIMK Ha nedyatb U (Man) ocyulecTsaseTcs
oTobpaxeHue nHpopmauum Ha BUAEOYCTPOICTBA.

CopeprkaHue 6a3o0Bo0ii mepbl 3TC.4:

Mepa 3aWwmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumun 4 3 2 1
3TC.4 + + + +
Ycunenue 3TC.4

3TC.5 3AWMTA OT BHEWHWUX BO3AEACTBUA (BO3AEMCTBUMA OKPYMKAIOLLEW CPEADI,
HECTABU/IbHOCTU 3NEKTPOCHABMEHMA, KOHOWUMOHUPOBAHMA U WMHbIX BHELLHWUX
®AKTOPOB)

TpeboBaHna K peanusaummn 3TC.5: OnepaTopom A0NXKHA OCYLLECTBAATLCA 3alUUTa OT BHELLUHWUX
BO3JeNCcTBMA  (BO3AEWCTBMIA  OKpyXKalollel  cpedbl, HeCTabUNbHOCTM  3N1EKTPOCHabXKeHus,
KOHAMLMOHUPOBAHMUSA U MHbIX BHELWHNX GaKTOPOB).

3awmTa OT BHELWIHMX BO3A4ENCTBUIA B COOTBETCTBMU C TPebOBaHMAMM 3aKOHO4ATENbCTBA Poccuinckol
depepaunn (HauMoOHaNbHbIX CTaHAAPTOB, TEXHUYECKMX PErlaMeHTOB) AO/IKHA NpeaycMaTpuBaTh:

®  BbINO/IHEHUNE HOPM U NpPaBUn nomapHoﬁ 6e30I'IaCHOCTM;

®  BbINO/IHEHUE HOPM U NpaBun yCTpOﬁCTBa N TEXHUYECKOMN 3KCNAyaTaunnm aNneKTpPpoyCcTtaHOBOK, a
TaKXe CO6/'II-O,£],EHVI€ NnapaMeTpOoB 3/IEKTPONUTAHNA N 3a3EM/TIEHUNA TEXHUYECKUX CPeacTB;

e obecrieyeHne HeObXOAMMbIX ANA 3KCAAyaTaUMW TEXHUYECKMX CPeacTB TemnepaTtypHo-
BJ1A’KHOCTHOTO PEKMMA U YCNOBUIA MO CTEMEHM 3anblIeHHOCTU BO3AyXa.

TpeboBaHua K ycunenutio 3TC.5:
He ycTtaHOBAEHDI.

CopepkaHue 6a3oBoit mepbl 3TC.5:

Mepa 3awmThbl Knacc 3amieHHoCcTM MHPOPMaLIMOHHOM CUCTEMDI
nHpopmaymm 4 3 2
3TC.5 +

Ycunenne 3TC.5

3.13. 3awmTta MHPOPMALMOHHOIK CUCTEMDI, €e CpeacTB U CUCTEM CBA3U M
nepepauun gaHHbix (3UC)

34C.1 PA3OENEHUE B WHPOPMALMOHHOW CUCTEME ®YHKLUMIA MO  YMNPABJIEHUIO
(AAMWUHUCTPUPOBAHMIO) MHOOPMALMOHHOM CUCTEMOMW, YNPAB/IEHUIO
(AAMUHUCTPUPOBAHUIO) CUCTEMOWM 3ALLMUTbI MHAOPMALIUM, ®YHKLMIA MO OBPABOTKE
MHO®OPMALMU U UHBIX ®YHKLIUIA UHOPOPMALIMOHHOM CUCTEMBbI

Tpe6boBaHuAa K peanusaumm 3UC.1: B MHOOPMALMOHHOW cUCTeMe A[OMKHO bbiTb obecneyeHo
pasgeneHve  QYHKLUMOHA/NbHBIX ~ BO3MOMKHOCTEM MO ynpasieHulo  (a4MWHUCTPUPOBAHMIO)
MHGOPMALMOHHON  CUCTEMOM,  ynpaBneHWo  (aAMUHUCTPUPOBAHMIO)  CUCTEMOMN  3aLLUTbI



nHbopmaunmn(pyHKUMM H6e30nacHOCTU) U PYHKUMOHAMBbHBIX BO3MOMKHOCTEN MO/b30BaTeNel no
06paboTke MHbopmauum.

®PYHKLMOHA/NbHbIE BO3MOXHOCTM NO  YMNpaBAeHUO (aAMMHUCTPUPOBAHMUIO) WHPOPMALNOHHON
CUCTEMOM W ynNpaBAeHUO (aAMWHUCTPUPOBAHMIO) CUCTEMOM 3aWwmUTbl MHPOPMALMKM  BKAtOYAOT
OYHKUMM MO ynpasBneHuto 6asamMu  JaHHbIX, NPUKAALHBIM  MPOrPaMMHbIM  obecrneyeHmem,
TENIEKOMMYHMKALMOHHbIM 060pyA0BaHNEM, PabOYMMM CTAHUMAMM, CEPBEPAMU, CPEACTBAMM 3aLLUMTI
MHGOPMALMM U NHble GYHKUMK, Tpebytolwme BbICOKUX MPUBUNETUIA.

PasgeneHue GyHKUMOHaAbHBIX BO3MOXKHOCTEN obecneunsaeTcs Ha GU3MYECKOM U (MI1) TOTMYECKOM
YPOBHE NMyTem BblAeNEHUA YacTM NPOrPAaMMHO-TEXHUYECKUX CpeacTB MHOOPMALMOHHOM CUCTEMDI,
peanusylowmnx  GyHKUMOHA/MbHbIE  BO3MOMHOCTM MO YyMpas/ieHuio  (aAMUHUCTPUPOBAHMUIO)
MHOPMALMOHHON  CUCTEMOM W yMpaBAeHUIO  (aAMUHUCTPUPOBAHUIO) CUCTEMOM  3aLUUTDI
MHbOPMaLUUK, B OTAENbHbIV JOMEH, UCMO/Ib30BaHUA Pa3/IMYHbIX aBTOMATU3UPOBAHHbIX Paboumx mecT
M CepBepoB, Pas/IMYHbIX TUMOB OMEPALMOHHBIX CUCTEM, Pa3HbIX CMOCOBOB ayTeHTUdPUKaLUK,
Pa3/INYHbIX CETEBbIX aAPeCcoB, BblAENEHHbIX KaHanoB ynpasBiaeHua U (Man) KoMOUMHaUMI AaHHbIX
cnocoboB, a TaKKe MHbIMU METOLAMM.

Tpe6oBaHua K ycunenuto 3UC.1:

1) B wWHPOPMAUMOHHOM cucTemMe [O/KHO obecneumBaTbCcA  UCKAOYeHME OTobparkeHus
OYHKLMOHANbHBIX BO3MOMKHOCTEW MO YNpaBAeHUO0 (aAMUHUCTPUPOBAHUIO) WMHOOPMALMOHHOM
CUCTEMOW, ynpaBneHuo (aAMUHUCTPUMPOBAHMUIO) CUCTEMOW 3alLMTbl MHPOpMauMKM B UHTepdelice
nonb3oBaTens;

2) B MHd)OpMaLLMOHHOVI cucreme 4o1KHO obecneunBaTbCs BblgeNeHne aBToMaTU3NPOBAHHbIX pa60‘-IMX
MecCT gnAa aAMUHNCTPATOpPOB MHd)OpMaLI,MOHHOVI Cncrembl,

3) B UHGOPMaLMOHHOM cUCTEME J0MKHO 06ecneynBaTbes BblaeneHne aBToMaTU3MPOBaHHbIX paboumnx
MecT A/19 aAMMUHUCTPaTOPOB 6e30MacHoCTK;

4) onepatopoM  OO/IKHO  obecneymBaTbC  MCK/AKOYEHME  BO3MOMKHOCTM  YMpaB/ieHMUsA
(agMmuHUCTPUpPOBaHMA) MHGOPMALIMOHHOW CUCTEMOM, yrnpaBaeHMA (aAMUHUCTPUPOBAHNSA) CUCTEMOM
3aWmTbl MHGOPMaLMM U3-3a NPEAENOB KOHTPOIMPYEMOW 30HbI.

CopepkaHue 6a3oBoit mepbl 3UC.1:

Mepa 3awmThbl Knacc 3amieHHoCcTM MHPOPMaLIMOHHOM CUCTEMDI
nHbopmaumm 4 3 2 1
31C.1 + +
Ycunerue 3UC.1 3 3

3UC.2 NPEAOTBPALLEHUE 3ALEPXXKWM WAWN NPEPbIBAHMA BbINOJIHEHUA MPOLECCOB C
BbICOKMM NPUOPUTETOM CO CTOPOHbI MPOLECCOB C HU3SKUM NMPUOPUTETOM

Tpe6oBaHua K peanusauun 3UC.2: B uHPopMaLMOHHON cucTeme [OMKHO obecneynmBaTbeA
npeaoTBpaLLeHMe 3a4ePKKN UK NPepbiBaHUA BbINOJHEHMSA MPOLLECCOB C BbICOKMM NPUOPUTETOM CO
CTOPOHbI NPOLLECCOB (CY*K6, CEPBMCOB) C HU3KUM NMPUOPUTETOM, MpeaycMaTpuBaloLLee:

e onpegeneHve NPUOPUTETOB NPoLECCoB (CNy:kb, cepBMCcOB) ANA Nonb3oBaTenen u (uam) rpynn
nonb3osatenen u (Mnn) ponen B UHGOPMaLMOHHOMN CUCTEME;

® BbINONAHEHME MpoueccoB (cnyxkb, cepBucoB) B MHGOPMALIMOHHOW CUCTEME C YYETOM WX
npuoputeTa (B MepByl0 o4vepenb AOMKHbI BbINOJHATLCA Npoueccbl ¢ 60onee BbICOKMM
NpPUopUTETOM);



®  VCK/IOYEHME 3a1ePKKM U (M) BMeLlaTeNbCTBa B BbINOJIHEHME NPOLLEeccoB (cny6, cepsncos)
c 60n1ee BbICOKMM MPUOPUTETOM CO CTOPOHbI NMpoLeccoB (Cay»b, cepsncos) c 6osee HU3KUM
NPUOPUTETOM.

Tpe6oBaHua K ycunenuto 3UC.2:

1) B MH(I)OpMaLI,MOHHOﬁ cncreme JONXKHO obecneumBaTbCs  MCKAOYEHME  BO3MOMKHOCTM
HECaHKUMNOHNPOBAHHOIO NUaMeHEHNA NPUOPUTETOB BbINOZTHEHNA NPOLLECCOB.

CopeprKaHue 6a3o0B0ii mepbl 3UC.2:

Mepa 3awmTbl Knacc 3awmuweHHOCTU MHGOPMaLMOHHOM CUCTEMDI
nHpopmauum 4 3 2 1
3U1C.2

Ycunenune 3UC.2

31C.3 OBECMEYEHME 3AWLNTbBI UHPOPMALUM OT PACKPbLITUA, MOAUNDPUKALIUKN U
HABA3bIBAHUA (BBOOA J/IOXKHOAM WMHOOPMALIMM) NMPU EE NEPEOAYE (NOAFOTOBKE K
NEPEAAYE) NO KAHAIAM CBA3U, UMEIOLLIUM BbIXOA, 3A NPEAE/Ibl KOHTPO/IMPYEMOM 30HbI

Tpe6oBaHuA K peanusauymm 3UC.3: Onepatopom Ao/mKHA bbITb obecneyeHa 3alwmTa MHGOPMaLLMM OT
packpbITMA, MoaMdUKaLMM M HaBA3biBaHMA (BBOZA /IOXKHOW MHOOpMmauMM) Npu ee nepegaye
(nogroToBKe K nepegaye) No KaHanam CBA3U, UMEIOLLMM BbIXOZ, 33 NPeAe bl KOHTPOIMPYEMOW 30HbI.

3awmTta uHPopmaunmn obecrneymsaeTcs NyTem 3aLMTbl KaHANOB CBA3M OT HECAHKUMOHWPOBAHHOIO
du3myeckoro pgocrtyna (noakatodeHua) K HUM UM (MAKM) NPUMEHEeHMA B COOTBETCTBUM C
3aKoHoaaTenbcTBOoM Poccuinckon Pepepaummn cpeacts Kpuntorpadmnyeckon 3awwmtbl MHPOPMaLMm
WAN UHBIMWM METOAAMM.

Tpe6oBaHua K ycunenuto 3UC.3:

1) onepaTtop obecneunsaeT 3alUTy OT MOoAMUKALIMK N HaBA3bIBAHWA (BBOAA NOXKHON MHPOPMALIUN)
BUAcONHPOPMaLIMK (3BYKOBON MHPOPMALIUKN) NYTEM €e MAaPKUPOBAHUA U KOHTPOANSA (B TOM yucne ¢
MCNO/Ib30BaHNEM LMGPOBbIX BOAAHBIX 3HAKOB) B Pa3/IMUHbIX TOYKAX TpaKTa ee GOPMUPOBaAHUA U
pacnpocTpaHeHus;

2) onepaTop obecneynBaeT 3aWmTy oT MoaMdUKaLMM 1 HaBsA3bIBaHWA (BBOAA JIOXKHOMN MHPOpMaLMK)
nepesaBaemMoi BUAEOUHPOPMALMUN MyTEM BbIABJEHUA U YAANEHUSA CKPbITbIX BCTABOK.

CopepkaHue 6a3oBoit mepbl 3UC.3:

Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMALIMOHHOM cUCTEMBI
MHPopMmaLnn 4 3 2 1
31C.3 + + + +

Ycunenune 3UC.3

3UC.4 OBECMEYEHUE AOBEPEHHbLIX KAHANA, MAPLUPYTA MEXAY AAMUHUCTPATOPOM,
NONb30OBATENEM U CPEACTBAMM 3AWUTbI MHOGOPMALUU (®YHKLUAMU BESONACHOCTU
CPEACTB 3ALLUTbI MUHOOPMALIUN)

Tpe6oBaHua K peanusaumm 3UC.4: B uHPOpMaLMOHHON cucTeme [OSKHbI obecneymBaTbeA
[OBEPEHHbIE MaplwpyTbl Nepesayy [AaHHbIX MeXAy agMWHUCTPATopoM (nosib3oBaTesnem) WU
CpeacTBammn 3awmTbl MHPopMauun (GyHKuMaMM 6e30MacHOCTU CpPeacTB 3awmTbl MHOPMAaLMK),
onpeaensieMbiM1 ONepaTopom.

OnepaTtopom Ao/mKeH bbiTh onpeaeneH nepedyeHsb Lenen (GyHKUMIA) nepeaayn AaHHbIX, ANA KOTOPbIX
TpebyeTcs AoBepeHHbI KaHan (MapLupyT).



,ﬂ,OBEpEHHbIﬁ KaHan mexay nonb3oBartesiem U cpeacrsamum  3alunTbl VIH(I)OpMaLI,MVI AO0NTKeEH
obecneuynBaTbCs npu yaaneHHoOmM n 10KaibHOM A0CTyne B MHCI)OpMaLI,MOHHyl'O cncremy.

Tpe6oBaHua K ycunenuto 3UC.4:
He ycTaHoOB/EHbI.

CopeprkaHue 6a3oBoii mepbl 3UC.4:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHbopmaumm 4 3 2 1
31UC.4
Ycunenune 3UC.4

3UC.5 3AMPET HECAHKLUWMOHWPOBAHHOW YAANEHHOM AKTUBALWM BUAEOKAMEP,
MMUKPO®OHOB U UHbIX MEPUPEPUNHDBIX YCTPOUCTB, KOTOPbIE MOIYT AKTUBUPOBATbLCA
YOANEHHO, U OMOBELLEHWUE NO/Ib3OBATE/IEN O6 AKTUBALIMU TAKUX YCTPOMUCTB

Tpe6oBaHuA K peanusaumum 3UC.5: B MHOOPMALMOHHON CUCTEME L0/KHbI OCYLLECTBAATLCA 3anpeT
HEeCaHKLMOHNPOBAHHOW yAaneHHON aKTMBaUMM BUAEOKAaMeEpP, MUKPODOHOB M UHbIX NepudepuitHbIX
YCTPOICTB, KOTOPbIE MOTYT aKTMBMPOBATLCA YAaNEHHO, M ONOoBeLLeHMe Nosib3oBaTenel 06 akTusauum
TaKMX YCTPOMCTB, B TOM YMC/IE NYTEM CUTHAAN3ALUU, UHAUKALMNN.

3anpeT HeCaHKUMOHUPOBAHHOW yaa/leHHOM aKTMBaLMM O0/IKEH OCYLLEeCTBAATLCA B OTHOLUEHUU BCEX
nepudepuitHbIX YyCTPOICTB BBOAA (BbIBOAA) MHPOPMALIMK, KOTOPbIE MMEIOT BO3MOXHOCTb YNPaB/ieHUs
(3anycka, BKAOYEHMUs, BbLIK/IOYEHMS) 4Yepe3 KOMMOHEeHTbl MporpammHoro obecneyeHue,
YCTaHOBJIEHHble Ha paboyem mecTe Nosb3oBaTeNsi, KOMMYHUKALMOHHbBIX CEPBUCOB CTOPOHHUX UL
(npoBaiiaepos) (ICQ, Skype u UHble cepBuUChI).

3anpeT HeCaHKUMOHMPOBAHHOW YAaNeHHOM aKTMBaLMM A0/KEH OCYLLECTBATLCA Yepes pusnyeckoe
WCKtOYEHME TaKOW BO3MOMKHOCTU U (MAK) NyTem yrnpaBaeHUs NporpammHbiM obecrnedyeHnem.

B MCKNIOUUTENBHbBIX CYYAAX AN1A PELLEHMA YCTAaHOBAEHHbIX ONEPATOPOM OTAENbHbIX 33434, PeLlaeMbIX
MHPOPMALMOHHOM CUCTEMOM, AOMYCKAETCA BO3MOXHOCTb YAANIEHHOM aKTMBauum nepudepumHbix
ycTpouncTs. Mpn 3Tom J0MKHO 6bITb 06ecneyeHo onpeaeneHme n GUKCMpoBaHMe B OPraHM3aLNOHHO-
pacnopaguTesibHbIX AOKYMEHTax Mo 3aluTe WHPopmMauum (LOKYMEHTUPOBAHME) nepeyHs
nepudepuinHbIX YCTPOMCTB, ANA KOTOPbIX AOMYCKAeTca BO3MOXHOCTb YAA/NIEHHOW aKTMBauun u
obecneyeH KOHTPO/b 32 aKTUBALMEN TAKUX YCTPOMCTB.

Tpe6oBaHusa K ycunenuio 3UC.5:

1) B “HGOPMaALIMOHHON cncTeMe L0KHA 06ecneunBaTbca BO3MOXKHOCTb GpU3MUYECKOrO OTKNOUYEHUA
nepudepuinHbIX YCTPOMUCTB (Hanpumep, OTKAKOUYEHME NPU OpPraHU3aLMmn U NPpoBeaeHMUM COBELLAHWUI B
NOMELLLEHUAX, F4e Pa3sMeLLEHbl BUAEOKAaMEPbl U MUKPODOHbI);

2) B MHOOPMALIMOHHOM CUCTEME A0/1KHA 06ecneynBaTbCs BO3MOXKHOCTb 6/1I0KMPOBaHMA BXOAALLETO U
ncxogAuLero Tpapuka oT Nosib3oBaTesIel CUCTEM, NPESOCTABAIOLLMX BHELIHWE CEePBUCHI (Hanpumep,
CUCTEMbI BUAEOKOHPEPEHLCBA3M), B KOTOPbIX KOHPUrypauumn (HacTPOMKK) CEPBUCOB A1 KOHEYHbIX
no/ib3oBaTesIei yCTaHaBAMBAKOTCA NPOBakAEpaMM UM CAaMUMM NOJIb30BATENAMM;

3) onepaTtopom obecneunsaeTcsa yaaneHune (oTkaoueHue) 3 MHGOPMaLMOHHOM CUCTEMbI (OTAENbHbIX
CEerMeHTOB, Hanpumep, pPacnoNOXKEeHHbIX B 3alMLIAEMbIX W  BblAENEHHbIX MNOMELLEHMSAX)
nepudepunitHbIX YCTPOMCTB, MepedyeHb KOTOPbIX ONpeaenseTca onepaTopom;

4) onepatopom obecneynBaeTca 3anuUcb M XpPaHeHWe B TeYeHWEe YCTAHOBJIEHHOrO BpeMeHW
MHbOpPMauuK, nepefaHHon (nosyyeHHol) nepudepuiiHbiIMKM yCcTpoicTBamM BBoAa (BbiBOAa)
MHbOPMaLMKM NPU paspelleHHOW yaaNeHHOW akTuBauumn nepudepuiiHbix ycTPoncTs BBoda (BbiBoAa)
nHpopmaymu.



CopeprKaHue 6a3o080ii mepbl 3UC.5:

Mepa 3awmTbl

Knacc 3alwmweHHoCcTM MHGOPMaLMOHHOM cUCTEMBI

nHbopmaumun 3 2 1
3UC.5 + + +
Ycunenune 3UC.5 1 1,2

3UC.6 NEPEOAYA U KOHTPO/NIb UENOCTHOCTU ATPUBYTOB BE3OMACHOCTU (METOK
BE3OMNACHOCTH), CBA3AHHbIX C MHO®OPMALIMEX, NPU OBMEHE UH®OPMALIMEA C UHbIMU
NHOOPMALIMOHHbIMU CUCTEMAMMU

Tpe6oBaHua K peanusauymm 3UC.6: B nHOOpMaLMOHHOM cUCTEME A0/1KHA OCYLLEeCTBAATLCA Nepenaya,
conocraBneHue (cpaBHeHue) aTpubytoB 6esonacHocTn (MeTok 6e3onacHocTn) ¢ MHpopmaumel,
KOTOPOI1 OHa 0OMEHMBAETCA C MHbIMMU (BHELHUMM) MHGOPMALMOHHBIMU CUCTEMAMM.

ATpubyTtbl  6e30macHOCTM  MOFYT  COMOCTaBAATbCA € MHPOpMauMen, cogeprawenca B
MHGOPMALNOHHOW CUCTEME, B ABHOM UM CKPLITOM BUAE.

Mepbl NoO nepegade M KOHTPOJIO LLEJIOCTHOCTU (COMOCTaB/NIEHWUIO, CPaBHEHWI0) aTpubyToB
6e3onacHocT (MeToK 6e3onacHOCTM) peanmsytoTcs B cooTeeTcTeum ¢ YM/A.12.

TpeboBaHua K ycunernuio 3UC.6:

1) B8 uHOPMALMOHHOW cUcTeMe [0/KeH obecneymBaTbCA KOHTPO/b LIENOCTHOCTU aTpubyToB
6e3onacHocTM (MeTok 6e3onacHocTy).

CopepaHue 6a3oBoit mepbl 3UC.6:

Mepa 3awmTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI

nHpopmayum 4 3 2 1
3UC.6

Ycunenune 3UC.6

3UC.7 KOHTPOJ/Ib CAHKUUMOHUPOBAHHOIO U WUCKNHOYEHUE HECAHKLUOHWPOBAHHOIO
NCNONb30BAHUA TEXHO/IOTMN MOBWU/IbHOIO KOAA, B TOM YUCANE PETUCTPALIUA COBbITUN,
CBA3AHHbIX C WCMOJ/IbB3OBAHMEM TEXHOJ/IOTUNM MOBWU/IbHOITO KOAA, UX AHANIU3 WU
PEATMPOBAHUE HA HAPYLWIEHMUA, CBA3AHHbIE C WCNOJZIb3OBAHUEM TEXHOJIOTUUN
MOBU/IbHOIO KOAA

Tpe6oBaHua K peanusauymn 3UC.7: Onepatopom  [OMKHbI  OCYLLECTBASATLCA  KOHTPOJb
CaHKUMOHMPOBAHHOIO W  UCKAOYEHWE HECAHKLMOHWPOBAHHOIO WCMO/Ib30BAHUSA  TEXHONOTUM
MO6UNBbHOTO Koda (aKTMBHOTO KOHTEHTa) B MHPOPMALMOHHOW cUCTEME, B TOM YUCIE pernctpaums
COb6bITUIA, CBA3AHHbIX C UCNONb30BaHUEM TEXHONOMMM MOBUIBHOIO KoZa, UX aHaIn3 U pearMpoBaHue
Ha HapylleHus, CBA3aHHble C WCMO/Ib30BAaHMEM TEXHONOTMM MOBUAbHOrO Koga. TexHonorus
MOBMNBHOTO KOZa BK/OYAET, B TOM YMC/e UcNosib3oBaHKe Java, JavaScript, ActiveX, PDF, Postscript,
Flash-aHumauwms n VBScript n MHbIX TEXHONOTUIA.

[Mpy KOHTPOEe NCNOb30BaHMA TEXHOI0IMNIM MOBUABHOTO KOda O0N1XKHO 6bITb 0becneveHo:

e onpegeneHne nepeyHs MobuNAbHOro Koga U TEXHONOMMIH MOBUIBHOTO KoAa pa3peLleHHbIX U
(nnu) 3anpeLeHHbIX 414 UCNONb30BaHMA B MHGOPMaLMOHHOMN CUCTEME;

e onpeaeneHue paspelleHHbIX MecT pacnpocTpaHeHus (cepsepbl MHGOPMALMOHHON CUCTEMBI)
M MCNo/Ib30BaHMA MOBMABLHOTO Kopa (aBTOMaTM3MpOBaHHble paboune mecta, MObUIbHbIE
TexHMU4ecKme cpeactsa MHGOPMALMOHHOM cUCTEMBI) U GYHKUUI MHPOPMALMOHHOW CUCTEMDI,
AN17 KOTOPbIX HEOBXOAMMO NMPUMEHEHME TEXHOIOTMN MOBU/IBHOTO KOAa;



e peructpauMa W aHaams cobbiTUIA, CBA3aHHbLIX C pPa3paboTKon, npuobpeTeHnem uau
BHeAPEHNEM TEXHONOMMU MOBUIBHOIO KOA3;

®  UCKNOYEHWE BO3MOKHOCTM  WUCMO/b30BaHMA  3anpeweHHoro MobunbHoro Koga B
MHPOPMALUMOHHOM CcUCTEME, a TaKKe BHeapeHue MOoObWUAbHOrO Koga B MeCTax, He
paspelleHHbIX 419 ero YCTaHOBKMU.

Mpasuna 1 npoueaypbl KOHTPOIA UCMO/Ib30BaHUS TEXHOIOTUIA MOBUIBHOIO KOAa pernameHTUPYHTCA
B OpraHM3aLUMOHHO-PACNOPAANUTENbHBIX AOKYMEHTaX onepaTtopa no 3awmuTe MHpopmaumu.

Tpe6oBaHua K ycunenuio 3UC.7:

1) B MHOOPMALMOHHOM CUCTEME [O0/MKHbI ObITb Peann30BaHbl MEXaHU3Mbl OOHapPYKEHUA U aHan3a
MOOUNbHOTO KoZa ANA BblABAeHMA (HAKTOB HECAaHKUMOHMPOBAHHOIO WCMO/b30BaHMA MODBWUAbHOrO
KoZ4a M BbIMNONHEHWUA OEWCTBUIA MO pearnpoBaHuIo (onoBelieHWe aAMMHUCTPATOPOB, M30NALMSA
MobuNbHOrO Koaa (mepemelleHWe B KapaHTUH), 610KMpoBaHWe MOOWABHOrO Koaa, yAaneHue
MOBUABbHOTO KOZa) U MHble AENCTBUA, ONpeaenseMble ONepaTopom;

2) B MHOOPMALMOHHOW CUCTEME [O/MKEH OCYLLECTBAATLCA 3anpeT 3arpyskM U BbINOJIHEHMSA
3anpeLLeHHOro MobubHOIo KoAaa;

3) B MWHPOPMAUMOHHON cUCTEME ANA NPUIOKEHUIA, ONpeaensiemblX OMnepaTopoM, AO/KEeH
OCYLLECTBNATbCA 3anpeT aBTOMATUYECKOrO BbIMNOJNHEHMA PaspelleHHOro MoBWAbHOTO  Koda
(yBegomneHve nonb3oBaTens 0 NoAyYeHMn MobUAbHOIO KoAa M 3anpoc paspelleHuns Ha 3anyck uam
WHble AelCTBUA onpesensemble onepaTopom);

4) B MHd)OpMaLLMOHHOVI cncrteme AO0J1KeH OCywecTBnATbCA KOHTPOJIb NOA/IMHHOCTM UCTOYHUKA
MOBUbHOTO KO4a U KOHTPO/1b LLENTOCTHOCTU MOBUNBbHOTO KoAda.

CopepkaHue 6a3oBoit mepbl 3UC.7:

Mepa 3awmThbl Knacc 3awmueHHoCcT MHGOPMaLLMOHHOM CUCTEMDbI
nHbopmaumnm 4 3 2 1
3UC.7 + +
Ycunenue 3UC.7 1 1,2

3UC.8 KOHTPOJ/Ib CAHKUWMOHUPOBAHHOIO U WUCKNHOYEHUE HECAHKLUOHWPOBAHHOIO
MCNO/Ib30BAHUA TEXHONOMMMA NEPELAYM PEYM, B TOM YUCNE PETUCTPALMA COBbITUNA,
CBA3AHHbIX C WCNONb3OBAHMEM TEXHO/IOTUA MNEPEAAYA PEYN, UX AHANU3 U
PEATMPOBAHME HA HAPYLLEHWA, CBA3AHHBIE C UCNO/Ib3OBAHUEM TEXHO/IOTUIA MEPEAAYMN
PEYU

Tpe6oBaHua K peanusauymnm 3UC.8: Onepatopom  [OMKHbI  OCYLLECTBAATLCA  KOHTPOJb
CaHKUMOHMPOBAHHOIO U  WCK/OYEHME HECAHKLMOHUPOBAHHOTO WCMO/b30BAHUA  TEXHOIOTUIA
nepegayn peuv B MHPOPMALMOHHOM CUCTEME, B TOM YWUC/e perncrTpauma cobbiTUiA, CBA3AHHBIX C
MCNO/Ib30BaHWEM TEXHO/IOTUI NMepeaaydm peym, UX aHans u pearmpoBaHue Ha HapyLLEeHNA, CBA3AHHble
C WCMNONb30BAaHWEM TEXHONOIMA nepefaun pedn. [puM KOHTPOAE MCNOAb30BaHUA TEXHOOTUIA
nepenayn peyumn AoaKHO 6biTb obecneyeHo:

e onpegeneHve nepeyHna TeXHONOTMIM (CcepBMCOB) Nepedayn pedyn paspelleHHbIX U (1am)
3anpeLLeHHbIX AN UCNO/b30BaHMUA B UHPOPMALMOHHOM CUCTEME;

e onpeaeneHve cybbekToB AocTyna (KaTeropuit nosb3osaTeseli), KOTOpPbIM paspelleHbl
paspaboTka, npuobpeteHre UAN BHEAPEHME TEXHOOTUI nepeaayn Peyun B COOTBETCTBUM C
YCTaHOB/IEHHbIMM PONAMM;

® peanv3auMs  NapameTpoB  HACTPOMKM,  WCKIOYAIOWMX  BO3MOMHOCTb  yAaseHHOW
KOHUrypaLmmn yCTpOMCTB Nepesayuv peyu;



e peructpauma u aHanms cobblTUiA, CBA3AHHbIX C pa3paboTKoM, NpUobpeTeHneM 1 BHeApPEHNEM
TEXHO/IOTUI Nepesayn peyu;

®  VCK/OMEHME BO3MOXKHOCTM WMCMOb30BAHUA 3anpeLLeHHON TEXHOoMMK Mnepesayn peun B
MHGOPMALMOHHOM CUCTEME, @ TaKXKe pa3paboTKM, NpUobpeTeHnA U BHeAPEHMA TEXHONOTUI
nepefaun peyunm cybbekTam pJocTyna (nosb3oBaTesiiM), KOTOPbIM He paspelleHo ee
NCMNO/b30BaHUeE.

TexHOoNOrMA nepeaayn peyn BKAOYaEeT, B TOM Yncae, nepeaady peun vyepes MHTepHeT (B 4acTHOCTM
VolP).

MpaBuna 1 npoueaypbl KOHTPOASA UCMO/Ib30BaHUA TEXHONOTUIA Nepeaaun pedun pernameHTUpyoTcs B
OpraHn3aLMOHHO-PaCNoPAANTENbHbIX JOKYMEHTax onepaTopa Mo 3awuTe nHbopmaLuu.

Tpe6oBaHua K ycunenuio 3UC.8:
He ycTaHOBNEHDI.

CopeprKaHue 6a3o0B0ii mepbl 3UC.8:

Mepa 3awmnTbl Knacc 3awwmieHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmaymm 4 3 2 1
31C.8 + +
YcuneHue 3UC.8

3UC.9 KOHTPO/Nb CAHKLUMOHWUPOBAHHOM WU WCKNIOYEHUE HECAHKLIMOHUPOBAHHOM
NEPEOAYN BUAEOUHPOPMALIMM, B TOM YUCAE PEFUCTPALIUA COBbITUI, CBA3AHHBIX C
NEPEAAYEN BUAEOUHPOPMALIMM, UX AHANIN3 U PEATUPOBAHUE HA HAPYLLEHWA, CBA3AHHbIE
C NEPEAAYEN BUAEOUHOOPMALMK

Tpe6oBaHua K peanusaumm 3UC.9: Onepatopom  AONKHbI  OCYLECTBAATLCA  KOHTPO/b
CaHKUMOHMPOBAHHOTO W  UCKIOYEHWE HECAHKLUMOHMPOBAHHOIO WCMO/Ib30BAHUA  TEXHONOTUM
nepegayun sngeovHdopmaumm B MHPOPMALMOHHOM CUCTEME, B TOM UYMC/e pernctpaumsa cobbiTui,
CBA3aHHbIX C MCNONAb30BaHMEM TEXHONOMMI nepefayn BuaeoMHGOpMaLMM, WX aHaAu3 u
pearMpoBaHMe Ha HapylWeHWA, CBA3AHHble C MWCMNONb30BaHMEM TEXHONOTM  nepenayun
BuaeonHdopmaunn. MNpu KOHTpONE WUCNOAb30BaHMA TEXHONOMUIM nepefayn BuaeonHbopmauum
OO/IKHO 6bITb 0becneyeHo:

e onpegeneHue nepeyHs TeXHOIOrMiA (cepBUCOB) Nepegaun BuaeomHGopmMmaL MM pa3peLleHHbIX
1 (UNK) 3aNpeLLeHHbIX ANA UCNOIb30BaHUA B MUHPOPMALLMOHHOW CUCTEME;

e onpegeneHne cybbekToB AocTyna (KaTeropuit nosnb3oBaTenei), KOTOPbIM paspelleHbl
pa3paboTka, NpMobpeTeHne UAN BHeAPEHUE TEXHONOTUI nepegayun BugeonHdpopmaumm B
COOTBETCTBUW C YCTAHOBJIEHHbIMW PONIAIMMU;

® peanusauMs  NapameTpoB  HACTPOMKKM,  WMCKAIOYAIOWMX  BO3MOMHOCTb  yAaNeHHOW
KOHdUrypaLmm ycTpoiCTB Nepeaayun BuaeonHpopmaumm;

® pernctpaums u aHanus cobblTU, CBA3aHHbIX C pa3paboTKoi, NpuobpeTeHMEM U BHELPEHMEM
TEXHO/I0TUI Nepegayn BuaeonHGopmaLmm;

®  UCK/IOYEHME BO3MOMKHOCTM  WMCMO/Ib30BAaHWA  3aMpeLLeHHOM TexHoJIoTuM  nepenayv
BUAEOUHPOPMALUM B MHOOPMALMOHHOM CUCTEME, A TaKKe pa3paboTku, npuobpeteHusa u
BHEAPEHUA TEXHOIOTUI Nepesayun BUaAeonHpopmaummn cybbekToB A0CTyna (nosb3osBaTenam),
KOTOPbIM He pa3peLleHo ee NCNo/ib30BaHMe.

TexHonOrMs nepefayn BUAEOMHOOPMALMM BK/IOYAET, B TOM YMUCAe, MPUMEHEHWE TEXHOIOTUi
BMAE0KOHbEPEHLCBA3MN.



MpaBuna W npoueaypbl KOHTPOAA nepejayn  BUAEOMHOOPMALMM  PerlaMeHTUpyloTca B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumu.

Tpe6oBaHua K ycunenuto 3UC.9:
He ycTaHoOB/EHbI.

CopeprkaHue 6a3oBoii mepbl 3UC.9:

Mepa 3awwmTbl Knacc 3alwmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
3U1C.9 + +

Ycunenune 3UC.9

31C.10 NOATBEPAEHUE MPOUCXOMAEHUA UCTOYHUKA UHOOPMALIUKM, NOSYYAEMOWN B
NPOLUECCE OMPEAENEHUA CETEBbIX AAPECOB NO CETEBbIM UMEHAM W/N ONPEAENEHUA
CETEBbIX MMEH NO CETEBbIM AZJPECAM

Tpe6oBaHua K peanusaumm 3UC.10: B unHdbOpmaumoHHOM cucTeme n[0MKHA obecneymBaTbea
BO3MOXHOCTb MOATBEPXKAEHUA MPOUCXOKAEHUA WCTOYHMKA M LENOCTHOCTM  UHbOopmaumuy,
nosiydaemoli B npouecce onpeneneHns ceTeBbiX alpecoB Mo CEeTeBbIM MMEHaM WU onpeseneHus
CeTeBbIX MMeEH MO ceTeBblM agpecam, B TOM 4ucne c wucnonb3oBaHnem DNS-cepsepos. [lpu
NnoATBEPKAEHMUM NPOUCXOKAEHMA NCTOYHMKA AO/IKHbI 0becneymBaTbCs:

e ayTeHTUdMKaumsa B cootBeTcTBUU C UAD.7 1 (unun) UAD.2 cepBepa, ABNAIOLLETOCA UCTOYHNUKOM
OTBETOB Ha 3anpocbl (cepBep AOMEHHbIX UMeH nam DNS- cepsep) No onpeseneHunto ceteBblxX
agpecos (IP-agpecoB) No ceTeBbIM UMEHaM (AOMEHHbIE MMEHA);

e ayTeHTMOMKaumsa B cooTBeTcTBUM ¢ UAD.7 1 (nnun) NAD.2 cepBepa, ABNAIOLLETOCS UCTOYHUKOM
OTBETOB Ha 3anpocbl (KawmpyowninDNS-cepsep) no onpeseneHmto CETEBbIX MMeH (LOMEHHbIX
MMeH) no ceTeBbiMm agpecam (IP-agpecam).

Tpe6oBaHusa K ycunexnuio 3UC.10:

1) B MHPOPMALMOHHOM CUCTEME AO/KEH OCYLLECTBAATLCA Npouecc BepudrKaLumm LLenoYKkn 4oBepus
MeXAy OCHOBHbIM (KOpPHEBbIM) W MNOAYMHEHHBLIMWM (QOYEpPHMMK) AOMeHamu (Hanpumep, C
MCMNO/Ib30BaHNEM 3aMnncei PecypcoB B CUCTEME AOMEHHbIX UMEH, COMOCTaBAAIOWMX CETEBOE UMA U
ceTeBOM agpec CPeACTB BbIMUCAUTENbHON TEXHUKMN M TEXHUYECKUX CPeacTB).

CopeprkaHue 6a3oBoii mepbl 3UC.10:

Mepa 3awmTol Knacc 3awmieHHoCcTM MHPOpMaLMOHHOM CUCTEMDBI
nHbopmaumm 4 3 2 1
3M1C.10
Ycunenue 3UC.10

3UC.11 OBECMEYEHUE NOA/IMHHOCTU CETEBbIX COEQUHEHUI (CEAHCOB B3AMMOLENCTBUA), B
TOM YNCNE ANA 3ALLNTBI OT NOAMEHbI CETEBbIX YCTPOUCTB U CEPBUCOB

Tpe6oBaHua K peanusaumm 3UC.11: B nHOOPMALMOHHOM CUCTEME [AOMKHO OCYLLECTBAATLCA
obecneyeHne NOAJIMHHOCTM CETEBbIX COEAMHEHUI (CeaHCOB B3aMMOLEWNCTBMSA), B TOM 4ucie ANs
3aLWMTbl OT NOAMEHbI CETEBbLIX YCTPONCTB U CEPBMUCOB (3aLLMTa OT aTaK TUMNa «4eN0BEK NocepeanHe»).

Ona noaTeBep)KAeHUA NOAJIMHHOCTM CTOPOH CEeTeBOro coeAuHeHua (ceaHca B3aMMOAOEUCTBMA) U
3aLUMTbl CETEBbIX YCTPOWUCTB M CEPBUCOB OT NOAMEHbI AONKHA OCYLLECTBAATLCA UX ayTeHTUUKAUMNSA B
cootBetcTBumM ¢ NAD.2 1 31UC.10.

KOHTpO/b LENOCTHOCTM NepenaBaemoirt MHGOPMAUMKM AONKEH BKAOYATb NMPOBEPKY LENOCTHOCTU
nepegaBaeMblx NakeToB (B YaCTHOCTM B cooTBeTcTBUM € 3UC.3).



Tpe6oBaHusa K ycunenmto 3UC.11:

1) B MHd)OpMaLI,MOHHOﬁ cncreme go1XKHO obecneunBaTbCs NPpU3HaHWne M,Cl,eHTVICbVIKaTOpa CeaHCa CBA3n
Heﬂ,EﬁCTBMTeﬂbeIM nocse OKOH4YaHUA CeTeBOro CoeanHeHwuA;

2) B MHOPMALIMOHHOWN CUCTEME AO/IXHA OCYLLECTBAATLCA PErmcTpauma yCTaHOBEHUA U Pa3pbiBa
ceTeBblX coeAMHEHWUI (ceaHCcOB B3aMMOAENCTBUA) B LENAX BbIABAEHUA BO3MOMHbIX WMHLUMOEHTOB
(cobbiTnin 6esonacHocTH);

3) B MUHPOPMALMOHHON CUCTEME [0/IKHA OCYLLECTBAATLCA FeHepauma U NMPUCBOEHUE YHUKa/bHbIX
naeHTUdMKaTopoB (04HOPA30BbIX) ANA KaXKAOro CETEeBOro coegMHeHUA (ceaHca B3aumMoaencTens) u
KOHTPO/Ib MX NOAJIMHHOCTU (BOCMPUHMMATLCA 4OKHbI TO/IbKO UAEHTUPUKATOPDI, CreHepUpOoBaHHbIe
MHPOPMALMOHHOMN CUCTEMO);

4) B UHOOPMALMOHHOWM cuUcTeMe AO0NXKHO obecneumBaTbCA OBHapyXKeHWe MNOMbITOK MOBTOPHOroO
NCNo/1Ib30BaHNA AEHTUPMKATOPOB CETEBbIX COEAMHEHUN U pearnpoBaHne Ha 3TN NOMbITKYK;

5) B MHPOPMALIMOHHOM cUCTEME [0JIKHa OCYLLECTBAATLCA 3aliuTa OT noabopa MAeHTMOUKATOPOB,
npuvcBaMBaembIx 6yayLMM CETEBbIM COEAUHEHUAM (CeaHCam B3auMOAeNCTBUS).

CopeprKaHue 6a3oBoii mepbl 3UC.11:

Mepa 3awmnTbl Knacc 3awmuieHHocTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmauunm 4 3 2 1
31C.11 + +
Ycunenne 3UC.11 1

31C.12 UCKNIOYEHUE BO3MOXKHOCTU OTPULAHMA NOJIb3OBATEJIEM ®AKTA OTMPABKU
MHO®OPMALIUU APYITOMY NOJZIb3OBATE/NIIO

TpeboBaHna K peanusauum 3UC.12: Onepatopom OO/KHO 0OECneyYmMBaTbCs MCKAKYEHUNE
BO3MOXHOCTM OTPULAHMNSA Nob3oBaTenem daKTa OTNpPaBKM MHGOPMALUK APYFOMY NO/b30BATENHO.

[Na NCKNKoYeHMA BO3MOXKHOCTU OTPULLIAHMA Nonb3oBaTesiem $aKTa OTNPaBKKU MHOPMALLMK Apyromy
NONb30BaTENO AO0/KHbI OCYLLECTBAATLCA:

e onpegeneHne ob6bEKTOB MAM TMNOB WMHOPMAUMMK, ANA KOTopbix TpebyeTca obecneyeHue
HeoTKa3yemMOoCTM OTNPaBKKM (Hanpumep, COOBLLEHUA 3NEKTPOHHOM NoYTbI);

e obecneyeHue LLeNN0CTHOCTHU VIHd)OpMaLl,VIVI npn ee noarotoBke K nepegadye w“
HEHOCPEACTBEHHOVI €e nepegadve no KaHazam CBA3N B COOTBETCTBUU C 3UC.3;

®  pernctpaumsa cobbiTUIA, CBA3AHHbIX C OTNPABKOW MHPOpMaLMKM APYroMy MO/Sb30BATENO B
cooTtBeTcTBum c PCB.2.

Tpe6oBaHusa K ycunenuio 3UC.12:

1) B MHPOPMALMOHHOM cUCTemMe A0MKHA obecneynmBaTbCa reHepauusa CBUAETENbCTBA OTNPaBAEeHNA
NHdopMauun (Hanpumep, 3NEKTPOHHOM NoAnucH);

2) B WHOOPMAUMOHHON cuUCTeMe f[O/MKHA obecneymBaTbca CBA3b aTpuMbOYTOB OTNpPaBUTENSA
nHpopmauum B cootsetrctBumM ¢ yyetom UAD.1 u NAD.6 ¢ nonamum otnpaBasemoint MHGopmauum
(Tekctom coobuieHuns);

3) B MHPOPMALMOHHOM cUCTeMe A0/MKHA bbITb 0becneyeHa BO3MOXKHOCTb BEpUPUKaLMM (NPOBEPKHM)
CBMAETENbLCTBA OTNPaBAeHUA MHGopMaLnm;

4) B MHPOPMALMOHHON cUCTeMe A0NKHa BbiTb obecneyeHa BO3MOXHOCTb 3aNUCU U 3aLUMLLEHHOTO
XpaHeHMs B TeyeHMe YCTAHOB/NEHHOrO ONepaTopomM BpPemeHW UHbopMauuKn, OTNPaBAEHHOM
no/ib30BaTesIem APYromy rno/ib30BaTesio.



CopeprkaHue 6a3oBoii mepbl 3UC.12:

Mepa 3awmTol Knacc 3alwmieHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
31C.12 + +

Ycunenune 3UC.12

3UC.13 UCKNIOYEHUE BO3MOXHOCTU OTPULIAHUA MOJIb3OBATEZIEM ®AKTA NOJTYYEHUA
MHOOPMALIMK OT APYTOro NnoJ/ib30BATE/IA

Tpe6oBaHua K peanmsauum 3UC.13: OnepaTtopom [OMKHO ob6ecneymBaTbCA MUCKAOYEHUE
BO3MOXHOCTM OTpULLAHMA MoJib30BaTenem paKTa nonyyeHna nHGopmauum oT 4PYyroro Nosb3oBaTens.

na ncknroyeHmna BO3MOMXKHOCTHU OTpUUaHNA NONIb30BaTENIEM (baKTa nonyyeHuA MH(bOpMaLI,MM AOOTXKHbI
OCyLWeCTBNATbCA:

e onpegeneHne oObLEKTOB WUAM TUNOB MHPOPMALMK, AN KOTOpbIX TpebyeTca obecneyeHue
HEeOTKa3yemMoCTM NoJsiydeHuA (CoobLLeHMA SNEKTPOHHOM NoYTbI);

e obecneyeHune UenoCTHOCTM Noy4yeHHoM nHpopmauum B cootsetcTamm ¢ 3UC.3;

e pernctpaums cobbiTUIA, CBA3AHHbIX C NONYYEHUEM MHPOPMALIMK OT APYroro nosb3oBaTens B
cootBeTcTBumn c PCB.2.

Tpe6oBaHua K ycunenuto 3UC. 13:

1) B MHGOPMALMOHHON cUcTeme A0MKHA obecneuynBaTbCs reHepaumsa CBUOETENbCTBA NOJyYEHUA
MHdopMaumm (3anpoc NOATBEPHKAEHUA NONYYEHNA UAN SNEKTPOHHAA NOAMMUCH);

2) B uWHbOPMAUMOHHOW cUCTeMe [JOJi)KHa ObiTb obecneyeHa cBs3b aTpuMbBYTOB nony4yatens
nHdopmauum B cootsetcteun ¢ MAD.1 n NAD.6 ¢ nonamm oTnpasnsemMon MHPopmaLun (TeKCTom
coobuieHus);

3) B MHPOPMALMOHHON cUCTeMe A0/KHa BbiTb 0becneyeHa BO3MOXKHOCTb BepudUKaLmm (MpoBepPKM)
CBMAETENbCTBA NOJyYEeHNA MHPOPMaLUK;

4) B MHPOPMALMOHHONM cUCTEME A0KHa BbiTb obecneyeHa BO3MOXKHOCTb 3aNUCU U 3aLUMLLEHHOTO
XpaHEeHMs B TeYeHMe YCTAaHOB/IEHHOTO OnepaTopoM BpemMeHu MWHOOpPMaLMK, MOJYYEHHOM
noJsib30BaTesIeM OT APYroro no/sib3oBatens

CopepkaHue 6a3osoit mepbl 3UC.13:

Mepa 3awmThbl Knacc 3awmieHHoCcTM MHPOPMaLLMOHHOM cUCTEMBI
nHpopmaymm 4 3 2 1
31C.13 + +

Ycunenune 3UC.13

3UC.14 WUCNONb3OBAHUE YCTPOMCTB TEPMMUHA/IBHOTO [OCTYNA [N OBPABOTKMU
MHO®OPMALIUU

Tpe6oBaHua K peanusaumnm 3UC.14: Onepatopom gns 06paboTkmn nHPopmaLmm B MHPOPMaLIMOHHON
cucTeMe LO/IKHbI NPUMEHATLCA YCTPOMCTBA TEPMMHANIBHOIO A0CTyNa, 061a4atolme MUHUMAAbHbIMU
bYHKLMOHANbHBIMM BO3MOMKHOCTAMM NO 06paboTKe U XpaHeHUo MHPopMaLuu.

MpUMeHeHWe YCTPOMCTB TEPMMUHAIBHOIO AOCTyNa AO/IKHO ObiTb HAaNpPaBAEHO Ha COCPEAOTOYEHUE
OCHOBHbIX PYHKLMIN No 0bpaboTKe M xpaHeHUo MHOPMAUUM Ha cepBepax (B LeHTpax 06paboTku
[AaHHbIX), YMeHbLIEHNe coCTaBa Mep 3aluTbl MHOOPMALMK, peannsyembliX Ha Kaxaon pabouvelt
CTaHLMU, M NEePEeHOC UX peannsaumnmn Ha cepsepbl.



K TaKMM yCTpoicTBaM OTHOCATCA, B TOM uncie, 6e3anckoBble paboumne CTaHLMKM, MPU UCNOb30BAHMM
KOTOpbIX MHPOPMaUMA TEKYLWEN CEeCcCUU XPAaHMUTCA B OMEpPaTMBHOM NMaMATU WAM HA 3aMLWEHHOM
CbEMHOM MalUMHHOM HOcCUTeNe WHPOPMauMK, YCTPOWCTBA, NOALEPKMBAIOWLME TEXHONOTMIO
BMPTYaNbHOro paboyero cTona, U MHble YyCTPOMCTBA.

Tpe6oBaHua K ycunenuio 3UC.14:
He ycTtaHOBAEHbI.

CopepraHue 6a3oBoii mepbl 3UC.14:

Mepa 3awmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumun 4 3 2 1
31C.14

Ycunenne 3UC.14

3UC.15 3ALUUTA APXMBHbIX ®ANNOB, NMAPAMETPOB HACTPOWKW CPEACTB 3ALLMUTDI
NHOOPMALIMM N NMPOTPAMMHOIO OBECMEYEHMA U WHbIX AAHHbIX, HE NOANEXALLUX
M3MEHEHUIO B NPOLECCE OBPABOTKU UH®OPMALIUU

TpeboBaHua kK peanusauymm 3UC.15: B HPopmaUMOHHOM cucteme A0/KHA obecneymBaTbcs 3aLimUTa
apxMBHbIX ¢aiisoB, MapaMeTpoB HACTPOWMKU CpeacTs 3aluTbl WMHOOPMALUKM U NPOrPaMMHOIO
obecneyeHus, NHbIX AaHHbIX, HE NOANEXKALLNX U3SMEHEHUIO B NpoLecce 06paboTKn MHPopmaLmu.

3alumTa apXxMBHbIX Gpalinos, NapameTPoB HACTPOMKKN CPeacTB 3aWwmUTbl UHPOPMALMKU U MPOrPaMMHOIo
obecneyeHns M MHbIX SAHHbIX, HE NOANEXKALLMX M3SMEHEHMIO B Npouecce 0b6paboTkm nHpopmaLmm,
obecneymBaeTca NPUHATUEM Mep 3aLWmTbl MHGOPMALLMM, ONpeseNeHHbIX ONePaTOPOM B COOTBETCTBUM
Cc HacToAWMNM meTogn4yeCcKknum AOOKYMEHTOM, HanpaB/1eHHbIX Ha obecneveHune nx
KOHOUMAEHUMANbHOCTU N LENOCTHOCTU.

3awmTa AaHHbIX, He NoA/exKallnX USMEHEHUI0 B Npouecce 06paboTkn MHPopmauum, obecneymsaeTcs
B OTHOLIEHUWN UHPOPMALINN, XPaHALLLEIACA Ha ECTKMX MarHUTHbIX AUCKAX, AMCKOBbIX HaKOMUTENAX U
WHbIX HaKonMTenax B UHPOPMaLIMOHHOM cucTeme.

Tpe6oBaHusa K ycunexnuio 3UC.15:

1) onepatopom ana obecneyeHus KOHPUAEHUMANBHOCTM W LENOCTHOCTM apXMBHbIX ¢alinos,
napamMeTpPOB HACTPOMKM CpeacTB 3almTbl MHPOPMALMM U NPOrPamMmMHOro obecneyeHna M MHbIX
JaHHbIX, He MnoAfeXkawmux U3MeHeHuto B npouecce 06paboTkM MHPOPMALMK, B COOTBETCTBUM C
3aKoHoZaTenbCcTBOM Poccuiickolt ®eaepaumm NpUMeEHAOTCA Kpuntorpaduyeckme (LWnMdpoBanbHble)
CpeACTBa 3alMTbl MHGOPMALMK (SaHHbIX);

2) ncnonb3oBaHMe HenepesanucbiBaembiXx HOCUTENEN WMAN HocuTenel C 3alulleHHol obnacTbio
NamMATU ANA pasmelLeHua (XpaHeHWa) NapameTpoB HACTPOMKKU CPeAcTB 3aluTbl MHPOPMaLUKU U
nporpammHoro obecneyeHma U UHbIX OAHHbIX, HE NOA/EXKALLUX N3MEHEHUIO B Npouecce 06paboTku
MHbopMauuu.

CopepykaHue 6a3osoit mepbl 3UC.15:

Mepa 3almTbl Knacc 3awmieHHOCTM MHGOPMaLMOHHOM CUCTEMDI
MHbopMmaLnn 4 3 2 1
31C.15 + +

Ycunenune 3UC.15




3UC.16 BbIABNEHWUE, AHANN3 U BIOKUPOBAHUE B UHOOPMALMOHHOM CUCTEME CKPbITbIX
KAHANOB NEPEAAYYN UHOOPMALIUU B OBXO[ PEA/IU3OBAHHbBIX MEP 3ALLUTbI UH®OPMALIUU
MNU BHYTPU PA3SPELLUEHHBIX CETEBbIX MPOTOKO/10B

Tpe6oBaHua K peanmsauyum 3UC.16: OnepaTopom AOJIKHbI BbINOJAHATLCS MEPONPUATUA MO
BbISIBJIEHWUIO M aHANN3Y CKPbITbIX KaHaso0B nepegayvM MHGOPMAUUK ONa onpeseneHus napameTpos
nepefayn MHGOpPMaLUM, KOTOPble MOFYT UCNONb30BaTbCA A1A CKPbITOrO XpaHEeHUA MHPOPMALUKN U
CKpbITOM nepeaaun nHdopmaumnm 3a npeaenbl MHPOPMaALMOHHOM CUCTEMBI.

BbifiBneHMe, aHanu3 N BNOKMPOBAHUE CKPbITbIX KaHanoB nepegavyn MHPOpmMauUuM BbINOJIHAETCA C
YYETOM HaUMOHA/bHbIX CTAHAAPTOB:

e [OCTP53113-2008 NHdOpMaLMOHHAs TEXHONOTUSA. 3almTa MUHPOPMALIMOHHbBIX TEXHOOMNIA K
aBTOMAaTU3MPOBAHHbIX CUCTEM OT Yrpo3 MHPOPMALMOHHOM 6e30MacHOCTU, peanmsyemMblx C
MCNONb30BaHNEM CKPbITbIX KaHanoB. YacTb 1. O6wue nonoxKeHus;

e [OCTP53113.2-2009 UHPOpMaLMOHHAA TEXHOOMMA. 3almTa MHOOPMALMOHHBIX TEXHOIOTUIA
M aBTOMATU3MPOBAHHbIX CUCTEM OT Yrpo3 MHGOPMaLMOHHOM 6e30NacHOCTUN, peannsyembix ¢
MCNO/SIb30BaHMEM CKpPbITbIX KaHanoB. YacTb 2. PeKoOmeHZauuu MO OpraHM3auuu 3almThbl
nHbopmauym, MHGOPMALMOHHBIX TEXHOJIOTMN U AaBTOMATU3MPOBAHHbLIX CUCTEM OT aTaK C
NCNo/Ib30BaHMEM CKPbITbIX KAHaNOB.

BbiaBfieHMe W aHanu3 CKpbITbIX KaHanoB Nepepauyv MHd)OpMaLI,MM OCyuwectBnAeTCcA Ha 3Tanax
pa3pa60TKM n peannsalmmn CUCTEMbI 3alLNTbI MH(I)OpMaLI,MM.

Tpe6oBaHusa K ycunexnuio 3UC.16:
He ycTtaHOBANEHDI.

CopepykaHue 6a3osoit mepbl 3UC.16:

Mepa 3almnTbl Knacc 3awmuweHHOCTN MHGOPMALMOHHOM CUCTEMDI
nHbopmaumm 4 3 2 1
31C.16

Ycunenune 3UC.16

3UC.17 PA3BMEHME WMH®OPMALMOHHOM CUCTEMbI HA CEFMEHTbl (CEFTMEHTUPOBAHMWE
WHOOPMALMOHHON CUCTEMbI) U OBECMEYEHUE 3ALLUUTbI MEPUMMETPOB CEFMEHTOB
WH®OPMALMOHHOW CUCTEMDI

Tpe6oBaHua K peanusaumn 3UC.17: OnepaTtopom J[O/KHO OCYWECTBAATbCA pasbueHue
MHPOPMALMOHHOM CUCTEMbl Ha CermeHTbl (CEerMeHTMpoBaHME WMHGOOPMALMOHHOW CUCTEMBI) M
obecneynBaTbCA 3aLmUTa NEPUMETPOB CEFMEHTOB MHPOPMALMOHHOMN CUCTEMBI.

CermeHTMpoBaHME MHPOPMALMOHHOMN CUCTEMBI MPOBOAMTCA C LiE/IbI0 MOCTPOEHUA MHOTOYPOBHEBOW
(3WwenoHnpoBaHHOM) cUCTEMBI 3aLUTbl MHPOPMALMKM NMYTEM NOCTPOEHUA CETMEHTOB Ha Pa3/IMYHbIX
dU3MYECKMX OOMeHax WAu cpepax. [pUHLMMbI CerMeHTUPOBaHUA MHGOOPMALMOHHOM CUCTEMBI
onpeaensaTca ONepaTopomM C y4eTom GYHKLMOHANbHBIX U TEXHOIOTMYECKNX 0cobeHHOoCTel npouecca
06paboTKM MHPOPMaLMKM U aHaNM3a yrpo3 6e30MacHOCTM MHOOPMALMM M LO/IKHbI 3aKA0YaTbCA B
CHV}KEHWM BEPOSATHOCTM pPeannsaumm yrpos u (Mam) nx oKaamsaumm B paMKkax OgHOTo CermeHTa.

CermeHTMpoBaHME MHOOPMALMOHHOW CUCTEMBI TaKKe MOXKET NMPOBOAUTLCA C LEeNblo pasgeneHus
MHPOPMALMOHHOM CUCTEMbI Ha CErMEHTbl, MMEIOLME Pas/MYHble KNacChl 3alLMLLEHHOCTM
MHGOPMALNOHHOW CUCTEMBI.

Mpw cermeHTUPOBaHMU MHGOPMALMOHHOM CUCTEMDI A0/IKHA ObITb 0becneveHa 3almTa NepUMeTpPoB
CermeHToB MHPOPMALMOHHOM cucTemMbl B cooTBeTcTBuuM ¢ YIMA.3 n 3UC.23.

Tpe6oBaHusa K ycunenuio 3UC.17:



1) onepaTopom OCYyLLECTBAAETCA BblAeNEeHNe CEermeHTOB WHPOPMAUMOHHON cuUcTeMbl ANA
pa3smeLlleHuna obwenoctynHon (ny6amyHomn) nHpopmaumm:

a) nyTem BblAENEHUA OTAENbHbIX PU3MUYECKUX CeTEBbIX MHTEPDENCOB KOMMYHMUKALMOHHOIO
06opyaoBaHUA U (MAK) cpeacTB 3aLLMTbl NepUmMeTpa;

6) nytem GU3NYECKOI M30NALMN CEFMEHTOB MHOOPMALIMOHHOW CUCTEMbI AN pasMelLleHuA
obuenocTynHol (nybanyHoi) nHoopmaumu.

CopepraHue 6a3oBoii mepbl 3UC.17:

Mepa 3aWwmnTbl Knacc 3awwmieHHoCcTM MHGOPMaLMOHHOM CUCTEMDBI
nHbopmaumm 4 3 2
3UnC.17 + +

Ycunenune 3UC.17

31C.18 OBECMNEYEHUE 3ArPY3KkM WU WCNOJIHEHMA MPOrPAMMHOIO OBECNEYEHUA C
MALUUHHbIX HOCUTENEA UHOOPMALIUKU, AOCTYMNHbIX TO/IbKO A/1A YTEHUA, N KOHTPO/Ib
LENOCTHOCTU AAHHOIO NPOrPAMMHOIO OBECNEYEHUA

TpeboBaHua K peanusauumn 3UC.18: B nHbopmaLmnoHHOMN cucteme Ao/IXKHO obecneymBaTbea:

® BblgeneHume B COCTaBe OI'IepaLI,MOHHOﬁ CUCTEMDBI U NPUKNAAHOIO NPOrpamMmmHOro obecneveHus
yacTen, HeMOAMd)MLIMDVEMbIX B npouecce 3arpyskn M BbINONIHEHUA, N pa3melleHne UxX Ha
MaLWWNHHbIX HOCUTENAX MHd)OpMaLI,MVI, AOCTYNHbIX TO/IbKO ONA YTEHUA;

e 3arpyska W BbIMOJNHEHWE Ha CPeacTBaX BbIYUCAUTENIbHON TEXHWKK, onpenenaembix
onepaTopom, onepaLMoOHHONW CUCTEMbI C MALIMHHBLIX HOCUTene MHboPMaLUKU, AOCTYMNHbIX
TO/IbKO A/19 YTeHUS;

® 3arpyska W BbIMOJHEHWEe Ha CPeacTBax BbIUUCAUTENbHOW TEXHWMKU  MNPUKNALHOTO
nporpammHoro obecnedyeHus, ONpeLensiemoro OnepaTopom, C MALUMHHBIX HOcUTenein
NHPOPMaLMKN, AOCTYMHbIX TOJbKO AN YTEHUA.

B KauecTBe MalUMHHbIX HOCUTENEel MHPOPMALLMK, JOCTYNHbIX TOJIbKO AJ1A YTEHWUA, PAaCCMaTPMBALOTCS,
B TOM umcie, ontuyeckme Hocutenn CD-R/DVD-R wam uHble annapaTHble MallMHHbIE HOCUTENU
MHbOPMaALUM, BO3MOKHOCTb Nepesanmnucu Ha KOTopble UCKAOYEHA TEXHOIOTMYECKM.

TpeboBaHua K ycunenuio 3UC.18:

1) B cermeHTax (KomnoHeHTax) WHPOPMALMOHHON CUCTEMBI, OMpesenAeMbiX OnepaTopom,
NPUMEHSIOTCA HenepesanucbiBaemble (3aLMLLEHHbIE OT 3aMMUCK) MalLUMHHbIE HOCUTENIM MHPOPMaLNN,
ycTonumuBble K cbosm B nporpammHom obecrnevyeHnn UHPOPMAaLMOHHON CUCTEMbI U OTKAHOUEHUIO
nNUTaHUA;

2) onepaTopom [AOJIKEH OCYLWECTBAATbCA KOHTPOJIb LENOCTHOCTM MpPOrpammMmHoro obecneyeHus,
3aMMCaHHOrO Ha MALUWHHbIE HOCUTENN MHPOPMALLMK, AOCTYMHbIE TONbKO A5 YTEHUS, B COOTBETCTBUM
cou. 1.

CopeprkaHue 6a3oBoii mepbl 3UC.18:

Mepa 3aLmThbl Knacc 3alwmweHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm 4 3 2 1
31C.18

Ycunenune 3UC.18




31C.19 M30NAUNA NPOLIECCOB (BbINO/HEHWE MPOrPAMM) B BbIAENEHHOW OB/ACTU
NAMATU

Tpe6oBaHua K peanusaumu 3UC.19: B nHPOpMaUMOHHON cUCTEME [AOJSIKHA OCYLLECTBAATLCA
N30/1AUMA NPOLLEeCcCOB (BbIMOAHEHWE NPOrPamMmM) B BblAeNEHHOW 061aCTM NaMATH.

M3onAaums npoueccoB (BbiMOJSIHEHME NpPOrpamMm) B BblgefeHHOM o6acTM NamAaTU  O0JIXKHA
obecneunBaTb HepoCTyNnHOCTb obsiacTelt NamsaTW, WUCNOJIb3yeMblX Mpoueccamu (nporpammamm)
BbINOJIHAEMbIMW OT UMEHM OLHOrO NOJb30BaTens (y4eTHOM 3anucu), ana npoueccos (mporpamm),
NCMNOJIHAEMbBIX OT UMEHW APYroro NoAb3oBaTena (y4eTHoM 3anmcK).

M3onaums npoueccoB (BbIMOSHEHWE MPOrpamMm) B BblAeNeHHON 061acTM NamaTM peanunsyetcs B
CPencTBax BbIYUCAUTENBHON TEXHWKM, OMNPEeAENIEHHbIX OMEepPaTopoM, M KaK MUHUMYM [OXKHA
BK/IlOYATb M30/1ALMIO MPOLLECCOB, CBA3AHHbIX C BbIMNOJHEHMEM YHKUMI Ge30nacHOCTU cpeacTs
3aWwmTbl MHPOPMaLMK.

Tpe6oBaHua K ycunenuio 3UC.19:
He ycTtaHOBAEHDI.

CopeprKaHue 6a3oBoii mepbl 3UC.19:

Mepa 3aWwmnTbl Knacc 3awwmiieHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmaymm 4 3 2 1
3M1C.19

Ycunenune 3UC.19

3UC.20 3ALWMTA BECMPOBOAHbIX COEQMHEHWA, MPUMEHAEMbIX B MHOOPMALIMOHHOMN
CUCTEME

TpeboBaHua K peanusauumn 3UC.20: Onepatopom A0/KHA BbITb obecneyeHa 3almuTa becnpoBoOAHbIX
COeIHEHNN, NMPUMEHSAEMbIX B MHPOPMALMOHHOM cucTeme. 3awmTta 6ecnpoBOAHbIX COeAMHEHWI
BK/IlOYaEeT:

® OrpaHWYeHWe Ha UCnosib3oBaHMe B MHOOPMALMOHHON cucteme 6ecnpoBoAHbIX COeaMHEHUI
(8 wactHocTM 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA 1 1HbIX 6ecnpoBOAHbIX
COeAMHEHUIA) B COOTBETCTBMM C 3agadyamu (PyHKUMAMU) MHOOPMALMOHHOM cucTeMbI, ONA
peLleHMs KOTOPbIX TaKue coeanHEHMA HeobXoanMbI;

e npepocTaBneHMe  JOCTyna K  MNapameTpaM(M3MEHEHWIO  MapameTpPoB)  HACTPOWMKM
6ecnpoBoAHbIX COeAMHEHMI TObKO aAMUHUCTPATOPamM MHGOPMALMOHHOWN CUCTEMDI;

e obecneyeHMe BO3MOXKHOCTM peanunsaumm 6ecnpoBOAHbLIX COEAUHEHUN TONbKO 4epes
KOHTpoAupyemble uHTepdeicbl (B TOM umcie, NyTem MNPUMEHEHUA CPeACcTB 3aliuThbl
nHbopmauum);

®  perncTpaums n aHanms cobblTUiM, CBA3AHHbIX C UCNO/b30BaHNMEM BeCNPOBOAHbIX COeANHEHUN,
B TOM 4ucne AnAa BblABAE€HMA NONbITOK HeCaHKUMOHUPOBAHHOINO nNoAKAr4YeHnAa K
MHGOPMALMOHHOM cucTeMe Yepes BecnpoBogHble coegMHEHNA.

Mpn obecneyeHnn 3awmTbl 6ECNPOBOAHbIX COEAUMHEHWI B 3aBUCMMOCTM OT MX TUMOB [OJIKHbI
peann3oBbIBaTbCS Mepbl N0 MAEHTUOUKAUUN U ayTeHTUdMKaumm B cootBeTcTBum ¢ MAD.1, NAD.2 un
NAD.6.

Mpy HEBO3MOXKHOCTU MUCKAOYEHUA YCTaHOBAEHMA 6ecnpoBOAHbIX COeAMHEHW W3-3a Npefenos
KOHTPO/IMPYEMOWN 30Hbl LO/IXKHbI NMPUHMMATLCA Mepbl 3aLMLLEHHOTO YAANEeHHOro AoCTyna B
cooteeTcTBmm ¢ YMNA.13 n 3UC.3.



MpaBuna w npoueaypbl NpUMeHeHUA 6ecnpoBOAHbLIX COEAMHEHUI  pPerlaMeHTUMpPYoTca B
OpPraHM3aLMOHHO-PACNOPAAUTENbHbIX AOKYMEHTaX onepaTopa No 3awmute MHGopmaumu.

Tpe6oBaHusa K ycuneHnuto 3UC.20:

1) onepaTopom gns 3awmTbl 6ecnpoBOAHbLIX COEAMHEHUI B COOTBETCTBMM C 3aKOHOAATE/NIbCTBOM
Poccuitckoin Pepepaunn A0KHbI NPUMEHATLCA CPEACTBA KPUNTOrPadMUYecKom 3aLnTbl UHGOPMaLUK;

2) B WHOOPMALMOHHOW CUCTEME [AOJIKHbI MPUMEHATLCA MPOrPaMMHO-TEXHMUYECKUE CpeacTBa
obHapyXeHua, aHann3a M 610KMPOBAHUA HECAHKLUMOHUPOBAHHOIO UCMNO/Ib30BaHMA H6ecnpoBOAHbIX
TEXHOJIOTUI U NOAKNOYEHUN K MHGOPMALIMOHHOW CUCTEME;

3) onepatopom A0/KHO obecneunBaTbcsi HJIOKMPOBaHWE HECAHKLMOHMPOBAHHBIX 6eCnpoBOAHbIX
NoAKAOYEHWUI K UHGOPMALMOHHOM CUCTEME;

4) onepatopom A0/1XHa 6bITb UCKAOYEHA BO3MOXHOCTb YCTaHOBEHNA BeCnpoBOAHbIX COeANHEHNIA
13-3a NpeaesioB KOHTPOIMPYEMOW 30HbI.

CopeprkaHue 6a3oBoii mepbl 3UC.20:

Mepa 3awmThbl Knacc 3awmieHHoCTM MHPOPMALIMOHHOM CUCTEMDBI
nHpopmauum 4 3 2
31C.20 + + +

Ycunenue 3UC.20

3UC.21 UCKNIOYEHUE AOCTYMA NO/Ib3OBATE/IA K UHGOPMALUK, BO3HUKLLEN B PE3Y/IbTATE
AEACTBMA MPEALIAYLWENO MNO/Nb30OBATENA YEPE3 PEECTPbl, OMEPATMBHYIO MNAMATD,
BHELUHWE 3ANOMMHAIOLIME YCTPOUCTBA U UHbIE OBLUME ANA NONb3OBATE/IEA PECYPCbI
WH®OPMALMOHHOM CUCTEMbI

TpeboBaHua K peanusauymm 3UC.21: B MHPOPMALMOHHOMN CUCTEME A0/IKEH ObITb MCKAKOYEH AOCTYN
nosb3oBaTesid K MHPOPMaALUN, BO3HUKLLEN B pes3y/bTaTe AEUCTBUIA Npeablayliero noJib3oBaTtens
yepes peecTpbl, ONEPaTUBHYIO NaMATb, BHELWHWE 3anOMMHaloWMe YCTPOICTBa, pecypchl daitnosoi
CUCTEMbI U MHble 0blue Ana nosib3oBaTenelt pecypcbl MHGOPMALMOHHOM CUCTEMbI.

McknloueHne Joctyna K MHPopmauuum yepes oblime [na NONb30BaTesNeil pecypcbl AONXKHO
obecneunBaTb 3anpeT 4OCTyna TEKYLWEeMy Noab30BaTeNto (YY4ETHOM 3aNnUCK) AN TEKYLLLEMY NpoLLeccy
K CUCTEMHbIM pecypcam (peecTpam, onepaTMBHOM NaMATH, BHELHMM 3aNOMMHAIOLLMM YCTPOMCTBaM)
NPy MX NOBTOPHOM WMCMO/Ab30BaHWWN, B KOTOPbIX XpaHUTCA MHbopmMauma apyroro (npeablaywiero)
nonb3oBaTens.

Tpe6oBaHusa K ycunenuio 3UC.21:

1) B "HGOPMaLIMOHHON cMcTEME 0/1KHA BbITb UCKNOYEHa BO3MOMKHOCTb MCMNOJ/Ib30BaHNAB KayecTse
obWMX ANA nosb3oBaTeneil pecypcos MHGOPMaLMOHHON CUCTEMbI, KOTOPblE MCMOJb3YIOTCA KaK
UHTepdelic (NamaATb, OOHOHANpaBAEHHble UHTepdencbl (ycTpoicTBa) M ceTeBble  KapTbl)
B3aMMoencTema (CBA3N) C CMCTEMAMK, UMEIOLLMMM APYrUe KNAcChbl 3aLMLLEHHOCTH.,

CopepykaHue 6a3osoit mepbl 3UC.21:

Mepa 3almTbl Knacc 3amiweHHOCTU MHGOPMALMOHHOW CUCTEMDI
MHbOPMaLuUu 4 3 2
31c.21 +

Ycunenne 3UC.21

31C.22 3ALMUTA UHGOPMALMOHHOM CUCTEMbI OT YIPO3 BE3OMNACHOCTU MHOOPMALIUM,
HAMNPAB/IEHHbIX HA OTKA3 B OGC/TYXMBAHUM 3TON MHOOPMALIMOHHOW CUCTEMbI



Tpe6oBaHua K peanusaumnm 3UC.22: B vHPopmMaUMOHHOMN cucTeMe A01KHa obecneynBaTbCa 3aWwmTa
OT yrpo3 6e30nNacHOCTM MHPOPMALLUK, HAMPABAEHHbIX HA OTKa3 B 06CNYKMBAHMM 3TOI CUCTEMDBI.

Onepatopom gosKeH 6biTb onpesesneH nepeyeHb yrpos (TMNoB yrpos) 6e3onacHoCT MHpopMaL M,
HanpaB/IEHHbIX HAa OTKa3 B 0BCNYKMBAHUMW.

3awmTa oT yrpo3 6HesonacHocTM WMHGOPMAUMM, HANPaBAEHHbIX HA OTKa3 B 06CAyXKMBaHWW,
OCYLLECTBNAETCA MNOCPEACTBOM peanmsaumMm B MHPOPMALMOHHON cUCTEME Mep  3aluTbl
nHpopmaumoHHo cuctembl B cootBeTcTBUM € 3MC.23 M MOBbIWEHHBIMU XapaKTEPUCTUKAMMU
NpPon3BOANTENBHOCTU TENEKOMMYHUKALMOHHOIO 060pyA0BaHMA M KaHaNoB Nepesayn COBMECTHO C
pe3epBupoBaHMEM WUHGOPMALUM U TEXHUYECKUX CPEACTB, MPOrPaMMHOro obecrneyeHusa, KaHaioB
nepeaayv nHpopmaumm B cootsetrcremm ¢ OAT.2, OAT.4 n OAT.5.

Tpe6oBaHua K ycunenuio 3UC.22:

1) B UHPOPMALMOHHOM cucTeme obecneunBaeTca OrpaHMYeHne BO3MOMKHOCTEN MnoJsib3oBaTtesieli no
peanusaummn yrpos 6e3onacHoOCTU MHPOPMALMM, HAMpPaABJEHHbIX Ha OTKas B OOCAYXMBAHWW, B
OTHOLLEHWM OTAENbHbIX CEFTMEHTOB MHPOPMALLMOHHOM CUCTEMBI U APYTMX MHPOPMALMOHHBIX CUCTEM;

2) B  MHPOPMALMOHHOM  cucTeme  ObBecneuymBaeTcs  yNpaB/ieHWE  XapaKTePUCTUKaMM
NPOM3BOAUTENILHOCTU TENIEKOMMYHUKAUMOHHOTo 060pyA0BaHMA U KaHaNoB nepeaadm MHGopmaLmm
B 3aBMCMMOCTM OT MUHTEHCMBHOCTU peanmsaLlumn yrpo3 6e3onacHocT MHPOPMaL MK, HanpaBAEHHbIX Ha
OTKa3 B 06C/yKMBaHUK;

3) onepaTopom B YCTAHOB/JEHHOM MNopagKe obecrneymMBaeTcs WMCMNO/b30BAHME YCAYr CTOPOHHMUX
opraHusaumii (NpoBanMaepoB) MO «OYUCTKE» BXOAAWEro TpaduKa (ans cbpoca MOTOKA NAKETOB,
MCNONb3yeMbIX Hapywutenem Aas peanusaummn yrpos 6e30MacHOCTM, HamnpaBAeHHbIX Ha OTKas B
obcnyKMBaHUM 3TOM MHGOPMALLMOHHOM CUCTEMBI);

4) onepaTtopom obecneuynBaeTca NpMMeHeHUe CpeacTs 3alMTbl MHOPMaLUKN, NpeaHa3HaYeHHbIX
ONA HeUTpanM3aumm yrpo3 6€30nacHOCTU, HarnpaB/IEHHbIX HA OTKa3 B 06CYKUBaAHUN;

5) B UHGOPMALIMOHHOM cUCTEME Mepbl 3aLUTbI OT Yrpo3 6e30nacHOCTM MHPOPMALLIMK, HanpPaBAEHHbIX
Ha OTKa3 B 06C/Y»KMBaAHUU, A0/IXKHbI 06eCrneynTb BOSMOXKHOCTb 3aLMTbl OT COOTBETCTBYIOLUMX aTaK Ha
MHPOPMaLMOHHYIO cucTemy 6e3 Bo3gencTemA Ha TpaduK ceTu (nogcetu), B KOTOpoi GYHKUMOHUpPYET
MHPOPMALMOHHAA CUCTEMA;

6) onepatopom obecneunBaeTcs BO3MOKHOCTb B3aMMOAENCTBUA MO BONPOCAM 3aLLUTbI MHGOPMALMK
OT Yrpo3, HanpaB/eHHbIX HA OTKa3 B 06C/TYKMBAHMK, CO CNELMAIbHBIMU CUCTEMAMM YNOJTHOMOYEHHBbIX
OpraHoB ¢ y4yeTom TpeboBaHW No 3awwmTe MHPopmaLmu.

CopepxaHue 6a3oBoit mepbl 31C.22:

Mepa 3awmThbl Knacc 3amieHHoCcTM MHPOPMALIMOHHOM CUCTEMDI
nHpopmaymm 4 3 2 1
3U1C.22 + +

Ycunenune 3UC.22

3UC.23 3AWUMTA NEPUMETPA (PUSUYECKUX WU  (MIU) NOTUYECKUX  TPAHML)
WHO®OPMALIMOHHOW CUCTEMbI NPU EE B3AUMOLENCTBUN C UHBIMU UHGOPMALMOHHBIMU
CUCTEMAMW U UH®OPMALIMOHHO-TENEKOMMYHUKALUOHHBIMU CETAMMU

Tpe6oBaHua K peanusauum 3UC.23: B MHPOPMaLMOHHON cUCTEME A0NKHA OCYLLEeCTBAATLCA 3alMTa
nepumetpa (du3nyeckMx M (MAM) NOTUYECKMX TpPaHUL) MHOGOPMALMOHHOW CUCTeMbl Npu  ee
B3aMMOAEeNCcTBUM C  VHbIMK MHPOPMALNOHHBIMM cucTemamm " MHPOPMALNOHHO-
Te/IeKOMMYHWKALNOHHBIMM CETAMM, NpeayCcmaTpuBatoLwan:



e ynpasneHue (KOHTPOJb) BXOZAWMMU B MHOOPMALMOHHYIO CUCTEMY W UCXOAALMMM U3
MHPOPMALMOHHON cUCTeMbl MHOOPMALMOHHBIMM MOTOKaMU Ha dusmyeckoint un (1am)
JIOTMYECKOM rpaHnLe MHGOPMALMOHHOMN cUCTeMbI (CerMeHTOB MHPOPMALIMOHHOM CUCTEMDI);

e obecneyeHue B3aMmMoaencTBUA MHGOPMALMOHHON CUCTEMDBI U (MIN) e CErMEHTOB C UHbIMM
MHPOPMALMOHHBLIMN CUCTEMAMMU U CETAMM TOJIbKO Yepes ceTeBble MHTepdelcbl, KoTopblie
obecneuynBaloT yrnpasneHMe (KOHTPOJb) MHGOPMAUMOHHBIMU NMOTOKAMM C UCMOJIb30BaHUEM
cpeacTs 3aWmTbl MHGopmaumm (ynpasnsemble (KOHTpoOAMpPyemble) ceTeBble MHTepdElChl),
YCTaHOB/IEHHbIX Ha GU3NYECKOM U (MNIK) NOTMYECKOM NepUMETPE NMHPOPMALMOHHOM CUCTEMDI
WAN ee OTAEe/IbHbIX CErMEHTOB (MapLUPYTM3aTOPOB, MEMKCETEBbLIX 9KPAaHOB, KOMMYTaTOPOB,

® [POKCU-CepBEepOB, W/0308 6e30MNacHOCTH, CPEACTB MOCTPOEHWUA BUPTYasIbHbIX YAaCTHbIX CeTel
M MHBIX CPeACTB 3alLMTbl UHPOPMaLUN).

MpaBuaa M npoueaypbl 3aWMUTbl NEpPUMETPa UHPOPMALMOHHON CUCTEMBI PEriamMeHTUMpyloTcA B
OpraHM3aLMOHHO-PaCNoOPAAUTENbHbIX 4OKYMEHTAX onepaTopa no 3awuTe nHpopmaumm.

Tpe6oBaHua K ycunenuio 3UC.23:

1) B MHPOPMALMOHHOWN cUCTEME AO0NXKHA BbITb obecnevyeHa BO3MOXKHOCTb pasmelleHna NyB6anUHbIX
06LeaoCTYNHbIX pecypcoB (B 4acTHOCTU 0b6LLeAOCTYNHbIN Beb-cepBep), B3aUMOAENCTBYIOWMX C
MHOOPMALMOHHOM CUCTEMON Yepe3 oTAenbHble ¢u3MYeckue ynpasasemble (KOHTpoMpyemble)
ceTeBble MHTePdENChI;

2) B UHGOPMALIMOHHOM cUcTeMe A0NXKHO bbiTb 06ecneyeHo NpeaocTaBaAeHUe AO0CTYNa BO BHYTPEHHUE
CermeHTbl MUHGOPMaLMOHHOMN CUCTEMBI (4EMUIUTAPU30BAHHYIO 30HY) U3 BHELWHUX MHOPMALMOHHbIX
cMcTeM U ceTeit TONbKO Yepes cpeacTBa 3alMTbl nepumetpa (3a UCKAIOYEHUEM BHYTPEHHUX
CermeHTOB, KOTOPbIe CneLnanbHO BblAeneHbl A1A TaKOro B3auMoaeincTeus);

3) onepatop [O/KEH OrpaHUYMTb KOAMYECTBO TOYEK AOCTyna B WMHPOPMALMOHHYIO CUCTEMY M3
BHEWHMX MHPOPMALMOHHBIX CUCTEM U CETEN A0 MMHMMANbHO HEOBXOAMMOro YMcna ONa pelweHus
NOCTAHOBNEHHbIX 33Jay, a TaKkKe 06ecrneuynmBalolero MOCTOSHHbIA M BCECTOPOHHWUIA KOHTPOAb
BXOAALLMX U UCXOAALNX MHPOPMALMOHHBIX NOTOKOB;

4) onepatopom B MHPOPMALMOHHONM cUcTEME:

a) IO/ KEH NPUMEHATBLCA OTAENbHbIA GU3NYECKUI YyNpaBAaeMbli (KOHTPOIMPYEMbI) cETEBOM
NMHTepdENC ANA KaXKA0ro BHELWHEro TeIeKOMMYHMKALNMOHHOTO CEPBUCA;

6) 4OMKHbI BbITb YCTAaHOBAEHbI MPaBWAa ynNpaBiaeHUA UHPOPMALMOHHbIMU NOTOKaMK Ann
Kay4oro ¢p13mMyeckoro ynpasaaemoro (KOHTpoanpyemoro) ceteBoro nHtepdeiica;

B) AO/MKHa obecneumBaTbCA 3aliMTa MHPOPMALUKM NPU ee nepegade Mo KaHanam CBA3W,
MMEIOLWMM BbIXOA 33 MNpeaesibl KOHTPOAMPYeMOM 30Hbl (Mpu HeobxoauMoCTH), nyTem
npumeHeHnA OpraHn3aunNoOHHO-TEXHUYECKUX mep wunum I-(pVII'ITOFpad)VNeCKMX MmeToaoB B
COOTBETCTBMM C 3aKOHOAaTeNbCTBOM Poccuiickoin ®eaepaumu;

r) 4oMmKHO obecneymBaTbca 060CHOBAHME U OKYMEHTUPOBAHME BCEX UCKHOYEHWNI U3 NPaBu
ynpasaeHua UHGOPMaLMOHHBIMU MOTOKAaMM, CBA3AHHbIX C PELIEHMEM onpeae/ieHHbIX 33434 B
MHOOPMAUMOHHON cucTeMe, U onpedeneHue NPOAOC/IKUTEIbHOCTU MOTPEBHOCTM TaKUX
WCK/TIOYEHN;

ﬂ,) AO0/1KHO obecneuunBaTbCs YAaneHne BBeAEeHHbIX WUCKNIIOYEHUN U3 npasua ynpaBaneHUA
MHd)OpMaLI,MOHHbIMM NOTOKaMu nocne ncte4yeHnAa yCtaHoOBN1EHHOIO BpemeHu,

5) B8 WHPOpPMaUMOHHOM cucTeMe AO0/KeH OblTb WMCKAOUYEH Bbixod, (BXo4) 4yepes ynpasasaemble
(koHTponMpyemble) ceTeBble MHTEPdENCHI MHPOPMALMOHHBIX MOTOKOB NO YMOAYaHUIO (peanvsaums
NPMHLMNA «3anpeLLeHo BCe, YTO He Pa3peLLeHo»);

6) onepatopom obecneunBaetca 3anpetr nepegayM wHOOpPMauMM 3a npedensl nepumeTpa
MHPOPMALMOHHOM CUCTEMbI NPU OTKa3e (cboe) PyHKUMOHMPOBAHUA CPeACTB 3aLuMThl NepumeTpa;



7) B WHOOPMAUMOHHOW CUCTEME [O0AXKHA ObITb WCKAOMEHA BO3MOMKHOCTb WMHGOPMALMOHHOIO
B3aMMOOENCTBUA MOOUbHBIX U  MHbIX TEeXHUYECKMX CpeacTB (YCTPOMCTB) C  BHELWHMMMU
MHGOPMALMOHHBIMWU cUCTEMAMU U UHOOPMALUOHHO-TENEKOMMYHUKALMOHHbBIM CETAM B NpoLLecce mx
YOANEHHOrO NOAKAOYEHUS K 3almwaemoi MHGOPMALMOHHOM CUCTEME C UCMO/Ib30BaHMEM CPeacTB
NOCTPOEHMA BUPTYa/IbHbIX YAaCTHbIX CETEN;

8) B MHbOPMALMOHHOI cucTeme obecrneymBaeTca CeTeBOe COoegMHEeHWe BHYTPEHHUX CEermeHTOB
MHPOPMALMOHHON cUCTEMbI (OTAENbHbLIX CPEACTB BbIYMCAUTENIbHBIX TEXHUKM), OnpeaeneHHbIX
OnepaTopom, € YCTaHOBJIEHHbIMU UM BHEWHUMU MHOOPMALMOHHBIMKU CUCTEMAMU U CETAMU Yepes
NPOKCMK-CepPBEpPLI, Pa3MeLLEHHbIE COBMECTHO CO CPeACTBaMM 3almUTbl nepumeTpa, obecneymBsatowme
nornposaHune (otcnexkmnsaHune) TCP-ceccuit, 6a1oKnpoBaHue KOHKpeTHbIX URL, AOoMeHHbIX umeH, IP-
afpecoB U APYrMM NapameTpam 3anpocoB K BHELWHUM MHPOPMALMOHHBIM pecypcam;

9) B WHOOPMAUMOHHON CUCTEME WCKIOYAETC BO3MOMKHOCTb BbIXOAA Yepes ynpaBasemble
(KoHTpONIMpyeMble) ceTeBble UHTepPdENCbl MHPOPMALMOHHBIX NMOTOKOB, COAEPKALLMX BPEeLOHOCHOe
nporpammHoe obecrneyeHune (BUPYCbl) MM NMPU3HAKM KOMMbIOTEPHbIX aTak NpPeacTaBASOWMNX Yyrposy
BHELHUM MHGOPMALMOHHBIM CUCTEMAM U CETAM;

10) B WMHOOPMAUMOHHOM CUCTEME WCKIIOYAETCA BO3MOMKHOCTb YTEUYKM WHOpMaumm 4yepes
ynpaBnsemble (KOHTPOAMpPYEMblE) CeTeBble MHTepdeicbl NyTem TOYHOro cobntogeHna ¢opmaTtos
NPOTOKONOB, KOHTPO/IA  WUCMONb30BaHUA  CTeraHorpaduu, OTKAOYEHWA BHELWHUX  CeTeBbIX
nHTepdeiicoB, pa3bopkM M cOHOPKM NaAKeTOB AaHHbIX, KOHTPO/A OTKNOHEHMA TuMNa M obbema
MHPOPMALMOHHOIO NOTOKA OT YCTaHOBAEHHOTO NpoduAs;

11) B WHPOpPMaUMOHHOM cucTeMe [0/MKHA 6biTb obecneyeHa NPOBEPKA agpeca MCTOYHMKA
MHPOPMAUMOHHOTO MOTOKAa W agpeca noaydyatens MUHPOPMALMOHHOrO MOTOKA C  Lenblo
NoATBEPKAEHUA TOTO, YTO MHPOPMALIMOHHOE B3aMMOAENCTBME MEXKAY STUMM apecammn PaspeLLeHo;

12) B MHPOPMALIMOHHON cucTeme obecrnedynBaeTca 3almTa NepUMeTpa C UCMOo/Ib30BaHNEM LLIIO3a
6e30MnacHOCTU Ha YPOBHE y3/10B (XOCTOB) A1 CEpBEPOB, Paboumx CTaHLMIA M MOBUIbHbIX TEXHUYECKUX
CpeacTs;

13) B MHPOpPMaLMOHHON cuCcTeMe 0becneynBaeTcs COKPbITUE CETEBbIX aZlpecoB MCMO/b3yembiX AN
ynpaBneHua cpeacTBaMm 3allnTbl NEPUMETPa, MHPOPMALIMA O KOTOPbIX MOXKET BbITb NoJlyYeHa Yepes
TEXHO/IOTUK Onpeae/ieHUs YCTPOMCTB B CETU (B YaCTHOCTM CUCTEMY AOMEHHbIX UMEH);

14) onepatopom obecneuynBaeTcs OTAe/NeHME 4Yepe3 OTAEeNbHbIA PU3NYECKUA  ynpaBasemblii
(KoHTpONMpPYeMbIit) ceTeBoM nHTepdelic byHKUMI 6e3onacHoCTH n ynpasneHusa
(agMuHUCTPUPOBaAHMA) MHODOPMALMOHHOM CUCTEMbI, OMpeaesieHHbIX OnepaTopom, OT APYrux
(BHYTPEHHMX) KOMNOHEHTOB NHPOPMALLMOHHOWM CUCTEMDbI;

15) onepaTopom obecneymBaeTcs UCKAOYEHNE BOSMOXKHOCTM HECAHKLIMOHMPOBAHHOMO pU3MYECKOrOo
CEeTeBOro MOAKNOYEHUA K yNpaBasembiM (KOHTPO/AMpyembiM) ceTeBbiM MHTepdeicam (ceTeBbiM
NHTepdericam CpeacTB 3alMTbl NEPUMETPA);

16) B UHGOPMALMOHHOMN CUCTEME A/1A KOHTPOASA (aHaM3a) 3aLMLLEHHOCTM AOCTYN agMUHUCTPATOPOB
obecneunBaeTcs yepes BblAeNEHHbIA OTAENbHbIN PUINYECKUIA YNpPaBAAEMbI (KOHTPOAMpPYEMbIiA)
ceTeBoOl MHTepdENC;

17) onepatopom MNPUMEHAIOTCA aBTOMaTM3MPOBaHHble cpeacTBa, obecneuymBalowme CTporoe
cobntoaeHne dopmaTa ceTeBbIX NPOTOKON0B Ha YPOBHE NPUIOXKEHWNI (NPOBEPKA NAKETOB Ha NpeaMeT
cobntoaeHna cneunduKaLmin NPOTOKO1a Ha YPOBHE NPUIOXKEHUI);

18) B MHbOPMALMOHHOW cucTeme obecneynBaeTca KOPPEKTHOe 3aBepLieHne ee GYHKLUMOHMPOBAHMA
B C/lyyae HapyleHua GyHKUMOHMpPOBaHWA (cbos, 0TKa30B) CPeaCTB 3alMTbl NEPUMETP];

19) B MHGOPMALMOHHOW cuUCTEME NPU HEOoBXOAMMOCTM NPeLoCTaBAATb AOCTYM K pecypcam
MHPOPMALMOHHOM CUCTEMbI JO/IKHA ObITb OPraHM30BaHA AEMUIMTAPM30BAHHAA 30HA, COAEPKaLLas
AOCTYMHble pecypcsl.



20) B UHOOPMALMOHHOM cUCTEME A0JIXKHaA bbITb 0becrneyeHa BO3MOMXKHOCTb pasmeLleHma Ny6aAnYHbIX
0bLWwenocTynHbIX pecypcoB (Hanpumep, obLWeAOCTYNHbIM Beb-cepBep), B3aMMOAENCTBYHOWMX C
MHPOPMAUMOHHOM CUCTEMOM Yepe3 OTAe/IbHble (U3NYEcKMe ynpaBasemMble (KOHTpoauMpyemble)
ceTeBble MHTEPdENCHI.

CopeprkaHue 6a3oBoii mepbl 3UC.23:

Mepa 3aWmThbl Knacc 3almieHHoCcTM MHPOPMALIMOHHOM CUCTEMDI
nHbopmaumun 4 3 2 1
31c.23 + +
YcuneHue 3UC.23 1,2, 3, 4a, 46, 1,2, 3,4a, 46,
48,5 48, 4r,41,5, 6,
7

3UC.24 NPEKPALLUEHUE CETEBbIX COEOMHEHUA NO WMX 3ABEPLUEHUW WA NO UCTEYEHUMU
3AJAHHOIo ONEPATOPOM BPEMEHHOIO UHTEPBAJIA HEAKTUBHOCTU CETEBOIO COEAUHEHUA

Tpe6oBaHua K peanusaumm 3UC.24: B MHOOPMAUMOHHOM CUCTEME [AOMKHO OCYLLECTBAATLCA
3aBeplleHMe CeTeBbIX COeAMHEHW (Hanpumep, oTKpenaeHue napbl nopt/agpec (TCP/IP)) no wux
3aBepLEHUM U (MAK) NO UCTEYEHMM 3a4aHHOMO ONEePaTOPOM BPEMEHHOMO MHTEPBANA HEAKTUBHOCTU
CeTeBOro coeguHeHus.

Tpe6oBaHusa K ycunenuio 3UC.24:
He ycTaHoBAnEHbI

CopepxkaHue 6a3osoit mepbl 3UC.24:

Mepa 3awmTol Knacc 3awmeHHoCcTM MHPOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
31C.24 + +

Ycunenne 3UC.24

3UC.25 UCMO/Ib3OBAHUE B UHOOPMALMOHHOWM CUCTEME UNIN EE CETMEHTAX PA3/IMYHBIX
TUNOB  OBLECUCTEMHOrO, MPUKNALHOTO W  CMELMANBHOTO  MPOrPAMMHOIO
OBECMEYEHWA (CO3AAHUE FETEPOTEHHOM CPEAbI)

Tpe6oBaHua K peanusaumum 3UC.25: MPOEKTUPOBLUMKOM NPU co3aaHUM MHGOPMALLMOHHOWN A0MKHbI
NPUMEHATBLCA Pas/IMUHbIe TUMbl OBLLECUCTEMHOIO, MPUKNAAHOIO U CheumnanbHOro nporpammHoOro
obecneyeHusn (co3aaHue reTeporeHHomn cpeapl).

leTeporeHHan cpeaa co34aeTca NyTem NPUMEHEHUA PasINYHbIX TUMOB MHPOPMALMOHHBIX TEXHOOTUIA
C Ue/fbl0 OrpaHMYeHWUs BO3MOXHOCTEN MOTEHUMaNbHbIX HapyluMTeseln Mo peanusauumn yrpos
6e3onacHOCTM MHPopMaUMKM (MO HECAHKUMOHMPOBAHHOMY AOCTYyMny K MHbOPMaLMK, BHEAPEHUIO
BPEAOHOCHOrO MpPOrpammHOro obecrneveHuna (KOMMbIOTEPHbIX BUPYCOB) M MO OpraHM3aLmu
BTOPKEHUI (NpoBEeAEHMIO KOMMNbIOTEPHbIX aTak)).

CospaHue FETGDOFEHHOVI cpegbl MOXET OO0CTUratbCA B YaAaCTHOCTM TNMPUMEHEHUEM Ha cepBepax
MHd)OpMaLI,MOHHOI‘/JI CNCTeMbI UN|X-FIO,CI,O6HbIX onepaunmoHHbIX CUCTEM, OT/IMYHbBIX OT ONnepaynoOHHbIX
Cncrtem, npuMeHAemMbIX Ha aBTOMATU3UNPOBAHHbIX pa6ow|x mectax Tmna Windows wu (MﬂM)
npuMmeHeHNeEM B CMeXXHbIX CETEBbIX CErMeHTaxX MHd)OpMaLI,MOHHOﬁ CNCTEeMDbI pPa3HbIX TUNOB CEeTeBOro
O6LLI,€CVICTeMHOI'O, NPUKNaaAHOIro n (VUWI) cneunanbHOro nporpamMmmHoro obecneveHus.

Mpu co3aaHNM reTeporeHHoMn cpeabl HE0HX0AMMO YUNUTLIBATbL MOBbILEHME CIOMKHOCTU B YNPaBAeHUN
KOHdUrypaumein MHGOPMaLMOHHON CUCTEMbI MU BO3MOXKHOCTb YBENNYEHUA OLWMBOK KOHPUTYpaLLMK 1
BO3MOMKHbIX YA3BMMOCTEMN.



Tpe6oBaHusa K ycunenmto 3UC.25:
He ycTaHoOB/EHbI.

CopeprkaHue 6a3oBoii mepbl 3UC.25:

Mepa 3awwmTbl Knacc 3awmuweHHOCTU MHGOPMaLMOHHOM CUCTEMDI
nHbopmaumm 4 3 2 1
3U1C.25

Ycunenne 3UC.25

31C.26 UICNOJZIb3OBAHUE NPUKNAAHOIO U CNEUUANBHOIO NPOrPAMMHOIO OBECMEYEHNA,
MMEIOLLEFO BO3MOXHOCTb ®YHKLUMOHUPOBAHUA HA PA3/INYHbIX TUMNAX ONEPALIMOHHbBIX
CUCTEM

Tpe6oBaHua K peanumsauun 3UC.26: B unHPOpMAUMOHHON cUCTEME [AO/IKHO NPUMEHATHCA
npuvKnagHoe W chneumanbHoe  MporpammHoe  obecneyeHWe, UMMetoWee  BO3MOMKHOCTb
OYHKUMOHMPOBAHMA HA Pas/MYHbBIX TUMAX OMEepPaUMOHHbIX CUCTemMax (Hes3aBMCMMOe OT BuAa
ONepPaLNOHHON CUCTEMbI MPUKAAAHOE U CelnanbHOe NPorpaMmHoe obecneyeHue).

Lenbio NpUMeHeHWs He3aBUCMMOTo OT MAaTGOopPMbl ONEPaLMOHHON CUCTEMbl MPUKNALHOIO WU
cneuManbHOro nporpammHoro obecnedeHus asnsercs obecneyeHue GecnepeboiHOro (WTAaTHOrO)
YHKUMOHMPOBAHMA MPUKNagHoro (cneuwanbHoro) nporpamMmmHoro obecneyeHus nytem nepesoda
€ro nof ynpasjeHMe OMNepaLMOHHOW CUCTEMbI APYFrOro TUMA B C/Iy4Yae Peannsaumnm KOMMboTepHOW
aTakn (BO3HWKHOBEHUS WHUMAEHTA) Ha OCHOBHYHO OMEPALMOHHYK CUCTEMY A0 BOCCTAaHOB/EHMUSA
6e3onacHoOro ¢pyHKUMOHMPOBAHNA MHGOPMALMOHHOM CUCTEMDBI.

MpuMeHeHWe He3aBMCMMOro OT TMNa (Bnaa) onepaunMoHHOW CUCTEMbI NMPUKAAAHOIO U cnelmanbHOro
NPOrpamMmMHOro obecneyeHma A0CTUraeTCA B YaCTHOCTM MPUMEHEHMEM NPOrPamMMHOro obecneyeHus,
YHKUMOHNPOBAHUE KOTOPOro BO3MOMKHO Kak nog, ynpasaeHnem UNIX-nogobHbIX onepauyoHHbIX
CUCTEeM, Tak W Nog ynpaBaeHUeM onepaunoHHbIx cuctem tuna Windows MamM MHbIX onepaumoHHbIX
CUCTEM.

MepeyeHb NPUKNALHOrO M CNeumanbHOro NPOrpPamMmmHOro 06ECI'Ie‘-IE'HMFI, nmerulero BoO3mMOXHOCTb
d)yHKLI,MOHMpOBaHMFl Ha Pa3/IM4HbIX TUNaX onepaunoOHHbIX CUCTEMAX, ONpeadenAeTca onepaTtopom.

Tpe6oBaHusa K ycuneHnuio 3UC.26:
He ycTtaHOBAEHDI.

CopeprKaHue 6a3oBoii mepbl 3UC.26:

Mepa 3awwmThbl Knacc 3alwmeHHOCTM MHGOPMaLMOHHOM CUCTEMBI
nHpopmaymm 4 3 2 1
31C.26

Ycunenune 3UC.26

3UC.27 CO3OAHUE (AMYNAUUA) NOXKHbIX HNHPOPMALMOHHLIX CUCTEM WUAUN UX
KOMMOHEHTOB, NPEAHA3SHAYEHHbLIX A4 OBHAPYXEHWUA, PETMCTPALUU U AHAJIU3A
AENCTBUM HAPYLLUUTENEN B NPOLLECCE PEAIM3ALMU YIPO3 BE3OMNACHOCTU MHOOPMALIUMA

TpeboBaHua K peanmsauyun 3UC.27: B WMHPOPMAUMOHHOWM CUCTEME [AOJKHbI MPUMEHATLCA
CneuManbHO co3faHHble (3IMYIMPOBaHHbIE) NOXKHbIE KOMMOHEHTbI MHPOPMALMOHHOW CUCTEMBI UK
CO34at0TCA  /IOXKHble  MHOOPMALMOHHbIE  CUCTEMbI, MpegHasHayeHHble AnA ob6HapyXKeHus,
perucTpauumn u aHanusa LencTBUMi HapywuTenei B Mnpouecce peanmnsauumn yrpos 6esonacHocTu
nHpopmaymu.



NoxkHble HPOPMALMOHHBIE CUCTEMbI UIN MX KOMMOHEHTbI AO/IXKHbI BbICTYNaTb B KaYecTse Lenen aan
Hapywutens npu peanMsaumMM MM  KOMMbIOTEPHOM aTakm U obecneuyvBaTb MMWUTALMIO
OYHKLMOHNPOBaHNA peanbHOM MHGOPMALMOHHOMN CUCTEMBI C Lie/Iblo 0BHAPYKEHUSA, perncTpaLmm u
aHa/M3a AEeMCTBMI 3TUX HapyLnTeNen No peanmsaummn KOMNbIOTEPHOM aTakK, a TaK:Ke NPUHATUS mep
Mo NpeAoTBPALLEHUIO YKa3aHHbIX Yrpo3.

Mpasuna mn npoueaypbl NPUMEHEHUA NOXKHbIX MHPOPMALMOHHbBIX CUCTEM WMAN MX KOMMNOHEHTOB
perfnaMeHTUPYIOTCA B OpPraHM3aLMOHHO-PACcNopAANTE/IbHbIX AOKYMEHTAX OMepatopa Mo 3awuTte
nHbopmauuu.

Tpe6oBaHusa K ycunenuio 3UC.27:

1) B MHOOPMALMOHHOM cUCTEME NPUMEHSIOTCA IOXKHbIE KOMMNOHEHTbI MHPOPMALMOHHOW CUCTEMDI,
BbICTyMalolnMe B KayecTBe UeAU ANA BPEAOHOCHOro NnporpaMmHoro obecneyeHnus (Bupyca) u
nposouMpylolMe MpexaeBpemeHHoe (40 BO3AEWCTBMA Ha 3allMil@aemMblii  06beKT [ocTyna)
nponBAeHWe ero NPMU3HaKoB..

CopeprkaHue 6a3oBoii mepbl 3UC.27:

Mepa 3aWwmnTbl Knacc 3awwmieHHoCcTM MHGOPMaLMOHHOM CUCTEMDbI
nHpopmaymm 4 3 2 1
3U1C.27

Ycunenune 3UC.27

3UC.28 BOCMPOU3BEAEHUE NOMHbIX WU (UNN) CKPbITUE WUCTUHHLIX OTAENbHbIX
WH®OPMALMOHHBIX TEXHOIOTUIA U (UNN) CTPYKTYPHO-®YHKLIMOHA/IbHbIX XAPAKTEPUCTUK
WH®OPMALMOHHON CUCTEMbI MU EE CETMEHTOB, OBECMEYMBAIOLLEEE HABA3bIBAHUE Y
HAPYLUUTENA NOXHOIO NPEACTABNIEHNA OB UCTUHHbLIX UHOOPMALIMOHHbIX TEXHOJTOTUAX
U (MNN) CTPYKTYPHO-®YHKUNOHABbHbIX XAPAKTEPUCTUKAX UHOOPMALMOHHOW CUCTEMDbI

Tpe6oBaHua K peanusaumm 3UC.28: OnepaTopom A0MKHO obecneymBaTbCA BOCMpOU3BeAeHMUe
NIOXKHbIX U (MAN) CKPbITUE UCTUHHBIX OTAENbHbIX MHPOPMALMOHHBIX TEXHOIOTUI U (MAN) CTPYKTYPHO-
bYHKUMOHANbHbIX XapaKTePUCTUK MHPOPMALIMOHHOM CUCTEMBI UM ee CerMeHTOB, obecneunsatoee
HaBA3bIBaHME Y HAPYLINUTENA NOXKHOTO NPEACTABAEHUS 06 NCTUHHbBIX MHGOPMALMOHHbIX TEXHOIOTUAX
n (Mnn) CTPYKTYPHO-PYHKUMOHANBHBIX XapaKTEPUCTUKAX MHGOPMALNOHHOMN CUCTEMDI.

BocnpowusseaeHue (BM3yannsauma) N0XHbIX U (MIK) CKpbITUE (MAacCKMPOBaHME) UCTUHHBIX OTAENbHbIX
MHPOPMAUMOHHBIX TEXHONOTMIA U (MAKM)  CTPYKTYPHO -  YHKUMOHANbHLIX  XapaKTepUCTUK
MHPOPMAUMOHHOM CUCTEMBI WM €€ CErMEHTOB AO0J/KHbl 6blTb HanpasleHbl Ha CHUXKEHUe
BO3MOXHOCTM YCMELWHOW peannsaummM Hapywwutenem yrposbl 6e3onacHocT  MHOpMaLMK
(KomnbloTEpPHOW aTaku) NyTem BBeAEHWA B 3ab/yKAEHWE HAPYLUMTENA OTHOCUTE/IbHO BO3MOMKHbIX
CNoco60B 1 CPeacTB KOMMbIOTEPHBIX aTak Ha MHPOPMALMOHHYIO CUCTEMY.

Mpu 3TOM BM3yanmn3aums NOKHbIX U (MIN) MAaCKMPOBaHME UCTUHHBIX OTAE/NbHbIX MHOOPMALMOHHbIX
TEXHONOTUI U (MAKU) CTPYKTYPHO-OYHKLMOHANBHBIX XapaKTEPUCTUK WMHPOPMALMOHHON CUCTEMbI
NO3BOIAIOT CHU3UTb MW UCKNOUUTL 3aTPaThbl HA BHEAPEHME CIOXKHbIX CPeACTB 3almTbl UHPOpMaLMK.

Tpe6oBaHua K ycuneHuto 3UC.28:

1) BM3yanusaumsa NoKHbIX HGOPMALMOHHBIX TEXHONOTUI U (UNK) CTPYKTYPHO-PYHKLMOHANbHbBIX
XapPaKTEPUCTUK OCYLLECTBAETCS B MPOU3BO/IbHOM MOPSZKE C MePUOAUYHOCTbIO, onpeaensemon
onepaTopom.

CopeprkaHue 6a3oBoii mepbl 3UC.28:

Mepa 3aluTbl Knacc 3almweHHOCTM MHGOPMaLMOHHOM CUCTEMBI

nHpopmaymm 4 3 | 2 1




31C.28

Ycunenne 3UC.28

31C.29 NEPEBOA, MHOOPMALIMOHHOW CUCTEMbl UNN EE YCTPOMCTB (KOMMOHEHTOB) B
3APAHEE OMPEAENEHHYIO KOHOUTYPALINIO, OBECNEYUBAIOLLYIO 3ALLNTY UHOOPMALINN, B
CNYYAE BO3HUMKHOBEHUA OTKA3OB (CBOEB) B CUCTEME 3ALWLUTbI WHPOPMALIUU
WH®OPMALMOHHOMN CUCTEMbI

Tpe6oBaHua K peanusauyum 3UC.29: B MHGOPMaLIMOHHOM CUCTEME AONMKEH OCYLLECTBAATLCA NepeBsos,
MHOOPMALMOHHON CUCTEMbI MAM ee YCTPOWCTB (KOMMOHEHTOB) B 3apaHee onpeaeneHHYH
KoHduUrypaumio, obecneymBaloLLyo 3almnTy MHpopmalmm, B clydae BO3SHUKHOBEHUN OTKa3oB (cboes)
B cMcTeMe 3aLlWmnTbl nHPopmMmaunm MHGOPMALMOHHOM CUCTEMDI.

MNepeBoa MHGOPMALMOHHON CUCTEMBI U ee YCTPOMCTB (KOMMNOHEHTOB) B 3apaHee onpeaesieHHYo
KOHOUrypaumio Ao/iKeH obecrneymBaTb 3aWwuTy MHGOPMaLMM NPU HACTynaeHUU (BOSHUKHOBEHWUMW)
OTKa3oB (c6oeB) B PYHKUMOHMPOBAHUN MHPOPMALMOHHOW CUCTEMbI UN €e CEerMeHTOB, KOTopble
MOTYT MPUBECTU K HapyLIeHUO KOHOUAEHLMANBbHOCTU, LLENOCTHOCTU WU (MAKM) AOCTYMHOCTM 3STOW
nHpopmaymu.

Onepatopom A0/KHbI BbiTb OnNpeaeneHbl TUMbl OTKa3oB (cboeB) B cucTeme 3aWwmTbl MHGOPMaLUK
MHPOPMALMOHHOM CUCTEMbI, KOTOPble MOTYT MPMBECTM K HAPYLEHUID KOHPUAEHLMANbHOCTH,
LLeNOCTHOCTM M (M) AOCTYMHOCTU 3TON MHPOPMALUK, U MPU HACTYNIEHUN (BOSHUKHOBEHMM) KOTOPbIX
AoNKeH obecneunBaTbcA NepeBos MHPOPMALMOHHOM CUCTEMbI UM €€ YCTPOWCTB (KOMMOHEHTOB) B
3apaHee onpeaeneHHy0 KOHOUrypaumio.

3apaHee onpegeneHHas KoHdurypauusa MHOOPMALMOHHOM CUCTEMbl [O/KHA  COAepKaTb
MHOOPMALUMIO O COCTOSHUM WHOOPMALMOHHOW CUCTEMbI M €e cucTeme 3awwmTbl MHOPMALUM
(cuctemHan mMHboOpMaLMA, NapameTpbl HACTPOEK MPOrPaMMHOro obecneyeHusn, BKAKOYas CPeacTB
3awWmTbl UHGOPMaLMKM), AOCTaTOYHOM ANsA nepesanycka MHGOPMALMOHHOW cucteMbl U obecnedyeHus
ee O¢YHKUMOHMPOBAHMA B LUTaTHOM PEXMME, NPU KOTOPOM TaKKe obecneymBaeTcAa 3awuTa
nHbopmaumu.

PesepBupoBaHMe TeXHUYECKUX CPeacTB, MNporpammHoro obecneyeHua, KaHaloB nepefayu
uHbopmauun, cpeacts  obecneveHns  GYHKUMOHMPOBAHUA  MHOOPMALMOHHON  cUCTEMDI
ocyuiectBaseTca B cootBeTcTeum ¢ OAT.2, pesepBHOE KONMPOBaHUE MHPOPMALIUK - B COOTBETCTBUM C
oAar.4.

KoHTponb 6e30TKasHOro ¢yHKUMOHUPOBAHUA TEXHUYECKUX CPeacTB MHPOPMALMOHHON CUCTEMDI
ocyuiectsnseTca B cootsetcTeum ¢ OAT.3.

ObecneyeHne BO3MOXKHOCTM BOCCTAHOBAEHMSA WMHOOPMAUMM C Pe3epBHbIX MALMHHbLIX HOCUTenew
MHOpPMauMKM  (pe3epBHbIX KOMUI) B TeYEHWEe YCTAHOB/NIEHHOTO BPEMEHHOrO WHTepBana
ocyuwiecrsnaerca B cootsetctamm ¢ OAT.5.

Tpe6oBaHua K ycunenuio 3UC.29:
He ycTaHoBAEHDI

CopeprkaHue 6a3oBoii mepbl 3UC.29:

Mepa 3almTbl Knacc 3almieHHOCTY MHPOPMALMOHHOM CUCTEMDbI
MHbOPMaLuu 4 3 2 1
31C.29

Ycunenne 3UC.29




31C.30 3ALLMTA MOBU/IbHBIX TEXHUYECKUX CPEA,CTB, MPUMEHAEMbIX B UHGOPMALIMOHHOM
CUCTEME

Tpe6oBaHua K peanusauum 3UC.30: OnepaTtopom A0MKHA OCYLLECTBAATLCA 3aLLMTA MPUMEHSAEMbIX B
MHPOPMALNOHHON CUCTEME MOBUIBbHBIX TEXHUYECKUX CPEACTB.

K MOBUNbHbIM TEXHUYECKMM CpeacTBaM OTHOCATCS CbeMHble MallMHHble HocuTenn uHdopmMaumnm
(bnsw-HakonuUTENN, BHELIHME HAKOMUTENM Ha KECTKUX [AMCKAaX U UHble HOCUTENM), a TaKxKe
NMOPTAaTMBHbIE BbIYMUC/IUTE/IbHbIE YCTPOMCTBA M YCTPOMCTBA CBSA3M C BO3MOXKHOCTbIO 06paboTKu
nHbopmauum (Hanpumep, HOYTOYKKU, HETBYKK, NAaHLLETbl, COTOBble TenedoHbl, LMPpPOoBble Kamepbl,
3BYKO3anucbiBaloLMe YCTPOICTBA U UHble CpeacTBa).

3awmTta MOBUABbHbIX TEXHUYECKUX cpeAacTB BKKOYaET:

e Peanusaumio B 3aBUCMMOCTU OT MOBMIBLHOIO TEXHWMYECKOro cpeacTBa (TMna MobuabHOro
TEXHWUYECKOro cpeacTBa) mep No naeHTMdUKaunm n ayteHTMdmnKaumnm B cootsetctenm c MAD®.1
n UAD.5, ynpasneHunto pgoctynom B cootsBetcteun ¢ YNA.2, yna.5 Yna.13 v YNAa.1s,
OrpaHNYeHMIo NporpammHon cpeabl B cootTseTcTamm ¢ OMNC.3, 3aWwmTe MallMHHbIX HOCUTenekn
uHpopmauum B cootsetrcteum ¢ 3HW.1, 3HW.2, 3HW.4, 3HWN.8, peructpaumum cobbiTui
6esonacHocTn B cootseTcTBum ¢ PCB.1, PCB.2, PCb6.3 n PCB.5, aHTMBMpPYCHOM 3awmTte B
cootBeTcTBUM ¢ AB3.1 1 AB3.2, KOHTPOAIO (aHaNM3y) 3aLMLLEHHOCTU B cooTBeTCcTBMM ¢ AH3.1,
AH3.2 1 AH3.3, obecneyeHuto LEeNOCTHOCTM B cooTBeTCTBMM ¢ OLJT.1.

e ouuCTKY (yaaneHue) nupopmaumm B MOBUNBHOM TEXHUUYECKOM CPe/iCTBE NOC/e 3aBeplueHus
ceaHca yAaneHHoro AocCTyna K 3alullaemoir MHPopMaUMM WAM NPUHATUE UHLIX Mep,
WCKIOYAIOLWNX HECaHKLMOHMPOBaHHbIM AOCTYN K XpaHUMOM 3allmLIaemMmoin MHpopmaunu;

®  YHUYTOXEHUE CbEMHbLIX MALWUNHHbIX HocuTenemn MH(I)OpMaLI,MM, KOTOpble He noanexat
O4YUnCTKE,;

e BblGbOpPOYHbIE MPOBEPKM MOBUJIBbHBIX TEXHUYECKUX CPeAcTB (Ha npeameT WX Hanuuus) u
XpaHAWenca Ha HUX MHbOPMauuKn (Hanpumep, Ha NpeameT OTCYTCTBUA WHbOPMaUUK, He
COOTBETCTBYIOLLEN MaPKUPOBKE HOCUTENA MHPOPMaLIMN);

® 3anpeT BO3MOXHOCTM aBTOMATUYECKOro 3anycka (6e3 KomaHAbl Nonb30BaTens) B
MHPOPMALMOHHON cUCTeMe MporpammHoro obecneyeHMA Ha MOOWBHbBIX TEXHUYECKMX
CpeACTBax.

Mpasuna w npouesypbl 3aWUTbl MOBUAbHBLIX TEXHWYECKUX CPeACTB pPernaMeHTUpyroTca B
OpraHM3aLMOHHO-PacNopPAAUTENbHbIX AOKYMEHTaX onepaTopa Mo 3awmre nHpopmaumnm.

TpeboBaHua K ycunenuio 3UC.30:

1) onepaTopom A0NKHbI NPUMEHATLCA CPEACTBA OrpaHMYEHUA AOCTyNa K MHGOPMaLMM Ha CbEMHbIX
MaLUMHHbIX HOCUTENAX MHGOPMALMKM C UCMO/Ib30BAHUEM CNELMNATU3UPOBAHHDBIX CbEMHbIX MALUMHHbIX
HocuTenen WMHGOPMaUUM M CPEeACTB KOHTPOAS CbeMHbIX MALWHHbIX HOcuTenen uHbopmauum ¢
yyetom 3HWN.4;

2) onepatopom [o0MKHA obecneumBaTbC OYMCTKa (yAaneHue) uHbopmauum B MOBUALHOM
TEXHUYECKOM CPeACTBe:

a) Npv NpeBbIlWEHNN AOMYCTUMOrO YMCa HeyCrellHbIX NOMbITOK BXo4a B MHPOPMaLMOHHYIO
cMcTeMy No4 KOHKPETHOW Yy4eTHOW 3anucblo (Aoctyna K WMHPOPMaUMOHHON cucTeme),
OCYLLECTBAAEMbIX C MOBUBHOIO YCTPOMCTBA;

6) Np1 NpesbIEHMM AONYCTUMOrO UHTEPBAa BPEMEHM C HaYala OCYLLECTBAEHMA MONbITOK
BX04a B MHGOPMALMOHHYIO CUCTEMY NOA KOHKPETHOW YYeTHOM 3anmncbio, OCYLLECTBAAEMbIX C
MOBMNBLHOrO YCTPOIACTBA;

3) onepaTtopom AO0/IXKHO obecneumBaTbCa npumMmeHeHne TexHn4eCKmnx cpeacts 3alnTbl NEPUMETPA
YPOBHA y3/1a, YCTaHaB/INBaeMbIX Ha MOPTATUBHbIE BbIYUCNNUTENIbHbIE yCTpOVICTBa;



4) onepaTopom A0/MKHO obecneymBaTbca UCNONb30BaHWE paguomMmeToK (RFID- MeTOK) ans KoHTpoAns
BHOCA MU BbIHOCa MOBW/IbHBIX TEXHWYECKUX YCTPOWCTB M3 MOMELLEHMA U (MAKN) KOHTPOUpPYeMOoW
30Hbl B Le/IoMm;

5) onepatopom obecneumBaetca WKPPOBAHME XPAHUMOWN HA HOCUTENE MOOUABHOrO TEXHUYECKOrO
cpeactBa MHGOPMaLUUK C MPUMEHEHMEM KpunTorpadmMyecknx MeToaoB 3alWuTbl MHPopmauum B
COOTBETCTBMM C 3aKoHOA4ATeNbCTBOM Poccuitickon ®epepauymn.

CopeprkaHue 6a3oBoii mepbl 3UC.30:

Mepa 3awmnTbl Knacc 3awmueHHoCcTM MHGOPMaLMOHHOM CUCTEMBI
nHbopmaumm 4 3 2 1
3M1C.30 + + +

Ycunenne 3UC.30




MpunoxeHue N2 1 K Mepam 3awmtbl MHPOPMaLMKM B FOCYAaPCTBEHHbIX
MHPOPMaALUOHHBbIX cucTemax. TepMUHbI U onpeaeneHns, npuMmeHaemble aNnA
Leneun HacToALWEero MeToaUYecKoro 0KYMeHTa

AOMUHUCTPATOP [cMCTeMHbIN, 6e30nacHoCTU]: noJsib3oBaTesb, YMNOJIHOMOYEHHbIA BbINOAHATb
HeKoTopble AencTBUA  (MMelLWnit  NOoMHOMOYMA) MO  aAMWHUCTPUPOBAHUIO  (YNpaB/eHuIo)
MHPOPMALMOHHON CUCTEMbI (aAMUHUCTPATOP CUCTEMHbIN) U (MN1M) ee cucTeMbl 3aLLMTbl MHPOPMaLLMK
(aammHMcTpaTOop He30NacHOCTN) B COOTBETCTBUM C YCTAaHOB/IEHHOW POJIbIO.

AHanu3 ysa3BMMOCTEN: MeponpuATMA MO BbIABAEHWUIO, UAEHTUPUKALUM U OLLEHKE YA3BUMOCTEN
WHOOPMAUMOHHOM CUCTEMbI B WHTEpPecax onpeaefeHna BO3MOXKHOCTM peannsaumm  yrpos
6e30nacHOCTM MHbOPMaumm 1 cnocobos NpeaoTBpaLLeHUA ywepba.

AyTeHTUPMKALMOHHAA nHopmaumna [MHdopmauus ayTeHTUdUKauuum]: nHpopmauus,
ucnonblyemana AAA  YCTAHOBAEHUA MNOAJMHHOCTM  (BepudumKaumm) cybbekTa JocTyna B
MHPOPMALMOHHOM cucTEME.

AyTeHTUPUKaLuMA: NpoBepKa MPUHALNEKHOCTM CyObeKTy [ocCTyna npegbaBNEHHOTo UM
ngeHTndrKaTopa (NoaTBEPKAEHUE NOAMHHOCTU cybbeKTa 4oCTyna B UHPOPMALMOHHOM cucTeme).

ba3oBbiii Habop mep 3aWmUTbl MHPOPMALMUU: MUHMMABHBLIM Habop Mep 3awWmMTbl MHPOpPMaLUK,
YCTaHOB/IEHHbIN A1 COOTBETCTBYIOLLErO KNacca 3alUMLLLEHHOCTY MHPOPMALMOHHOM CUCTEMDI.

BupTyanusaumsa: TexHonorms npeobpasoBaHne d¢opmaTta WMAM NapamMeTpoB MNPOrPaMMHbIX WUAK
CeTeBbIX 3aMPOCOB K KOMMbIOTEPHLIM Pecypcam C Lienbto obecnevyeHns He3aBUCMMOCTU MPOLLECCOB
06paboTKM MHOPMaLMM OT MPOrPAaMMHOIN MK annapaTHOM NAaTGopPMbl UHGOPMALLMOHHOM CUCTEMDI.

BupTyanbHas MalIMHA: BbIUMCAUTENIbHAA CUCTEMA, 3MY/JMPyemMas C MOMOLLbIO TEXHOMOTUU
BUPTYa/NM3aumM, B KOTOPOM YCTaHOB/EHA rocTeBas ornepaLMoHHas cuctema M obecrneumsaeTcs
BbINOJIHEHWE MPUKNALHOIO NPOrpamMmmMHOro obecrneveHms.

BHewHAAa wuHPOpMaUUOHHAA cucTemMa: WHPOPMALMOHHAA CcUCTeMa, B3aMMOAEWUCTBYIOWAA C
MHPOPMALUMOHHOM CUCTEMOIN onepatopa W3-3a MNpPeaenoB rpaHul, UHPOPMALMOHHOM CUCTEMDI
oneparopa.

BHewHAA MHPOPMALMOHHO-TE/IEKOMMYHUKALMOHHAA ceTb: MHGOPMALMNOHHO-
Te/IEKOMMYHMKALMOHHAA CeTb, B3aMMOAeNCcTBYoWas ¢ MHGOPMaLMOHHON CMCTEMOIM onepaTopa U3-
3a npeAenos rpaHuny, UHGOPMaLLMOHHOM CUCTEMbI onepaTopa.

BpemeHHblii daiin: daitn, cosgaBaembli ONepauLMOHHON CUCTEMOW WM UHBIM MPOrPaMMHbIM
obecneyeHnem s COXPaHEHMA NMPOMEKYTOUHbIX Pe3ybTaToB B Npouecce GyHKLMOHMPOBAHNA UK
nepesayn AaHHbIX 4PYromy NporpaMmHoOMy obecrneyeHumo.

Mnepsusop: nporpamma (nporpammHoe obecnedyeHue), co3gatowan cpesy ¢GYHKULMOHMPOBAHMA
ApYyrvx nporpamm (B TOM 4ucie ApyrMx rMNepBu3OpOoB) 3a CYET MMMTALMM annapaTHbIX CPeacTs
BbIYUCAUTENBHON TEXHUKM, YMNpPaBAeHWUA OAaHHbIMU CPEACTBAMM WM FOCTEBLIMM OMEPALMOHHbIMU
cuctemamm, QYHKLMOHUPYIOLWMMM B @aHHOM cpeae.

FocteBaA onepauMoOHHaA cucTema: OnepauMoHHaA CUCTemMa, YCTAHOBJIEHHAaA Ha BMpTyaﬂbHOVI
MallnHe.

OemnnntaprsoBaHHaA 30HA: 3KPaHNPOBAHHbIN CErMEHT MHPOPMALMOHHOM CUCTEMBI, Pa3MELLLEHHbIN
Ha ee BHEWHEeN rpaHuLe W BbINOJAHAWMUA GYHKUMN «HEUTPaNbHOM 30HbI» (6ydepHOM 30HbI
6e30MacHOCTM) MeKay 3aluliaemoit MHPOPMAUMOHHOWM CUCTEMOM onepatopa W BHeLlHel
MHGOPMALNOHHOW CUCTEMOM NN MHPOPMALLMOHHO-TENIEKOMMYHWUKALNMOHHOM CETbIO.

[oBepeHHas 3arpysKa: 3arpyska OnepauMoHHOM CUCTEMbI CPeACTBA BbIYUCAUTENbHON TEXHUKMU C
3apaHee onpeaesieHHbIX MOCTOAHHbIX MALUMHHLIX HOcUTenei npu o6A3aTeNbHOM YChewHoMm
NPOXOXKAEHUN Mpouesyp MNPOBEPKM LUENOCTHOCTM MNPOrpaMMHOM WM annapaTHoW cpeabl W
naeHtTnduKauum n ayteHTUdUKaumm.



[oBepeHHbIA KaHan: MexaHW3m B3aMMOAEWUCTBUA MeXKay cpeacTBamu 3awmTbl MHGOPMALMOHHOM
CUCTEMbl UAM  MeXAay CPeAcTBOM 3awmTbl MHPOpMaUMM UM NporpamMmHbiM  obecnedyeHnem
MHPOPMaLMOHHOMN CUCTEMDI.

[loBepeHHbIA MapLpyT: MeXxaHM3M B3aMMOLEWNCTBMA MeXAy CyObeKToM [ocTyna UM cpencTBOm
3awWwmTbl MHPopMaLmm MHPOPMALMOHHON CUCTEMBI.

[octynHocTb uHpopmauum: ceonctso 6esonacHOCTV MHOPMaLMK, NPU KOTOPOM Cy6bEKTbI A0CTyna,
MMeloLLMe nNpasa A0CTyna, MoryT 6ecnpenaTcTBEHHO MX Peasi3oBaTh.

3alMLeHHble IMHUKM CBA3U: JIMHUM (KaHanbl) CBA3M, Npu nepegadve MHOGOPMaUMM MO KOTOPbIM
obecneunBaeTcs Tpebyembli YypoBEHb ee 3alULEHHOCTU (KOHOMAEHUMANbHOCTb, LENOCTHOCTb U
(nnun) poctynHocTb MHGOPMaLUm).

NpaeHTUdUKaTOp: NpeactasneHne (CTPOKa CUMBONOB), OAHO3HAUYHO MAEHTUdULMpPYOLLEe CYObEKT U
(nnun) 06bEKT goCTyNa B UHPOPMALLMOHHOWN CUCTEME.

NaeHTuduKauma: npucBoeHne cybbekTam [ocCTyna, obbekTam gocTyna uaeHTMOUKATopoB
(YHMKanbHbIX UMEH) 1 (MN11) cpaBHEHME NPeAbABNEHHOTO NAEHTUPUKATOPA C MepeyHem NPUCBOEHHbIX
naeHTMGUKaTopoB.

MHbOpMaUMOHHAA cUCTEMA: COBOKYMHOCTb cogepiKawenca B 6asax AaHHbIX MHOOpmauMu U
obecneumBatowmx ee 06paboTKy MHGOPMALMOHHbBIX TEXHOIOTUI U TEXHUYECKUX CPEACTB.

MHuMAeHT: HenpenBUAEHHOE WAM HexenatenbHoe cobbiTwe (rpynna cobbiTwii) 6esonacHocTy,
KOTOpOe NprBeno (MoryT NPUBECTM) K HapyWweHUo GYHKLMOHUPOBAHMUA MHOOPMALLMOHHON CUCTEMDbI
MW BO3HMKHOBEHUIO yrpo3 6esonacHocT WMHOPMaUMM (HapyWEHUIO KOHPUAEHLMANbHOCTH,
LLeNOCTHOCTM, AOCTYNHOCTH).

KomnoHeHT nporpammHoro o6ecneyeHmnA: COCTaBHasA 4acTb (MPOrpammHbIi MOAY/b) NPOrPaMmMHOro
obecneyeHun, BbINOAHAIOWAA onpegeneHHyo GpyHKUMIO.

KomnoHeHT WHPOPMALUOHHOM cUCTeMbl: 4YacTb WHOOPMALMOHHOW CUCTEMbI, BK/KOYaOLLAA
HEKOTOPYIO COBOKYMHOCTb WHPpopmauum K obecneymBalolmx ee 06paboTKy OTAENbHbIX
MHGOPMALMNOHHBIX TEXHOMOTMIN N TEXHUYECKUX CPEACTB.

KoHTponupyemas 30Ha: NpOCTPaHCTBO (TeppuTopua, 34aHNE, YacTb 34aHUA), B KOTOPOM UCKNHOYEHO
HEKOHTpOo/IMpyemoe npebbiBaHMeE L, @ TAKXKE TPAHCMOPTHbIX, TEXHUHYECKMX UAN UHbIX CPEACTB.

KoHdumpeHumanbHocTb MHPOpMaLmuKn: cBOMNCTBO He30nacHOCTU MHPOPMaLMK, NPU KOTOPOM AOCTYN K
Heln OCyLLecTBAAT TO/IbKO CYOBbEeKTbl 40CTYMNa, UMEtoLWMe Ha Hero Npaso.

JloKanbHbIX pocCTyn: [0CTyn CyObeKToB AOCTyna K OObeKkTam [0CTyna, OCYLLeCTBAAEMbIN
HenocpeacTBEHHO Yepes nogxatoyeHue (JocTyn) K KOMMOHEHTY MHGOPMALMOHHOM CUCTEMbI UAU
yepes JIOKa/IbHYI0 BbIYUCINTESIbHYIO ceTb (6es MCMNO/Ib30BaHUA
MHPOPMaLNOHHO-TENEKOMMYHUKALIMOHHOM ceTn).

MHorodaKTopHasa ayTeHTUPUKaLMA: ayTeHTUUKALMA C UCNONb30BaHMEM ABYX (ABYxdaKTopHan) uau
60/1ee pasMYHbIX paKTOPOB ayTEHTUDMKALUN.

Mo6unbHbIA KOA: HecaMoCToATeIbHOE NporpaMmmHoe obecrnedeHre UaM KOMNOHEHT NPOrpaMmmHOro
obecneyeHna (CKPMNTbl, MaKpPOCbl, MHble KOMMOHEHTbI) MOAyYaemble M3 MeCT pPacnpocTpaHeHus
MO6MNbHOrO KoAa, nepeAaBaemMble MO CETU U BbIMOJHAEMblE HAa KOMMOHEHTaX MHGOPMALMOHHOM
cuctembl (B mecTax MCnoib3oBaHMA MobBWAbHOrO Koga) 6e3 npeaBapuTeNbHOM  YCTaHOBKM
(MHCTAaNNAUMM) NoNb30BaTENEM ANA PACLUMPEHMA BO3MOMKHOCTEN CUCTEMHOrO U (MAKM) NPUKAAZHOTO
nporpammHoro obecnevyeHus.

HenpuBunerMpoBaHHaA yyeTHaA 3anucb: y4eTHan 3anncb Noab3oBaTeNa (Npouecca, BbINOAHAEMOro
OT ero MMeHu) MHPOPMALMOHHOM CUCTEMBI.

O6beKkT Aoctyna: eavHMua WHPOPMALMOHHOTO pecypca MHOOPMaLMOHHON cucTembl (dain,
TEXHUYECKOE CPeAaCTBO, Y3e/ CeTU, IMHUA (KaHan) cBA3n, MOBWUIbHOE YCTPOCTBO, NPOrPamMmma, TOM,



KaTtanor, 3anncb, none 3anucei n uHble O6'beKTbI), A0CTyn K KOTOpOﬁ pernameHTnpyeTca npasniamm
pa3rpaHnyeHnAa 4octyna n no OTHOWEHUIO K KOTOpOVI Cy6'beKTbI A0CTyna BbINONTHAKOT onepalun.

OnepaTtop UHPOPMALMOHHOW CUCTEMbI: TPaXAaHWUH WUAW lOpUAMYECcKOoe ANLO, OCyLLecTBAsoLWme
OeATeNbHOCTb MO  3KcnayatauuMM MHOGOPMALMOHHOM CUCTeMbl, B TOM uucne no obpaboTke
nHpopmauum, cogepKalleiica B ee 6asax AaHHbIX.

OTKa3 B 06CAyXMBAHUK: NPENATCTBUE CAHKLMOHMPOBAHHOMY AOCTYNY K pecypcam MHGOPMaLMOHHOM
CUCTEMBI UNM 3aZePrKKa onepaumii U GyHKUNIT MHGOPMALLMOHHOM CUCTEMBI.

NepumeTp MHPOPMaALMOHHOMK cucTembl: U3MYecKan 1 (MM) Normyeckasn rpaHuLa MHPOPMALMOHHOM
cuctemsbl (cermeHTa MHGOPMALMOHHOM CUCTEMBI), B Mpeaenax KoTopoi onepatopom obecneunsaeTcs
3awmTa MHPopmaLmm B COOTBETCTBMM C 4MHBIMU NPaBUAaMM U NpoLeaypamMu, a TaKKe KOHTPO/Ib 33
peann3oBaHHbIMW MepPaMM 3aLWMTbl UHGOPMALUK.

MNonb3oBatenb: /MLO, KOTOPOMY paspelleHO BbINOJHATb HeKoTopble Aeicteua (onepaumu) no
obpaboTke uHPopmaumMm B WHOOPMAUMOHHOM CUCTEME WAM MUCMO/Mb3YIOLLEEe pe3ynbTaTbl ee
YHKLMOHUPOBaHMA.

MoTeHuMan HapywwuTena: mepa YCUAWIA, 3aTpauyMBaeMbiX HapywuTenem npu peannsaumm yrpos
6e3onacHoCTM MHGOPMaLMK B MHGOPMALIMOHHOM cuUcTeMe.

MpusunernpoBaHHaa Yy4vyeTHasa 3anuUCb: Yy4yeTHaA 3anucb aaMMHMUCTPATOpA MHd)OpMaLI,MOHHOﬁ
cncremol.

MporpammHan cpepa: COBOKYMHOCTb nporpammHoro O6ECI'IE‘-I€HMFI, ncnonblyemoro B
MHd)OpMaLLMOHHOVI cncreme gnAa peweHunA O,EI,HOVI NN HECKOJIbKUX 3a4au.

Ponb: npeponpeneneHHaa COBOKYNHOCTb NPaBwW/, YCTaHABAMBAOLWMX AONYCTUMOeE B3aMMOAEV1CTBMe
meXxay nonb3oBartesiem U MH(I)OpMaLLMOHHOVI CUCTEMOWN.

CermeHT MHPOPMALMOHHOWU CUCTEMbBI: COBOKYMHOCTb HECKO/IbKMX KOMNOHEHTOB MHGOPMALMOHHOM
CUCTEMDbI, UCMONb3YHOLLMX 0bLLYIO (B TOM UMcae pasgensaemyto) cpeay nepesaym u o6beauHeHHbIX AN
eMHCTBa pelleHnA GYHKLMOHANbHbIX 3aau.

CobbiTe 6e3onacHocTM (MHPOPMALMOHHOIM): MAEHTUPUUMPOBAHHOE BO3HWKHOBEHWE COCTOAHUA
MHPOPMaLMOHHON CUCTEMbI (CErMEHTa, KOMMOHEHTa MHGOPMALMOHHOM CUCTEMbI), CEpBMUCA UK CETH,
YKasblBaloLee Ha BO3MOMKHOE HapylleHne 6e3onacHoct MHbopmauumn, namn cbon cpeacTs 3aLumThbI
MHbOPMALNK, NN PaHEE HEU3BECTHYIO CUTYaLMIO, KOTOPAA MOKET BbITb 3HaUMMOM ansa 6esonacHocTH
MHbopMauuu.

Cy6beKT aocTyna: no/sb30BaTteslb, NPOLECC, BbINOMHAOWME onepaummn (4eicTeuns) Hag obbeKkTamu
AO0CTYNa 1 AeNCTBUA KOTOPbIX PErIaMeHTUPYIOTCA NpaBuaaMu pasrpaHUYeHns 4ocTyna.

TexHUYecKoe CPeACTBO: annapaTtHOe WAW MPOorpaMmMHO-anmnapaTHoe YCTPOWCTBO, OCYyLLEecTBAAOLLee
dopmmpoBaHme, 06paboTKy, Nnepegady Man NpUem MHPopmMaLmn B MUHGOPMALIMOHHOM CUCTEME.

TexHonorMmM mobuAbLHOrO KoAa: peasn3oBaHHbIe B NPOrpaMmMHOM obecrneyeHmm NpoLeccbl Co34aHusa
N UCNO/Ib30BaHUA MOBUNBHOTO KoAda (B 4acTHOCTM TexHoNormu Java, JavaScript, ActiveX, VBScript).

YpaneHHbI A0CTYN: Npouecc NosiydeHMs [O0CTyna (Yepes BHELWHIOW CeTb) K 06beKTam A0cCTyna
MHPOPMALMOHHON CUCTEMbI M3 APYron MHOOPMALMOHHOM cucTembl (ceTn) maM co cpeactsa
BbIYMCAUTENIBHOW TEXHUKU, HE ABNAIOWLErocs MNOCTOSHHO (HenocpeaCcTBEHHO) COEAUHEHHbIM
dU3NYECKM UM NOTUYECKN C UHPOPMALMOHHOM CUCTEMOM, K KOTOPOM OH NoJIly4yaeT AOCTyn.

YnpasneHue A0CTYNOM: OrpaHUYeHMe U KOHTPO/Ib J0CTyNa Cyﬁ'bEKTOB AO0CTyna K obbekTam AO0CTyna
B MHd)OpMaLLMOHHOVI cncreme B COOTBETCTBMM C YCTAHOBJIEHHbIMU NpaBU/laMW pPa3rpaHNYeHUA

aoctyna.

YCTPOWCTBO: KOHCTPYKTMBHO 3aKOHYEHHbIV TEXHUYECKUI 3/eMEHT, UMelWwmin onpeaesieHHoe
dYHKLMOHabHOE HazHaYeHne B MHGOPMALLMOHHOM cucTeme.



YA3BUMOCTb «HYJIEBOTO AHA»: YA3BMMOCTb, KOTOPAs CTaHOBWUTCA M3BECTHOM 40 MOMEHTa BbIMycCKa
pa3paboTynKom NporpaMmmHoro obecneyeHns MHGOPMaLMOHHOM CUCTEMbI Mep 3aLLMTbl UHGOpMaLMK
Nno ee yCTPaHEeHWIO, UCNpPaBAEHMUI OWMBOK MM COOTBETCTBYHOLLMX OBHOBAEHUN.

YasBumoctb MHPOPMaLMOHHOM CUCTEMbI: HedoCTaTOK (cnabocTb) MHPOPMALMOHHON CUCTEMBI,
KOTOpbIN (KOTOpas) co3gaeT NOTeHUMA bHbIE UKW PeasbHO CYLLECTBYIOLLME YCIOBUS A8 peasm3aumm
WKW NPOABAEHMA Yrpo3 6e30NacHOCTU MHPOPMaLLUN.

XocroBas onepauMOHHas cUCTema: OnepaLMOHHas CUcTeMa, B cpefe KOTOPON (YHKUMOHMpPYET
rmnepsusop.

LlenoctHocTb MHPOpMaLUK: CBONCTBO 6e30MacHOCTM MHDOPMALLMK, MPU KOTOPOM OTCYTCTBYET Jitoboe
ee u3meHeHne NMbo nsmeHeHue cybbekTamMmn AOCTYNa, MUMEOLWUMU Ha Hero npaso.



MpunoxeHune N2 2 K Mepam 3aWmnTbl UHGOPMaLUKN B rOCYAaPCTBEHHDbIX
MHPOPMALMOHHDbIX CUCTEMAX.

YcnosHoe
obo3Have-
HUe n
HoMep
Mepbl

Mepbl 3aWmTbl UHGOPMaLMK B
MHPOPMALMOHHbBIX CUCTEMAX

Knacchbl 3aWmueHHoCcTn

MHPOPMALMOHHOM CUCTEMBI

3

2

I. UoeHTUdMKauMA 1 ayTeHTUdMKauma cybbekTOB A0CTyNa U 06bEKTOB

pocryna (MA®)

NA®.1

NoeHTudunKauma n
ayTeHTMdUKaLMA Nnonb3oBaTenen,
ABAAoWMxca paboTHMKaMum
onepartopa

+

+

+
13, 23,
3

+
13, 23,
3,4

NAD.2

NaeHTUdUKaumna n aytTeHTudMKaums
YCTPOICTB, B TOM Uncne
CTaLLMOHAPHbBIX, MOOBUABHbIX U
NoOPTATUBHbIX

NA®.3

YnpasneHue
naeHTMPUKaTopamm, B TOM Ymcne
co3faHue, NpUCBOEHNE,
YHUUTOXKEHME MAEHTUDUKATOPOB

13, 2a

13, 2a

16, 26

NAD.4

YnpasneHue cpeactsamm
ayTeHTMdUKaLMK, B TOM Yncne
XpaHeHue BblAaya, UHULUMANNU3AUMA,
6/10KMpOBaHME CPeacTB
ayTeHTUUKALUN N NPUHATUE Mep B
cny4yae yTpaThbl U (Mnu)
KOMMpPOMEeTaLUum cpeacTs
ayTeHTMdUKaumum

1a

16

1r

NAD.5

3awmTa obpaTHOM CBA3M NpU BBOAE
ayTeHTUPUKALUNMOHHOMN nHPopmaLmu

NAD.6

NaeHTUdPUKaumna n aytTeHTUdMKaums
NoJib30BaTe/IEN, HE ABNAIOLLMXCA
paboTHMKaMu onepaTopa (BHELWHMX
nonb3osartenei)

NAD.7

NpoeHTndukauma n ayteHTMdMKaLmA
06bekTOB haltNoBOM CUCTEMDI,
3anycKaemMblX U UCMOJIHAEMbIX
moaynen, o6bEKTOB CUCTEM
ynpasneHua 6asamu AaHHbIX,
06bEeKTOB, CO34aBaeMbIX
NPUKAAAHbIM U CNeLMnabHbIM
nporpammHbiM obecrneyeHnem,
MHbIX 06BEKTOB JOCTYNA

Il. YnpaBneHue goctynom cybbekToB AoCTyna K o6bekTam goctyna (YNA4)




yna.1

YnpaBneHue (3aBeaeHue,
aKTMBaums, 6J10KMpOBaHME U
YHUUTOMKEHME) YYETHbIMM 3aMUCAMMU
nonb3oBaTtesnei, B TOM yncne
BHELIHMX Nosb3oBaTenem

1,2

1,2,
3a

1,2,36

yna.2

Peanusauusa Heob6xoaMMbIX
MeToA0B (ANCKPELMOHHbIN,
MaHAATHbIN, PONEBOI AN UHOM
meToA), TunoB (4TeHune, 3anunco,
BbIMOJIHEHNE UAN UHOW TUN) U
npasua pasrpaHUYeHns Aoctyna

1,2,3

1,2,3

1,23,

yna.3

Ynpasnenue (punbtpaums,
MapLpyTM3auma, KOHTPOIb
COeAMHEHMN, OAHOHaNpPaB/eHHan
nepesava v MHble cnocobbl
ynpaB/ieHnsa) UHGOPMaLIMOHHbIMM
NOTOKAMM MeKAY YCTPONCTBAMM,
cermeHTamum MHGOPMaALUOHHOM
CUCTEMbI, A TaKXKe Mexay
MHOOPMALNOHHBIMU CUCTEMAMMU

yna.4

PaspeneHue ob6s3aHHOCTEMN
nonHomouuii (ponei),
AAMWHUCTPATOPOB U KL,
obecneynBaroLLmX
bYHKUMOHMpPOBaHMeE
MHPOPMaLMOHHOM CUCTEMBI

yna.s

HasHayeHne MUHMMANbHO
HeobxoaMMbIX NPaB 1 NPUBUAETNIA
nosib30BaTeNAM, a4MUHUCTPATOPaM
M Muam, obecneynBsaomm
bYyHKUMOHMpPOBaHMe
MHPOPMaLMOHHOM CUCTEMBI

yna.e

OrpaHuuyeHue HeycnewHbIX
NOMbITOK BXO4A B
MHGOPMALMOHHYIO CUCTEMY
(mocTyna K MHGOpMaLMOHHOM
cucteme)

yna.7

MpeaynpexxaeHne nosab3osBaTens
npu ero Bxoae B MHPOPMaLMOHHYIO
CUCTEMY O TOM, YTO B
MHPOPMaALMOHHOM cUCTEME
peann3oBaHbl Mepbl 3aLLUTBI
MHbOPMaLUK, N O HEOHXOAMMOCTHU
co6N104EeHUA UM YCTAHOBNEHHbIX




onepaTtopom npaBua 06paboTku
nHpopmaumnn

yNna.8

OnoselyeHMe NoAb30BATENA NOC/E
ycrnewHoro Bxoaa B
MHPOPMALMOHHYIO CUCTEMY O €50
npeabiayuem sxone B
MHPOPMALMNOHHYIO CUCTEMY

yna.o

OrpaHuyeHue ymucna
napannenbHblX CEaHCOB A0CTYNa
ON5 KaXK40M y4eTHOM 3anmncu
nonb3osatens MHGOPMaLMOHHOM
CUCTEMDI

13,3

yna.1o

BiioKMpoBaHUe ceaHca

[0CTYyNa B UHGOPMALMOHHYIO
CUCTEeMy Nocae YCTaHOBAEHHOTO
BpemeHu 6e3geicTeus
(HeakTMBHOCTM) Nosb30BaTENS UK
no ero 3anpocy

13,2

16, 2

yna.11

Pa3speweHue (3anpeT) aencreuni
noJsib3oBaTesiel, paspeLleHHbIX 40
NMAEHTUOMKALMKN U ayTEHTUPUKALUN

yna.12

MoanepxKa U coxpaHeHue
aTpmnbyToB 6e3onacHOCTU (MeToK
6€30nNacHOCTH), CBA3AHHbIX C
nHpopmaumein B npouecce ee
XpaHeHnsa n 06paboTku

yng.13

Peanusauma 3alWmWeHHOro
yAaneHHoro Aoctyna cybbeKktos
[OCTyna K 06beKkTam AocTyna Yepes
BHELHNEe MHGOPMALLMOHHO-
TENIeKOMMYHUKaLMOHHbIE CETU

2,3

2,3,5

1,2,3,

yna.14

PernameHTauma n KOHTPOb
MCMNONb30BaHUA B
MHOOPMALIMOHHON cucTeme
TexHos0rnm 6ecnposogHoro
gocrtyna

1,3

1I 3' 4'

yna.15

PernameHTauma n KOHTPOb
MCMNO/b30BaHMA B
MHPOPMALMOHHOM cUCTEME
MOBUNbHBIX TEXHUYECKUX CPeCcTB

1,2

1,2

yNna.16

Ynpasnenue
B3aMMOAENCTBMEM C
MHOOPMALMOHHBIMU CUCTEMAMMU

1a

1a, 16

1a, 16

1a, 16




CTOPOHHUX OpraHn3aumii (BHewWwHue
MHPOPMALMOHHbIE CUCTEMDbI)

yna.17

ObecneyeHne aoBEepPEHHOM
3arpysku cpecTs BblYUCAUTENbHON
TEXHUKU

[Il. OrpaHuyeHne NporpaMmHON cpeabl

(one)

onc.i

YnpaBneHue 3anyckom
(obpalleHnammM) KOMNOHEHTOB
nporpaMmmHoro obecrneyeHus, B TOM
yucne onpegeneHne 3anyckaemblix
KOMMOHEHTOB, HAaCTPOMKaA
napameTpoB 3aMnycka KOMMNOHEHTOB,
KOHTPO/Ib 32 3aMyCKOM
KOMMOHEHTOB NPOrPaMMHOro
obecneyeHus

1,23

onc.2

YnpaB/ieHWe yCTaHOBKOW
(MHCTAaNNAUMER) KOMNOHEHTOB
nporpammHoro obecneyeHus, B TOm
yucie onpegesneHue

KOMMOHEHTOB, NOA/EeXKaLUNX
yCTaHOBKe, HacTpOWiKa napameTpoB
YCTaHOBKM KOMMOHEHTOB, KOHTPO/1b
3a YCTAHOBKOWM KOMMOHEHTOB
nporpammHoro obecneyeHus

onc.3

YcTaHoBKa (MHCTanNAUMA) TONbKO
pa3peLleHHOro K NCno/ib30BaHUIO
nporpammHoro obecneyeHuns u
(nnn) ero KOMnNoHeHTOB

onc.4

YnpaBneHue BpeMeHHbIMM
dainamu, B TOM Yncne 3anper,
paspelleHune, nepeHanpasaeHne
3anuncu, yaaneHne BpeMeHHbIX
daiinos

IV. 3awmTa MalnHHbIX HOocUTenei

nHoopmaumm (3HA)

3HU.1

YyeT MalUMHHbIX HocuTenemn
MHPOpMaLnm

+

+

1a

1a, 16

3HW.2

YnpasaeHue AOCTYNOM K
MaLIMHHBbIM HOCUTENSIM
MHbOpMaLnm

3HW.3

KoHTposb nepemelLeHms
MalLMHHbIX HOCUTEeNEen
MHbopMauMM 3a Npeaensl
KOHTPOIMPYEMOIA 30Hbl




3HN.4

NckntoyeHe BO3MOKHOCTH
HECaHKLMOHUPOBAHHOIO
03HAKOMJIEHMA C cogepIKaHMeM
MHPOPMaLNN, XpaHALLENCA Ha
MaLLUMHHbBIX HOCUTENsX, U (1nm)
MCNONb30BaHNA HOCUTENEN
MHPOPMALMM B UHbIX
MHPOPMALMOHHbBIX CUCTEMAX

3HW.5

KoHTpo/b ncnonb3osaHuA
MHTepdelicos BBoAa (BbIBOAA)
MHPOPMaLIMM Ha MaLLUHHbIE
HocUTenu uHbopmaumnn

3HW.6

KoHTponb BBOAa (BbIBOAA)
MHPOPMaLIUM Ha MaLLUHHblE
HocuTenu uHbopmaumnn

3HW.7

KoHTponb nogKAto4eHMA MaLUMHHbIX
HocuTenen nHpopmauum

3HN.8

YHUUTOKEHME (cTMpaHue)
MHPOPMALMM HA MALLMHHbIX
HOCUTENAX NPU UX Nepegade mexxay
no/ib3oBaTeNAMMU, B CTOPOHHMKE
OopraHusauMu 4aa pemoHTa uau
YTUNU3AUNMK, @ TaKKe KOHTPO/Ib
YHUUTOXKEHUA (cTUpaHmn)

5a

1,56

1, 58

1, 2,3,
5r

V. Perncrpaums cobbiTnini 6e3onacHocTm

(PCB)

PCB.1

OnpegpeneHue cobbiTnit
6e30nacHOCTH, NogneKalLmx
perucrpaumu, n CPOKOB UX

XpaHeHuA

+

1,3, 4a

1,23,
46

PCB.2

OnpegeneHue coctaBa u
cofepkaHma uHpopmaumnm o
cobbiTnsax 6besonacHocTH,
noAaseralnx perncTpaumm

1a

1a

PCB.3

C6op, 3anu1cb 1 xpaHeHune
nHpopmaunm o cobbITUAX
6e30MacHOCTM B Te4YeHme
YCTAaHOB/IEHHOIO BPEMEHU
XpaHeHun

PCb.4

PearnposaHue Ha cb6ou npu
perncrpauunm cobbiTunit
6e30nacHOCTH, B TOM Yucie
annapaTtHble U NPorpammHble
ownbKK, cbon B mexaHnsmax cbopa
MHbOPMaLINKN U AOCTUNKEHNE

13, 2




npegena uav nepenosiHeHus
obbema (eMKOCTM) MamATh

PCB.5

MoOHUTOPUHT (NpocmoTp,

aHanu3) pesynbTaToB perucrpaymm
cobbITnit 6esonacHoOCTU n
pearMpoBaHue Ha HUX

PCB.6

leHepupoBaHME BPEMEHHbIX
METOK U (MN11) CUHXPOHU3aLUA
CUCTEMHOTO BPEMEHM B
MHPOPMALMOHHOM cuUcTeme

PCB.7

3awmTa nHdpopmauum o
cobbiTMAX BezonacHoOCTU

PCB.8

ObecneyeHne BOSMOXKHOCTH
NPOCMOTPa M aHaAM3a MHPopMaLLUn
0 [eNCTBUAX OTAENbHbIX
nosb3oBaTtenie B MUHPOPMaALLMOHHOM
cucreme

VI. AHTMBMpYCHanA 3awmTa (AB3)

AB3.1

Peanusauma aHTUBUPYCHOM
3alnTbI

+

1,2

1,2

AB3.2

O6HoBNEHME 6a3bl AaHHbIX
NPW3HaKoB BPEAOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm
(BMpycos)

VIIl. O6HapyeHne BTOopKeHui (COB)

COB.1

O6HapyrKeHne BTOPKEHUM

COB.2

O6HoBNeHMe Hasbl
pelaowmx npasun

VIIl. KoHTponb (aHanms) 3awmuieHHocTy nHdopmaumm (AH3)

AH3.1

BbiaBneHue, aHanm3
yA3BMMOCTEN MHPOPMALLMOHHOM
CUCTEMBI M ONepaTUBHOE
yCTpaHeHMe BHOBb BblsiIBAEHHbIX
ySA3BUMOCTEM

+
1,4

1,2,4

AH3.2

KoHTponb ycTaHOBKM 0BHOBAEHUM
nporpammHoro obecneyeHus,
BK/Il04as 06HOBNEHME
nporpammHoro obecneyeHus
CpeacTs 3aWmTbl MHGOPMaLMK

AH3.3

KoHTponb

paboTocnocobHOCTK, NapameTpoB
HACTPOMKM M NPaBUNbHOCTU
GYHKUMOHMPOBAHMA NPOrPaMMHOTO




obecneyeHna n cpeacTB 3aLUNUTDI
nHpopmaumnn

AH3.4

KoHTponb cocTasa
TEXHUYECKUX CPEACTB,
nporpaMmmHoro obecneyeHus u
cpeacTs 3alWmnTbl HPOpMaLmu

1,2

AH3.5

KoHTponb npaBun reHepaumnu

M CMeHbl NapoJien nonb3oBaTenen,
3aBeflEHUNA U YOANEHUS YYETHbIX
3anuncein NoNb3oBaTeNen,
peanusaumnmn NpasBua pasrpaHnNYeHns
A0CTYNom, NOJIHOMOYNI
no/sib3oBartesie B MUHGOPMaLMOHHOMN
cucreme

IX. ObecneyeHune LENOCTHOCTM MHPOPMALMOHHOM CUCTEM

bl U UHPop

maunm (OLL1)

oun.1

KoHTpo/b LesnocTHocTH
NPOrpaMMHOro obecneyeHus,
BKJ/1l0YaA NporpammHoe
obecneyeHne cpeacTB 3aLLUTbI
nHpopmaumnn

+
1,3

1,3

oun.2

KOHTPO/b LLeN0CTHOCTH
MHPOpMaLUK, coaepKallelncs B
6a3ax AaHHbIX MHPOPMALNOHHOM
cucTembl

ousn.3

ObecneyeHne BO3MOMXKHOCTH
BOCCTaHOB/IEHMA

nporpammHoro obecnevyeHus,
BK/1l0YaA NporpaMmmHoe
obecneyeHne cpeacTs 3aLUTbl
nHbOpPMaLUK, NPU BOSHUKHOBEHUN
HewWwTaTHbIX cmyau,mﬁ

ou/1.4

ObHapyKeHuMe 1 pearnpoBaHune Ha
nocTynaeHne 8 UHGOPMaLMOHHYIO
CUCTEMY He3anpaluMBaeMbixX
3/1eKTPOHHbIX co0bLweHuin (n1cem,
[OKYMEHTOB) U MHOM MHbOPMaLUK,
He OTHOCALLMXCA K
bYHKUMOHMPOBAHMIO
MHPOPMALNMOHHOWN CUCTEMDbI
(3awwmTa ot cnama)

ou.5

KoHTposnb copepkaHua
nHpopmaunmn, nepesaBaemon ns
MHPOPMALMOHHOM CUCTEMBI
(KOHTENHepHbI, OCHOBAHHbIN Ha




CBOMCTBax 0b6beKTa AocTyna, u
KOHTEHTHbIM, OCHOBaHHbI Ha
NOMCKe 3anpeLLeHHON K nepegaye
MHPOpPMaLNU C UCNONb30BAHUEM
CUTHATYpP, MacoK U UHbIX METOA0B),
M UCKNOYEHWNE HEMPABOMEPHOM
nepegaym MHbopmaumm 13
MHPOPMALMOHHON CUCTEMDI

ous.6

OrpaHuyeHue npas
nosb3oBaTenen No BBOAY
nHpopmaunm B MUHGOPMALMOHHYIO
cucremy

oun.z

KOHTPO/Ib TOYHOCTU, NONHOTbI U
NPaBUAbHOCTM AAHHbIX, BBOAWMBIX B
MHPOPMALMOHHYIO CUCTEMY

ous.8

KoHTponb oWwWKnBOYHbIX AeCcTBUN
nosb3oBaTenen no Beoay 1 (nam)
nepegayve nHbGopmaLmm u
npeaynpexaexHve
nonb3osartenei 06 oWnNHOYHbIX
AencTemnax

X. ObecnevyeHune goctynHocTM nHpopmaumm (OAT)

oAaT.a

Ncnonb3oBaHMe OTKA30yCTONYMBBIX
TEXHUYECKMX CPeacTB

oAT.2

PesepBrpoBaHME TEXHUYECKUX
cpencTs, NPOrpaMmMHOro
obecneyeHusn, KaHanoB Nepesaumn
nHbopmaumn, cpeacTs
obecneyeHna PyHKLMOHUPOBAHUA
MHPOPMaALMOHHOM CUCTEMBI

oAT.3

KoHTponb 6e30TKasHoro
bYHKUMOHMPOBAHNA TEXHNUYECKUX
cpeacTB, obHapyKeHUe un
NOKaNN3aLma OTKa30B
bYHKUMOHMPOBAHUSA, MPUHATUE MEP
Mo BOCCTAaHOB/IEHWNIO OTKA3aBLUMX
CPeACTB U UX TECTUPOBaHUE

OAT.4

Mepuogunyeckoe pesepsBHoe
KonupoBaHWe MHbopMaLMm Ha
pe3epBHble MaLIMHHbIE HOCUTENNU
MHbOpMaLnm

1,2

1,3

0AT.5

ObecneyeHne BO3MOXKHOCTH
BOCCTaHOB/1EHNA MH(bOpMaLI,MM C
pe3epBHbIX MAaWNHHbIX HocuTenemn




nHpopmaunm (pesepBHbIX KONUit) B
TeyeHue yCTaHOB/IEHHOTO
BPEMEHHOTro MHTepBana

oAT.6

Knactepusauma nHdopmaLMoHHOM
CUCTEMBI U (MNIN) ee CErMEeHTOB

oAar.7

KOHTpONb COCTOAHUA U KayecTBa
npenocTaBAeHUA YyNOAHOMOYEHHbIM
JINLOM BbIYUCAUTE/IbHBIX PECYPCOB
(mowHocTel), B TOM uncne no
nepegave nHbopmaumm

XI. 3awuTa cpeabl BUpTYyanmsauum (3

CB)

3CB.1

NaoeHTuduKauma n ayteHTudmKauma
cybbeKTOB A0OCTYNa U 06BEKTOB
A0CTyNna B BUPTYaIbHOM
MHPPACTPYKTYpE, B TOM Yncne
aAMMHUCTPATOPOB YNpaBaeHuUA
cpencTBamu BUPTyanmM3aumum

+

3CB.2

YnpasneHue AocTynom cybbekTos
AocCTyna K obbektam goctyna B
BUPTYabHOW MHPACTPYKTYpPE, B
TOM UYMCAE BHYTPU BUPTYabHbIX
MallnH

1,2

1,2

1,2

3CB.3

Peructpaums cobbitui
6e30nNacHOCTU B BUPTYasIbHOM

MHpPaCTpYyKType

3CB.4

YnpasneHue (punbTpaums,
MapLUpPyTM3aLmMa, KOHTPONb
CoeAVNHEHMs, O4HOHANpPaB/AeHHas
nepegaya) noTokamu nHdopmaLmm
MeXAY KOMMOHEHTaMM
BUPTYa/IbHOM MHPPACTPYKTYPSLI, a
TaKKe Mo nepumeTpy BUPTYyaNbHOM
NHPPACTPYKTYpPbI

1,2

3CB.5

JoBepeHHas 3arpy3Ka cepBepos
BMPTYann3auunn, BUpTyanbHOM
MallMHbI (KOHTeNHepa), cepBepos
yrpaB/ieHus BUPTyaansaumei

3CB.6

YnpasneHve nepemeLieHmem
BMPTYabHbIX MaLUNH
(KoHTenHepoB) M 0bpabaTbiBaeMbIxX
Ha HUX AaHHbIX

1,2

3CB.7

KoHTpOo/1b LLeNoCTHOCTH
BUPTYaNIbHON MHOPACTPYKTYPbI U ee
KOHbUrypauum

1,3




3CB.8

PesepBHOE KONMpPOBaHWE JaHHbIX,
pesepBUpPOBaAHNE TEXHUYECKNX
CpeacTs, NPOrpaMmHOro
obecneyeHuns BUPTyaNbHOM
MHPPACTPYKTYpPbI, a TaKXKe KaHaNoB
CBA3M BHYTPU BUPTYaA/IbHOM

MHPPACTPYKTYpPbI

1,23

3CB.9

Peanusauma n ynpasneHue
AHTUBUPYCHOM 3aLLUTON B
BUPTYaNbHON UHPPACTPYKTYpE

3CB.10

Pa3bueHune BUpTYyanbHo
WMHPPACTPYKTYPbI Ha CErMEHTbI
(cermeHTMpOBaHWE BUPTYanbHOM
MHPpPacTPyKTYpbl) AN 06paboTku
MHPOPMALNN OTAENbHBIM
nonb3osatenem v (Mnu) rpynnon
nonb3oBaTenei

XIl. 3awmnTa TEXHUYECKUX C

peacts (3TC)

3TC.1

3awmTta nHpopmauuu,
obpabaTtbiBaemolii

TEXHUYECKMMU CpeacTBaMu, OT ee
YTe4KN No TeXHNYEeCKMM KaHa1lam

3TC.2

OpraHu3aumsa KOHTPOIMPYyEMO
30HbI, B NpeAeiax KoTopo
NMOCTOAHHO pasmeLLatoTcs
CTauMOHapHble TEXHUYECKME
cpeacTtBa, obpabatbiBatowme
MHPOPMALMIO, U CPeACTBA 3aLWUTDI
MHPOPMaLMK, a TaKKe cpeacTBa
obecnevyeHnn GYHKLMOHNPOBAHMUSA

3TC.3

KoHTpoab n ynpasneHue
b13MYECKMM JOCTYNOM K
TEXHUYECKMM CPeacTBaM,
CpeAcTBam 3amnTbl MHOPMALNK,
cpepncTeam obecneveHuns
bYHKUMOHMPOBAHWA, a TaKXKe B
NOMELLLEHUS U COOPYIKEHUS, B
KOTOPbIX OHW YCTAHOB/EHDI,
UCKNtoYatoLwme
HECaHKLMOHNPOBAHHbIN
du3mMyecknin 4ocTyn K cpeactsam
06paboTkn nHbopmaumm,
cpeancTBam 3almTbl MHPOPMaUUM U
cpencrTeam obecneveHuns




bYHKUMOHMPOBAHMA
MHPOPMALMOHHON CUCTEMbI U
NOMELLEHUA N COOPYKEHUA, B
KOTOPbIX OHW YCTAHOB/EHbI

3TC.4 PasmelleHne ycTpomnCTB BbiBOAA + + + +
(oTobparkeHun) MHbopmaumu,
MCKtoYatoLLee ee
HECaHKLMOHUPOBAHHbIN MPOCMOTP

3TC.5 3aumTa OT BHELIHNX BO34EeNCTBUM +
(BO3AENCTBUIN OKpYKAIOLLEN Cpeapbl,
HecTabuabHOCTH
3NeKTPOCHabXeHus,
KOHAMULMOHUPOBAHUA U UHbIX

BHELWHUX GpaKTopoB)

XIll. 3awmnTta MHGOPMALMOHHON CUCTEMDI, €€ CPeACTB, CUCTEM CBA3U U Nepeaadn AaHHbIX
(31C)

3nC.1 PaspenexHue B
MHPOPMaALUMOHHOM CcUCTEME 3 3
bYHKUMI NO ynpaBAeHUIo
(agMmUHUCTPUpPOBaHULO)
MHPOPMALMOHHOM CUCTEMOIA,
ynpasfieHuto
(aAMUHUCTPUPOBAHUIO) CUCTEMOW
3aWwmTbl MHPopmaummn, GyHKUMA No
06paboTKe MHPOPMALUM U UHBIX
OYHKUMI MHPOPMALLMOHHOM
cucTeMmbl

31nC.2 MNpepoTBpalleHme 3a4ePKKU NNn
npepbiBaHMA BbINONHEHWA
NpOLLeCCOB C BbICOKMM
NPUOPUTETOM CO CTOPOHDI
NpOLLeCcCOoB C HU3KMM NPUOPUTETOM

3U1C.3 ObecneyeHune 3aLWmThbI + + + +
MHbOPMALLMK OT PacKpbITUA,
MoaMbUKALLMM U HABA3bIBAHMS
(sBOZA NOXKHOW MHOOPMALUK) NpU
ee nepepaye (NOAroToBKe K
nepefiaye) No KaHanam cBA3M,
MMEIOLWNM BbIXOZ, 33 Npeaensl
KOHTPO/IMPYEMOL 30HbI, B TOM
ymcne 6ecnpoBoAHbIM KaHanam
CBA3N

3nC.4 ObecnevyeHune A0BepPEHHbIX KaHana,

MapLupyTa mexay




aAMUHUCTPATOPOM, MONb30BaATENIEM
M cpeacTBamm 3almnTbl HGOpPMaL UK
(dyHKLUMAMM Be3onacHOCTU cpeacTB
3aLWMTbl UHOOPMaLUN)

3UC.5

3anpet

HeCaHKUMOHUPOBAHHOW yaaeHHOM
aKTUBaLUKU BUAEOKaMeEp,
MMUKPOGDOHOB M UHbIX
nepudepunHbIX yCTPONCTB, KOTOpble
MOTYT aKTUBMPOBATLCA YAANEHHO, U
onoBelleHne nosb3oBaTtenei ob
aKTUBALMM TaKUX YCTPOMCTB

1,2

3NC.6

Mepeaaya M KOHTPOb LENOCTHOCTH
aTpmnbyToB 6e3onacHOCTM (MeToK
6€30nNacHOCTH), CBA3AHHbIX C
nHpopmaunein, npu obmeHe
nHpopmaumen c MHbIMU
MHGOPMALMOHHBIMU CUCTEMAMMU

3UnC.7

KoHTponb
CaHKLMOHUPOBAHHOTO U
UCKNoYeHNe
HEeCaHKLMOHMPOBAHHOIO
WUCMNO/1Ib30BaHMA TEXHOJIOMNM
MobunbHOro Koga, B TOM uncne
perucrpauma cobbITUi, CBA3AHHbIX C
MUCMNO/Ib30BaHMEM TEXHOOTUI
MOBUIBHOTO KOAa, UX aHaNU3 U
pearMpoBaHue Ha HapyLlleHus,
CBSi3aHHble C MCMOJIb30BaHUEM
TEXHONOMM MOBUIbHOIO Koaa

1,2

31C.8

KoHTpO/b CAHKLMOHMPOBAHHOTO U
WCKNtOYEHME
HECAHKLMOHMPOBAHHOIO
MCNO/b30BaHUA TEXHONOTUIA
nepesayu peyu, B TOM Ymcne
perncTpaumnsa cobbiTuiA, CBA3AHHbIX C
MCNOSb30BaHMEM TEXHOIOT U
nepefayv peyu, ux aHaams u
pearMpoBaHue Ha HapyLleHus,
CBA3aHHbIE C UCMO/b30BAHNEM
TEXHO/I0TUIN Nepesayun peyn

3nC.9

KOHTPO/Ib CAHKUMOHWPOBAHHOM 1
NCKAoYeHMe
HeCaHKLMOHUPOBAHHOM Nepeaayun
BMAEOMHDOPMALLINN, B TOM YnCae




perncTpaumnsa cobbiTUi, CBA3AHHbIX C
nepenavei sugeonHbopmaumm, nx
aHanu3 1 pearnpoBaHMe Ha
HapyLWEeHMSA, CBA3AHHbIE C
nepenavei suaeonHdopmalmm

31C.10

MoatrsepaeHne NPoOUCXOXKAEHMA
WUCTOYHUKA MHPOpMaL XK,
noJsiy4aemon B npouecce
onpeaeneHna ceTeBblX aApecos No
CeTeBbIM MMEHam UK onpeaeneHuns
CETeBbIX MMEH MO CeTeBbIM agpecam

3nC.11

ObecneyeHune NOAANHHOCTH
ceTeBbIX coegMHeHN (ceaHcoB
B3aMMOAENCTBMA), B TOM YMcae ana
3aWMTbl OT NOAMEHbI CETEBbIX
YCTPOWCTB 1 CEPBUCOB

31C.12

UcKkntoueHne BO3MOXKHOCTU
oTpuUaHMA nonb3osaTesiem PakTa
OoTnpaBKkun nHpopmauum apyromy
NnoJib30BaTesto

31C.13

NcKkntoueHne BO3MOXKHOCTH
OTpULAHMA Noab3oBaTesem GpaKTa
nosay4yeHus MHGopmaymm oT 4pyroro
nosb3oBaTens

3nC.14

Ncnonb3oBaHWe yCTPOMCTB
TepMUHaNbHOrO AOCTyna Ans
06paboTkn nHbopmaumm

31C.15

3awmTa apx1BHbIX Gpainnos,
napameTpoB HaCTPOMKMN CpencTs
3aWmTbl UHGOPMALUK U
nporpammHoro obecnevyeHma u
WHbIX AaHHbIX, HE NOANeMKaLLMX
M3MEeHeHMIo B npoLlecce 06paboTKu
nHbopmaumn

3U1C.16

BbiaBNeHWE, aHANM3 U
610KMpoBaHne B HGOPMaLMOHHOM
CUCTEME CKPbITbIX KaHa/N0B
nepesayv nHpopmaumm B 06xoz,
peann3oBaHHbIX Mep 3aLWMUTbl
MHbOPMALUN NAN BHYTPU
pa3peLleHHbIX CETEBbIX MPOTOKOI0B

3nC.17

Pa3bueHune nHbopmaLMOHHOM
CUCTEMbI HA CETMEHTBI
(cermeHTUpoOBaHue




MHPOPMALMOHHOWN CUCTEMBI) U
obecneyeHune 3alLNTbI NEPUMETPOB
cermeHToB MHPOPMALMOHHOWN
CUCTEMDI

31C.18

ObecneyeHune 3arpysku u
WMCMNOJIHEHWUA NPOrPaMMHOro
obecneyeHmn C MaWNHHbIX
HocuTenen nHdopmaumm,
[OCTYMHbIX TO/IbKO AN1A YTEHUSA, U
KOHTPO/Ib LLeNIOCTHOCTU AAHHOTO
NpPorpaMmMmHOro obecneyeHumsn

3M1C.19

M3onsauma npoueccos (BbINONHEHME
nporpamm) B BblgeseHHol obnactu
namsTu

31C.20

3awmTta becnpoBoAHbIX
COeaMHEHUN, NPUMEHAEMbIX B
MHPOPMALMNOHHON cucTeme

3nC.21

NckntoueHne focTyna nosib3osaTtens
K MHGOPMALMN, BOSHUKLLUEN B
pesynbTaTe gencTBMin NpeablayLwero
nosib30BaTeNIn Yepes peecTpsl,
onepaTUBHYIO NAMATb, BHELLHKE
3anoMuHatowme yCTPOoCTBA U UHblIe
obuue ana nonb3osateneit pecypcobl
MHPOPMALMOHHON CUCTEMDI

3U1C.22

3awmTa MHPOPMALMOHHOMN CUCTEMDI
OT yrpo3 6e30MacHoOCTH
MHpopMaLMM, HANPABAEHHbIX HA
OTKa3 B 06CNYKNBAHUK
MHPOPMaLMOHHOM CUCTEMBI

3U1C.23

3awuTa nepumeTpa

(punsnyeckux u (nnn) nornyeckmx
rpaHuu) nHdopmaunmoHHOM
CUCTEMbBI NPU ee B3aUMOLENCTBUU C
WHbIMWU MHPOPMALMOHHBIMM
cMcTeMamm M MHPOPMALMOHHO-

TENEKOMMYHUKALLMOHHbIMUN CETAMU

1, 2,3,
43, 46,
4B, 5

3nC.24

MNpekpalLeHne ceTesblX COGAMHEHM%
no X 3aBepweHnn nam no
NCTEeYEHNUN 3a4aHHOIo onepatopom
BpemMeHHOro nHTepsaiaa
HEaKTUBHOCTU CETEBOIO
coeagnHeHunA




3NC.25

Mcnonb3oBaHue B
MHPOPMALMOHHON CUCTEME NN ee
CermeHTax pas/IMYyHbIX TUNOB
0o6LLecMcTEMHOrO, NPUKNAAHOIO U
cneumnanbHOro NPorpaMmHoOro
obecneyeHun (cospgaHue
reTeporeHHon cpeapbl)

3UC.26

Mcnonb3oBaHWe NPUKNALHOIO U
cneuManbHOro NPOrpaMmMHoOro
obecneyeHnn, UMetoLLUX
BO3MOXXHOCTb PYHKLUMOHNPOBAHUSA B
cpefiax pas/INyHbIX OnepauoHHbIX
cmMcTem

3UnC.27

CospaaHue (amynauma) N0XKHbIX
MHPOPMALNOHHDBIX CUCTEM UAN UX
KOMMOHEHTOB, NpeAHa3HauYeHHbIX
ANA ObHapyXeHus, perncTpaumm mn
aHanuM3a A4encTBMIN HapyLlumMTenemn B
npoLecce peanvsalmm yrpos
6e3onacHocTM HbOpMaLMn

31C.28

BocnpousseaeHue N0XKHbIX U (UnK)
CKPbITUE UCTUHHBbIX OTAE/bHbIX
MHPOPMALMNOHHbBIX TEXHOJIOTUI U
(nnn) cTpyKTYpHO-
GYHKUMOHANbHbIX XapaKTepPUCTUK
MHPOPMaALMOHHOM CUCTEMBI UK ee
cermeHToB, obecneumBatollee
HaBA3bIBAHWE HAPYLLINTENIO
NOXKHOrOo NpeacTasaeHns ob
WUCTUHHbIX MHHOPMALIMOHHBIX
TEXHOJIOTUAX U (MNKU) CTPYKTYPHO-
GYHKUMOHANbHbIX XapaKTepPUCTUKaX
MHOOPMALMOHHOM CUCTEMDI

31C.29

MNepesoa HPoOpPMaLMOHHOM
CUCTEMbBI UM ee YCTPOMCTB
(komnoHeHTOB) B 3apaHee
onpeaeneHHyto KoHoUrypauymtio,
obecneynBatoLLyto 3aLLMUTY
nHbopMaLnn, B cnydae
BO3HUKHOBEHWUKN OTKa30B (cboes) B
cucTeme 3aWwnTbl HGOPMaLLUn
MHPOPMALMOHHOM CUCTEMBI

3M1C.30

3awmTa MOBMNbHBIX TEXHUYECKMX
cpencTs, NPUMEHAEMbIX B
MHPOPMALMOHHOM cUCTEME




«+» - Mepa 3aWwnTbl UHGOpPMaLUK BKItOYeHa B 6a30BbIii HAbop mep 419 COOTBETCTBYIOLLErO Kacca
3aLMLLEHHOCTN MHPOPMALMOHHOM CUCTEMbBI U AONKHbI BbINONHATLCA TPebOBaHMA K peannsaumm
JaHHOW Mepbl 3aWnTbl MHGOPMALLMK, YKa3aHHbIe B pasaesie 3 HacTOALEro AOKYMeHTa Nog,
pybpuKon «TpeboBaHUA K peanmsaunm».

«umbpa» nam «umdpa» «byksa» -40NKHbI BbINOAHATLCA TPeOOBAHMA K YCUIEHUIO A@HHOM Mepbl
3aWwmTbl MHPOPMaLMKM, yKasaHHbIe B pa3aene 3 HacToALLEro 4OKYMeHTa B nogpasaene «TpeboBaHusA
K YCUNEHWUIO Mepbl 3aLWLMTbl MHPopMaLmm». Lindpbl n ByKBbI, He BKAKOYEHHbIE B Tabanuy m
YyKa3aHHble nog pybprkamm «TpeboBaHMA K YCUAEHMIO» NPUMEHAIOTCA NPWU aZanTauum 6a3oBoro
Habopa mep 1M YTOYHEHUM aganTUPOBaHHOIO 6a3oBoro Habopa mep, a TakKe nNpu paspaboTke
KOMMNEHCUPYHOLLMX MEP 3aLLUTbl MHPOPMaLMKN B MUHPOPMALLMOHHOM CUCTEME COOTBETCTBYHOLLETO
Knacca 3aWML,eHHOCTMU.

Mepbl 3aUMTbl UHPOPMALMU, HE 0603HAUYEHHbIE 3HAKOM «+», MPUMEHAIOTCA NpM aganTauumn 6asosoro
Habopa Mep M YTOYHEHMM aAanTMPOBaHHOro GasoBoro Habopa mMep, a TakKe npu paspaboTke
KOMMEHCUPYIOLWNX Mep 3alnTbl MHGopMauMM B MHPOPMALMOHHON CUCTEME COOTBETCTBYHOLLErO
Knacca 3aWML,eHHOCTH.



