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@ KaAaaccHuuyecKHe

et KACTOYHBIC aBTOMATBHI

1D KaacCHYEeCKHH
2D KAETOYHBIH

aBTOMAT
W . npeAcTaBASIET
JAVAVAVAV/ coboH
YyIIOPAAOYEHHBIH
HaboOp AYeeK
naMsaTH,
oOpasyromiux
HEKOTOPYIO
PEryAsipHYyIO
Nn-MepHYIO
pellIeTKYy.




@ KaAaaccHuuyecKHe

et KACTOYHBIC aBTOMATBHI

Kaxkaass saeHKa

2D

IIaAMATH

S5 maerounoro

aBTOMaATa MOIKeET

XPaHHTH OLHO
3HA4YEeHHE H3

HEKOTOPOro

KOHECYHOI'O

D ST
SO eee
3§3§3 MHOIKeCcTBa (Kak
SSSSSSSS  gpaBuao - 1 6HT




@ KaAaaccHuuyecKHe

et KACTOYHBIC aBTOMATBHI

2D

V- et
| KAETOYHOTO

aBTOMAaTa

H3MECHACTCHA

AHCKPECTHBIMH

HiaraMH
(TrakTamu).




OaHOMEpPHBIH

e KAETOYHBLIH aBTOMAT

PycKpunro

U1(9>]93]194]Y5{Ys] 95

KaaccuyecKru KAETOYHBINA

aBTOMAT IIPEACTaABAIET COOOM YIIOpSAa0UYEeHHBIM
HaboOp sS4YeeK maMsITh, 00pa3yHIIUX HEKOTOPYIO
PETYAIPHYIO N-MEPHYIO pPeEILIETKY. Kaxknad
d4edKa IIaMaTHh KAETOYHOT'O aBToMaTa MOKET
XPaHUTh OHO 3HAYEHUE U3 HEKOTOPOTO
KOHEYHOT'0 MHOXKECTBA (Kak IIpaBUAO — 1 OUT).



OaHOMEpPHBIH

KACTOYHBIH aBTOMAT

L J1195]03]d4{95[Y6] 9y

BpeMda nad KAETOYHOTO aBTOMAaTa U3MEHIETCH
AUCKPETHBIMU IIIaraMu (TakTaMH).

1+1 U1(9>]93]94|Y5[Ys] 95




OaHOMEpPHBIH

KACTOYHBIH aBTOMAT

t a, | a, | g O a5 | g6 | 0

BpeMda nad KAETOYHOTO aBTOMAaTa U3MEHIETCH
AUCKPETHBIMU IIIaraMu (TakTaMH).

t+1  |a,]a,]q Bl a5 | 05| o




OaHOMEpPHBIH

KACTOYHBIH aBTOMAT

L d: 19 %.% s | 97
H_J

OKXpeCTHOCTE AYCHKH

t+1  |a,]a,]q Bl a5 | 05| o
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KACTOYHBIH aBTOMAT




OaHOMEpPHBIH

KACTOYHBIH aBTOMAT

J:19 %.% O | A7

q; (t+1) =
:F(qi_k(t),..., qi_l(t)1 qi(t)’ qi+1(t)9°"9 Qi+k(t))

a, | a, | g, O a5 | a6 | g




@ JABYMEpPHBIH KA€TOYHBIH

Eeigmo, aBTOMAT
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Eeigmo, aBTOMAT




@ JABYMEpPHBIH KA€TOYHBIH

¥y aBTOMAT

= 1+1




@ JABYMEpPHBIH KA€TOYHBIH
g aBTOMAT

OKpecTHOCTL
AYeUKU



@ JABYMEpPHBIH KA€TOYHBIH
aBTOMAT




KaAaaccHuuyecKHe

KACTOYHBIC aBTOMATbI

\©\ HyA;BbIe

3 § IICPHOAHHYECCKHEC I'DaHHIIbI




KaAaaccHuuyecKHe

s KACTOYHBIC aBTOMATBbI

» [IapaAA€ABHOCTE — OOHOBAEGHHSA BCEX
KAETOK IIPOHCXOAAT HE3aBHCHMO

Apyr oT apyra.

» AOKaABHOCTE — HOBOE€ COCTOSIHHE
KAETKH 3aBHCHT TOABKO OT CTaporo
COCTOSIHHSI KAETKH H HEKOTOPOH €é
OKPECTHOCTH.

» OAHOPOAHOCTE — BCE€ KAETKH
OOHOBASIIOTCSI IIO OAHHM H Te€ IKe
IIpaBHAAM.




KaAaaccHuuyecKHe

s KACTOYHBIC aBTOMATBbI

>

>

VYV YV VYV YV

HMHTAIITHOHHOE MOJAEAHPOBaHHE
PH3HIECKHX NIPOIIECCOB H CHCTEM,

IIOCTPOEHHE OHOAOTHYECKHX MOJJEAEH,
BKAIOYAasi MOJAEAH CAMOBOCIIPOH3BOACTEBA,

oO0paboTka H300pazkeHHH,

MOJEAH CTPYKTYPHOH AHHIBHCTHKH,
APXHTEKTYpPa BHBIYHCAHTEABHBIX CHCTEM,
TEOPHA NIOMEXOYCTOHYHBOI'O KOAHPOBAHHSA,
TEOpPHA Xaoca,

Teopusa ppakrasos,

H, HAKOHEIl, IPHAOXKEHHSA K KpHITOorpahHHu



@ KAaeTOYHBIE aBTOMATHI

Accoumaums
PycKpunro

» International Conference on Cellular
Automata for Research and Industry (ACRI) -
c 1994 r.

» International Workshop on Cellular Automata
and Discrete Complex Systems (AUTOMATA)
- ¢ 1995 r.

> International Conference «Advances in
Information Technology» (IAIT)

» International Conference «Network and
Parallel’ Computing» (NPC)

» International Conference on Unconventional
Computation (UC)
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@ KAeTOYHBIE aBTOMATHI

sww B KpHnTorpadgun (2013)

» An Application of Non-Uniform Cellular Automata for Efficient Cryptography (A. Kumaravel,
O.N. Meetei) Indian Journal of Science and Technology, Vol. 6 (5S) (2013), pp. 4560-4566

» A Note on the Reversibility Of Elementary Cellular Automaton 150 With Periodic Boundary
Conditions (A.M. del Rey) Romanian Journal of Information Science and Technology, Vol. 16,
No 4 (2013), pp. 365-372

» Applications of natural computing in cryptology: NLFSR based on hybrid cellular automata with
5-cell neighborhood (R. Dogaru, I. Dogaru) Proceedings of the Romanian Academy, Ser. A,
Vol. 14, Spec. Iss. (2013), pp. 365-372

» Amorphous computing: examples, mathematics and theory (W. R. Stark) Nat. Comput., 12 (2013),
pp. 377-392

» Cryptography Using Cellular Automata (H. Bhasin, R. Kumar, N. Kathuria) International Journal of
Computer Science and Information Technologies, Vol. 4 (2) (2013), pp. 355-357

» Improving Resistance against Attack of LZDCASKE Encryption Algorithm by using RCA Rule 30
based S-Box (K.J. Jegadish Kumar et al.), International Journal of Computer Applications, Vol. 70,
No.16 (2013)

» Analysis of Hash Functions and Cellular Automata Based Schemes (J.-C. Jeon), International
Journal of Security and Its Applications Vol. 7, No. 3 (2013), pp. 303-316

» Cellular Automata in Cryptographic Random Generators (J. Spencer) — M.S. thesis, DePaul
University, 2013

» Image steganography based on cellular automata (B. Jana et al.), International Journal of Pure
and Applied Mathematics Vol. 83, No. 5 (2013), pp. 701-715



@ KAeTOYHBIE aBTOMATHI

s B KpHNTOrpaduu (2014)

» Cellular Automata and Cryptography (T. Santos) — M.S. thesis,
Universidade do Porto, 2014

» FPGA Implementation of Cellular Automata Based Stream
Cipher: YUGAM-128 (K.J.J. Kumar, et al.) International
Journal of Advanced Research in Electrical, Electronics and
Instrumentation Engineering, Vol. 3, Spec. Iss. 3 (2014),
pp. 313-317

» A Fast Cryptosystem Using Reversible Cellular Automata
(S. Bouchkaren, S. Lazaar) International Journal of Advanced
Computer Science and Applications, Vol. 5, No. 5 (2014),
pp. 207-210

» Cryptographic Algorithm Using Cellular Automata Rules
(A. Singh, S.S. Mishra), International Journal of Computer
Application, Iss. 4, Vol. 3 (2014), pp. 57-64



OaHOMEpPHBIH

KACTOYHBIH aBTOMAT

> Wolfram S. 0o [G2 A3 ]--][Di]---]9n

Cryptography with Cellular Automata.
Advances in Cryptology: Crypto ‘85
Proceedings, Lecture Notes in Computer
Science, v. 218 (Springer-Verlag, 1986),
pp. 429-432

g;(t+1) =
= (;—1(t) D q;(t) D g1 (t) D qi(t) 0.1 (E)




@ JABYMEpPHBIH KA€TOYHBIH
S aBTOMAT




@) JABYMEpPHBIH KA€TOYHBIH

R aBTOoOMaT

» CyxuHuH, B.M. Pa3paboTka H HCCA€eZOBaHHE
BBICOKOCKOPOCTHBIX '€ HEPATOPOB IICEBAOCAYYAHHBIX
PAaBHOMEPHO PACHIPEAEACHHBIX ABOHYHBIX
IIOCA€AOBATEABHOCTEH HAa OCHOBE KA€TOYHBIX aBTOMAaTOB.
// Oucc. k. 7.H. - Mocksa, 2011. - 224 c.

» CyxuHHH B.M. BEICOKOCKOPOCTHBIE I'€eHEpPaTOPhI
IICEBAOCAY4YaHHBIX IIOCAEAOBATEABHOCTEH Ha OCHOBE
KAETOYHBIX aBTOMAaTOB // IIpHKAaAHAA AHCKpETHAS
maTeMaTuka. 2010. Ne2. C. 34 - 41.

» CyxuHuH B.M. O BAUSTHHH IIapaMeTpPOB AOKAaAbHOH
byHKUIHH CBSA3H Ha pacnpeaeA€eHHE 3HAYEHHH A4YeeK
ABOHYHBIX KAETOYHBIX aBTOMAaTOB // O0beAHHEHHBIH
Hay4HBIH XXypHaa. 2010. Ne8. C. 39 - 41.

» CyxuuuH B.M. O AaBuHHOM 3¢ dekTe B KAETOUYHBIX
aBTOMaTax // O0BeAHHEHHBIH Hay4YHBIH XypHaa. 2010.
Ne8. C. 41 - 46.




@) JABYMEpPHBIH KA€TOYHBIH

Aol aBTOMAT

> HCCAEOAOBAHO BAHSIHHE Beca
AOKAABHOH (pYHKIHH CBSA3H Ha
pacnpeaeAcHHE 3HAYECHHH STYEEK
IIaAaMATH KA€TOYHBIX aBTOMATOB;

» chbopMyAHpPOBaH, ZOKA3aH H
IMIOATBEPKIAECH SMIHPHYIECCKH
KPHTEPHH COXpPAaHEHHS
PAaBHOMEPHOCTH paCIIPpEeadEcACHHS.



@) JABYMEpPHBIH KA€TOYHBIH

Aol aBTOMAT

> OASl XapaKTEePHCTHKH KpHNTorpadpHdYecKux
CBOHCTB 2-MEPHBIX KA€TOYHOr'o aBTOMATA
B. CYXHHHHBIM OBIAO IPHMEHEHO IIOHSTHE
AaBHHHOTO 3¢ dexTa, BBeaeHHoe B 1973
roay X. deiicreseM OA1 OAOYHBIX
mudpos.

> OASI KOAHYECTBEHHOI'O OIIHCAHHS
AAaBHHHOTO 30 dexTa B KAACCHYECKHX
KA€TOYHBIX aBTOMAaTaX OBIAH BBEAEHBI
MOHATHSI UHME2PANbHOU H
npocmpaHcmeeHHoOU XapakKTEPHCTHK
AaBHHHOTO 3(ddexra.



@ JABYMEpPHBIH KA€TOYHBIH

Eeigmo, aBTOMAT

HnmezpanoHas xapaxmepucmuxa
AaBHHHOTrO 3¢ dekTa onpeaeaser
BPEMEHHYIO 3aBHCHMOCTBH pacIpocTpa-
HEHHSI AABHHHOIO 3¢ dekTa, H paBHA
OTHOIIEHHIO YHCAA H3MEHHBIIHXCSH K
AAHHOMY MOMEHTY BPEMEHH SAYEEK K
o0LIEMY YHCAY STYE€EK 0000IIEHHOrO
KA€TOYHOI'0O aBTOMATA:

n(t)=%§:(w (t)®vi(t))

1=1



@) JABYMEpPHBIH KA€TOYHBIH

Aol aBTOMAT

> B CBOIO ouepenb NPOCTPAHCTBEHHAS
XapakTepHCTHKA U(l) ImOKa3bIBaeT
CKOPOCTE C KOTOPOH H3MEHEHHS

PACIPOCTPAHAIOTCS II0 PEIIETKE
KAETOYHOI'0O aBToMaAaTa.



@) JABYMEpPHBIH KA€TOYHBIH

R aBTOoOMaT

> Tak 3xe OBIAO BBEAEHO ITOHATHE
OIITHMAABHOTO AABHHHOTO 3¢ dekra:
OIITHMAABHBIM AABHHHBLIM
s dberkTOM Ha3bIBaeTCA AABHHHBIH
a¢pbdeKT IpPH KOTOPOM H3MEHEHHS
PACIIPOCTPAHAIOTCSA IIO PpeLIeTKe
KA€TOYHOI'0 aBTOMAaTa PAaBHOMEPHO
BO BCEX HAIIPABAE€HHAX C
MaKCHMAABHO BO3MOXXHOH
CKOPOCTBIO H IIPH 3TOM 3HAYECHHE
KaXKIOH SYEHKH H3MEHSETCH C
BEPOATHOCTHIO 1/2.
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Accoumaums
PycKpunro

HHTerpasbHbIE xa&ax'repnc'rnxn

AABHHHOI'O 9

dexkTa B

KAQCCHYCCKHX ABYMCPHBIX
KACTOYHBIX aBTOMaTax

0.5F —— - S—
0.4+ —
= 03 1
0.2 -
—— ONITHMAJBLHLIA JIABUHHBINH 3 dekT
— TIOJTHAaS OKPECTHOCTD
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IIpocTpaHCTBEHHBIE
@ XapaKTEPHCTHKH AABHHHOTIO

Accommaun 3¢ deKkTa B KAACCHUYECKHX
pelpumo - IBYMEPHBIX KAETOYHBIX aBTOMATAX

I | | | I | | | |
1 L
0.8 B [ [ [ M
— 06¢ | -
=
=
0'4 - | ! | . . ! . -
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—— HenoJHasg OKPeCTHOCTDH, MOITHOCTD 5
—— HeMnoJHasg OKPEeCTHOCTDH, MOIITHOCTDL 4
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@) JABYMEpPHBIH KA€TOYHBIH

R aBTOoOMaT

» HCCA€AOBaHBbI CTATHCTHYECKHE CBOHCTBA
BBIXOAHBIX MOCAEAO0BATEABHOCTEH
pa3paboTaHHBIX T€HEPATOPOB; OIIPEAEAEHBI
KOHKPETHBIE AOKaAbHBIE (PYHKIIHH CBSA3H H
OKPECTHOCTH SIYE€E€K KAETOYHBIX
aBTOMAaTOB, O0ECII€eYHBAaIOLIHE XOPOIIHE
CTAaTHCTHYECKHE CBOHCTBAa BBIXOAHBIX
IIOCA€A0BATEABHOCTEH; IIOATBEPKIAECHO
COOTBETCTBHE CTATHCTHYECKHX CBOHCTB
COBpPEeMEHHEIM TpeboBaHHSAM; pa3paboran
NIPOrpaMMHBIH KOMIIAEKC aBTOMATH3AIlHH
Impollecca CTATHCTHYECKOIO
TECTHPOBAHHS;



@) JABYMEpPHBIH KA€TOYHBIH

R aBTOoOMaT

> pa3paboTaHa H H3TrOTOBAE€HA B BHAE
ycTporcTBa Ha [IAHUC
BBEICOKOCKOPOCTHAS anIapaTHasa
peaAH3allHsI NIPEAAOKECHHBIX
reHepaTopoB Ha 0aze 2-MepHBIX
KA€TOYHBIX aBTOMATOB,
NpeBOCXOAsAIIAss aHAAOTH IIO
OBICTPOAEHCTBHIO



@ KAeTOYHBIE aBTOMATHI

Accoumay, M




O0o00OIHIeHHBIE
KACTOYHBIE ABTOMATDI

v;(t) = fl.(vl-l(t - D,y (t—1),..., v; (t— 1))



O0OoOIIIeHHbIE

s KACTOYHBIC aBTOMATBbI

> TlapaAA€eABHOCTH BBIYHCAECHHH.

» CBOHCTBO AOKAABHOCTH. B oTAH4YHe OT
kKAaaccHYecKkoro KaA, sueHKH IIaMATH
MOTYyT OBITh COEAHHEHBI AIOOBIM
CII0OCOOOM;

» CBOHCTBO HEOAHOPOAHOCTH. AOKaABHBIE
GbYyHKIHH CBA3H MOTYT OBITH PaAa3AHYHBI H
o0AamaTh AIOOBIMH TPeOyeMBIMH CBOHCT-
BaMH. OaHaKO AOKaAbHbIe QYHKIHH CBSI3H
MOTyT OBITHh H OLHHAKOBBI, KaK B CAydYae C
KAACCHYECKHMH KA€TOYHBIMH
aBTOMATaMH.




O0OoOIIIeHHbIE

s KACTOYHBIC aBTOMATBbI

» HHmMe2panvHoOU xapaxmepucmuxou
AaBHHHOTrO 3¢ deKTa Ha3bIBaeTCAa
3aBHCHMOCTB OT HOMeEpa TaKTa OOAH
HECOBIAZAIOUIHX AYEEK OAA ABYX
HAEHTHYIHBIX KACTOYHBIX aBTOMATOB,
padboTalomuX Ha NIape HAaYaABHBIX
3alIOAHEHHH, OTAHYAIOILIHXCS OAHHM
3HAYE€HHEM IIE€PEMEHHOM:

w(t) = %z(mj(l)(O)Gamj(z)(t)).
=1



O0OoOIIIeHHbIE

KACTOYHBIC aBTOMATbI

> IIpocmpaHcmeeHHOU xapaKmepucmuxou
AaBHHHOTO 3¢ dexTa Ha3bIBaeTCA
3aBHCHMOCTH OTHOILIEHHS PAaCCTOAHHS OT
BEPIIHHBI C HOMEpPOM 1 o0 caMOH ZAaABHEH
BEPIIHHBI, 3HAYECHHE AYECHKH KOTOPOH Yy
ABYX aBTOMATOB HE COBIIaZAaEeT, K 9KCIIECH-
TPHCHTETY BEPIIHHBLI C HOMEPOM «1»:

1
— 1 2 3
u(t) = E : (m]ax(mj( )(t)Gij( )(t)) : A(l,]))
roe A(i,j) - AAHHA MHHHMAABHOI'O NYTH H3
BEPLIHHEI [ B BEPIUIHHY J,

a e(l) - 5KCIHEHTPHCHTET BEPIIHHEI i.



@ I'TICII Ha ocCHOBe O0OOILIEeHHBIX
Accounauns KAETOYHBIX aBTOMATOB

FPGA Cyclone II
(EP2C35F672C6) Altera.

KnetoyHoii asTomar 1 5

Hnmu:lj>‘ PCIIOG ‘ - Q , Boixos
reHeparopa

KnetoyHslit asTomar 2 a4




s
-
z
.
()
=
\©
o
O
O
)
0
O
z
O
O
®
-
-
O
-
~

Accoumaums

A
O
H
3]
=
O
H
A
«
.
|
W
o
o
H
:

PycKpunro

b~
WV////////////////////////////////////////////////////%
g
& i
-
g
-~ WA
m Ne)
3 o
= -
S = ~ NN
S -
=
S
Z F %3 W,
i il
nm”u. LD m
== ST\
= s = = o
= o N y—

D/ LHQN ‘emndropairodiolg

KKiA HKiA

ZK-Crypt

VEST

Trivium

Grain



.
-
<
=
-
O
(o
O
(o
)
@
Q
=
9
(e
«
-
=
O
=
~

A
O
H
3]
=
O
H
A
«
.
|
W
o
o
H
:

2|

HKIA

KK A

I

Mi
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Accoumaums
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@ KAaeTO4YHBIEC aBTOMATEHI B
Ao KOHCTPYKILTHH OAOYHBIX mudpos




@ KAaeTO4YHBIEC aBTOMATEHI B
Ao KOHCTPYKILTHH OAOYHBIX mudpos




KAaeTO4YHBIEC aBTOMATEHI B
KOHCTPYKILTHH OAOYHBIX mudpos




© SPK-GAOK

Accoumaums
PycKpunro

Lai X., Massey J. A X4 X5
Proposal for a New

Block Encryption 16 e 't He
Standard, Advancesin [ 1 .EH
Cryptology:

EUROCRYPT 1990
Proceedings. — Lecture

Notes in Computer
Science, vol. 473, E} Kz
Springer-Verlag, 1’ 16 16
1991. - pp. 389-404.

Y, Y,

MA-y3eA (Multiplication-Addition)



@ SPK-0A0K Ha O0a3ze

O00OOIIIEHHBIX KACTOUYHBIX
Poekgarmo, aBTOMATOB

Pe3yAbTaToOM

X npeobpazoBanus SPK-6A0ka
J[n Ha O0a3e 0000OLIEHHOTrO
KA€TOYHOr'0 aBTOMAaTa

k OyZeT pe3yAbTaT BOAIOILHH
SPK-ysea [«—— I 5TOro aBTOMAaTa, NPH
KOTOpOH OyaeT
{n OCYLIECTBAEHO H CMEIUIEHHE
C KAIOYEBBIM MaTE€pPHaAOM,

Y H IIepeMeIlHBaHHE H
pacceHBaHHE BXOAHOH

HHbOpPMAIIHH.




@ SPK-0A0K Ha O0a3ze

O00OOIIIEHHBIX KACTOUYHBIX
Poekgarmo, aBTOMATOB

MuHHMaABHOE YHCAO TaKTOB

X paboThl aBTOMATA JOAMKHO

J[n ObITHh He MEeHbIlue, YeM d -

AHaMmeTp oprpada »3Toro

k aBTOMAaTAaA, & YHCAO IIEPEMEH-

SPK-yaea [#— K priv  or koropeix moaxma

CYILLECTBEHHO 3aBHCETBH

{n dbyHRUIHSA AOKAABHOH CBSI3H,

JOAIKHO OBITH paBHBIM 0 -

Y CTEeIIeHH 3axozma oprpada
aBTOMATA.




@ SPK-0A0K Ha O0a3ze

00OOIIIEHHBIX KACTOUYHBIX
Poekgarmo, aBTOMATOB

Yucno LE
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O0OoOIIIeHHbIE

s KACTOYHBIC aBTOMATBbI

IIpoBeAeHHBIE HCCAEAOBAHHS IIOKAa3aAH, UTO
HCIIOAB30BaHHE OOOOIIEHHBIX KA€TOYHBIX
AaBTOMATOB B KOHCTPYKIHH yIIPaBASIIOIIEH

YaCTH IIOTOYHBIX HIH(PPOB, a TaKkKe
npeasoxkeHHasa KoHuenuusa SPK-0Aoka
XOpPOULIO NOAXOAHT OASI PELICHHS 3aaad

HH3KOpPEeCYpPCHOH Kpunrtorpadpuu. OagHaxko,
OASI TOT'O, YTOOBI MpeaAaraTh 3TH
KOHCTPYKIIHH KaK aKTYaAbHYIO 3aMEHY
KAACCHYECKHM TpeldyeTcs: IpOBeAEcHHE
raAyookoro xpunrorpahpH4eCKoOro aHaAH3
NpPEeAAOKEHHBIX KOHCTPYKILHH, YTO
CTAHOBHTCS BaXXHEHIIEH 3ada4dyeH
OAHIkaHIIero oOyayuiero.
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