] tots G tc Odiifdits] H j dzvBjjdgOvl O ) dats

¢ dzj € ) Q@deHi telz] o
akrenev@vmware.com




Sstsdstf sdzj dzlsT Isdff setsets A [

Applications

APP APP APP

Compute Networking




gJjld tsMisOe OcC

zd

ftcdoeowL Odac

[Mklsmlseadj odtlkoddt Ooydd milsd

mMikh j Mise J dadets EZMmdzsy dzgv j Is

tcOLodlsdj Mo tcj d3j dadz” n Alr] I I

V 1dL¢Ovw MmMCtstetsMmis! tOL o jtelsr 9 Odzd W
d odgj MJ dedw dL d3sj dzj dzd 2

Y JjLsfOmdsnls! ©ctcOddyj 0 mjl! Networking

¥ otwndljClikztcO d WekdSydd Mmjlj ot Bl ,.\
bilstes? Mise dzaj eBj dze lsfw i _— olole

‘:|:|:|:|'

ZI‘



1 Oy dzj 20 d2 € i
Hdz' f tots ¢ to O dgRdg

vSwitch vSwitch vSwitch y

Hypervisor Hypervisor Hypervisor

V vtieseo jdo@ odielsk

V wbkzh jMmlsolzs h jj ] UZ0
dzso s B tsStelzH ts9 k)
mdlst, wamp, MmJ

10



Puilsjoov  zOWstedsO datso G5

Switching Load balancing

0000 0000 Msas . 8808 oo

vSwitch vSwitch

" Hypervisor

11



vSwitch y

4
Hypervisor I

Hil

RT ﬂ W

vSwitch y
-
Hypervisor

VM | VM
=
& I

vSwitch y
4
Hypervisor

clSzZOdz d& j mMmJjlsd

| | |m’1}:“.‘

Tl ==

V uj

S 9 1;‘“' odlsikzOdzdL Oydd

Is', wamyp, Mjto jte’

VM
VM

o
oo

12



y

[Mdzseo dz" | Htwdyddz ddzydH J dzls

HotSBEHA 2 ©BMj d2 HOdzdzr B

1dLed?2 (ddzd tlsfmikzlsmlseakze h d2) Ctdlstetsdzr o dzgzlsted A [

1dLSsftedtsted s j Isdz
cLOB"IsT je Mmjtoo jt
MlisOdzso WiIsfqpw yJ dz! ¢
OO ks hjets

1 smdzy ftesdzd € dztso
L dzsz 3" M dzj dzdzd €

fho sB tSH dats
fjtejdjhojmy fts

RdAW stedBOydvw di3tsy 4 |
MsedteOls! Mw d3j Mw-

litedgiste A[r

vmware




1 Oh dlsO f j tof.5ODBIEIBO COYHEBEE MMyt

UtcOHdydtsdzadz” 2 fsHapOM tcj Hj dzj dader 2

- 9099

|y
@‘ @‘ @\ @\

Ay Oh dfigpe d3j dels@® odej Ay Oh JhG @z HiPteo | t6
Mmdttod o A1 OO fjto 60

AR dzydH j dgls o 8 fifjtscHdzj dzts fiyls © dz! dats 2z0fg fslieds Isq
IzGtstsafr.g;cP mJ teac;tc.sf /_i\acj_l_scisﬁr]@\'(:dﬁ dZls Oydw

ARdzydH j dzls dz0 fffifgHice j BiEJ Bz zemw L O dIsT
Fctosa s Mjedgj dzls M tco j tetso

AV ted fdtej o3i M dzdd mt_sefufs!:) | d&3d " § dzd d
L O dIsO Isjtwjlsmw fiteddihOjlsmw d

vmware



g dzsy dzts#ils['ctcOdzed yj dedw Mmj Isd

1 d BBaBBHJd @B dzOf tc ©O9 dzW Is J[H? steOWdS € yd

Al k) des foawL Ols! Q\\," N =
[ &€ Nyt

NHEBJ dL 3 gzg daf |
stes2Cd MJlsj otsets
tclzH 59 Odzad W )

fr
[
| fistc OW d ¢ dzOf 600 dz" W g
dz

To

T
—EV GQEC Ggn 3

T OO @IQ— “NONO)

e I iU by dzis Ty ls - N
hlsOB dtetse Odad W lll
ASONHT 2 Mjadsdes st gl
H j dz/VEANR] dzls | W j 2 fi
G




o dztsy dets#Plsvf c Qo dzj dzdj fHtcOo d dz
PeHaGR any -> IP1:80 allow
AalbOtOj d¢3v dMY sd L 59 Ols’ |eng->IP1:445 allow S
stsydz" § §t0Oo dadzO eng -> IP1:3389 allow
Alted LIt odzj fij dadj L dgjl-- CtcO
34 H dzJ dzdz" d3 any -> |P2:80 allow
n - sale -> 1P2:445 allow
PBHaBR 2 sale -> [P2:3389 allow
ARMIsdz Lz Isfpw a3 dad 4 Istsyde J §tcOo d dzO
(2fwshjddd) d el diywySPBigh dlidw
AltedotsHdls ¢ MlsOtets®klz ] clfitldzsIBEdsbalevsp o s H
field -> IP3:3389 allow
g
vteiBljdi3s] tegh jdzdd: _
1 505 O [ 8¢ HSdy dz Bra”%’jl'PP:?ffSa”lf’W
OBflsteOc dtetso Odz |, UBLateXt_>IP4j3389aﬁW
OolstsRBOdL Jtetse Ols!  fysL 47! alliow
qazi o JHEZOdz dz 2 ftOQeadd® j

CONFIDENTIAL




{ 4" J didvjOMmis'eOMY tcj H j dzj dzdz" 2
COYHBGEEB MJlsjotsets ff stelsO

[ Odzts:

Al € dzO CWICH 543 |
dzj L Oa dMmd di3ts tsls W d

Al stets j dz o cdqdpij teo dg
yOfmls!: cMmlsj o2 1u§§

Aot OW d & dzj fJ telgodsj M Of Isw
fJteddiilste ndv ddaf 4Ty

Ao dsj Mlsts diodintf g€ ydw
fJtey g Ojlsmw ¢ dMm,
stcOW d¢ O ~

Aujls | od@my wOMis ol € Is b |
BN Ojls BjL ST ONdas fiag

Vrnwa re® CONFIDENTIAL



t 4 hJj didvjOfmils: 2: ¢olssdciOIsdL O
Vindzse W HdZW Qo lstsdiOls
Arddz@dsdé)u I;]ZQ dJ fy Isds y dzd

0.0

HtGJHf_r]IS o dzw & Is d3j dgw ©
mdmlsj d

Aviese j dz OB §logaSyHdzttso
SftejHjdzjdedj MYitsmtse toj detagey
dL d3j de dzd W dynamic data

I NSXDFW " d mff tsdz' L iz j of: -

service

A vCenter & Active Directory d d fyls sy dzd €  composer t\.:’:
ddzt stedsOydd B tBI j §I150O~R

3
L

d £\ interface

fsdz'! L s9 Olsj dzv ~ / \ rule sets

A fService Composeroo NSX H d dzO d&zd u 4 'S Ty p 1N -

stcOdzhedkjls §sdadlsdsd & |sOR dule:Esit]’tgG)Eg:»

20 ddzlsj teW j 2 MOa 1| [
vmware CONFIDENTIAM

ervice definitions
& firewall rule set




[4C HdzvW COYHBGEB odtlskzOdz' d

Al J oL BBtsy dets tsB 82 Is(

1T sMitsdz Sk [ uC OB E®Dj s daBrj EeisdREp) dets 15
JmMdzd fjtej €Cdz¢t ydls: l [ 9o Htkzets?2 odtlskzOdz

Al J oL i3y dets Ol OC s Ols! [ u €

i1 OMftejH,jdjdedgr 2 [uS dzaj dokjjls ddalsj W j2
YOfis: ¥ cwmisjos2 I

AlT mMsCOw ftosdL otsHdIs ] dz/ dztsyls

i1 ZOGtsH Ot tOBBIs] dO kZtetseodzy WHKGCO, tK0OM
] Bdls/ i d2O COyH"2 Mjweojte oadlszOdzdL Oyd

vmware CONFIDENTIAM



Service Composer: 9 5L d3tsy dzsMmis d

A Distributed Firewall (DFW)
statefulL 4+ firewal | (L4+ = nApplicati

A Guest Introspection (Gl)
ftotse jteC d ¢ tsMmisRAMWIFIE Syisigm s j d3:

A Network Introspection (NI)
L7/L7+ (L7 = protocol; L7+ = content): IDS/IPS, NGFW, URL Filtering

[ftsB | dzcssif@sddd L: Oy d d
Aj btejBkjlMmw kMsOdtssC 0O S o sdaj dzls 5o
A1 Odzdz'd fzi§ j € Is Jdete® Bdg™ dzts  dAQ) 1 O S iRsts o d L

vmware CONFIDENTIAM




R dzls | ¢ tc ORWI' 1§ Otcls

z) e dnm tcJ

3 party 3 party
Security o Security
Source Service Destination  a guest Service Destination

— I ———— | — — | e Y
: ! - ] | ! ! - :
1| Serv. |} I |Guest 1 | |Guest ! 1| Serv. |} | |Guest :
i| vm i AL Y i| vm i Hovm i
i H | 1 I i i : 1
Lo -2 I - T R ; R - I )

DFW DFW DFW DFW

NI NI NI NI
vSwitch vSwitch

*

*

vmware

External Network

CONFIDENTIAL



pri - mistesHj2Mise d

120,000

100,000

80,000

60,000

40,000

20,000

Connections Per Second

o

m No Filter ®With Filter

~20 , Bdls/ f] dzO QQ)iHrQJ%Cg BORD fj tco j

o delsk OdzdL Oy d d

1 OC dzOH dzr | tw@REdsH "] g r M O8 1% j H d dzd

vmware

cOMYy tej H J dz]

No Rules 5 Rules 100 Rules

c{ 00+ fHftwOod




L s Ofdzesmils! Mmils Od:

Al sdzdlsdSd BtSd M
ftcdowL Odzr ¢ WdL
ssftsdztsedd d M
Zsedui MCddBd ¢tk

AsOyHOW | [ diisyjl
fiteddj stetsd3s BJ Lt

AfdCetijcdj dsoyd
ftej HSISo 6O Of Is
tcOMY tetsistc Odzj dad §

vmware




] Otels o

Application delivery services Visibility & operations

APP

zJ G 1) CNE

N
v

NSXsfyd misJ d3O

Physical to cloud

"

£ amly ~\\4£ o=y ~.\4

®

mﬂ' RUST  (¥symantec

Cloud Under Contral

CJ Check Point  Fa:ATINET.

SOFTWARE TEGHNOLOGIES LTD.

paloalto vmware NSX

@I?EER <?-RAPID7

@

Security'@'

4ARK|N tufin

@ @ cumulus netuworks

Juniper
G EMC

Gigamon BROCADE B AR'STA

@ netscouT  riverhed



y

Il J LB OMmdzsMmlis

Misj Mise j dzdzOW H dzw
JolszOdz! dztgts 5§ dzf 1
JLBYf Omdzsmis d
vmware

Y

o odtlslzOdz dzt

Secure User |
Environments N
|

Vitdggilste A[r

)6 kN j lse O

1 jLBsf OMdzOw d dzW
Mizh j Mlse j dzdzs H §

Vitetsh jdedj Y sdzg

seduimSdj ctk
LOh dlIsT

.



1o dsjtc ddalsjte j2MO (1/ 6)

vmware



