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ʂʦʤʧʦʥʝʥʪʳ ʪʠʧʦʚʦʛʦ ʎʆɼ 

2 

ɺʠʨʪʫʘʣʠʟʘʮʠʷ ʩʪʘʣʘ 
ʜʚʠʛʘʪʝʣʝʤ ʠʥʥʦʚʘʮʠʡ ʚ ʎʆɼ 
 Applications 

Compute Storage Networking 



Applications 

Compute 

ʉʝʪʠ ʦʩʪʘʚʘʣʠʩʴ ʧʨʠʚʷʟʘʥʥʳʤʠ ʢ ʦʙʦʨʫʜʦʚʘʥʠʶ 
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Networking Storage 

ʆʪʩʫʪʩʪʚʠʝ ʚʠʨʪʫʘʣʠʟʘʮʠʠ ʩʝʪʠ 
ʩʫʱʝʩʪʚʝʥʥʦ ʫʩʣʦʞʥʷʝʪ 
ʨʘʟʚʠʪʠʝ ʩʦʚʨʝʤʝʥʥʳʭ ʎʆɼ: 

 

ʅʠʟʢʘʷ ʩʢʦʨʦʩʪʴ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 
ʠ ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʦʛʨʘʥʠʯʝʥʘ ʩʝʪʴʶ 

ɸʨʭʠʪʝʢʪʫʨʘ ʠ ʬʫʥʢʮʠʠ ʩʝʪʝʚʳʭ 
ʫʩʪʨʦʡʩʪʚ ʥʝ ʤʝʥʷʶʪʩʷ ʩ 80-ʭ ʛʛ. 



ʉʝʪʝʚʘʷ 
ʚʠʨʪʫʘʣʠʟʘʮʠʷ ʩ NSX 

ɺʘʞʥʝʡʰʠʡ ʢʦʤʧʦʥʝʥʪ 
ʜʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʎʆɼ 

ʉʫʱʝʩʪʚʫʶʱʝʝ ʠʣʠ 

ʥʦʚʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ: 

ʩʝʪʴ, ʉʍɼ, ʩʝʨʚʝʨʳ 

ʋʨʦʚʝʥʴ ʚʠʨʪʫʘʣʠʟʘʮʠʠ 

10 



ʉʝʪʝʚʳʝ ʬʫʥʢʮʠʠ 
ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ 
ʪʝʧʝʨʴ ʚ 
ʛʠʧʝʨʚʠʟʦʨʝ 

Switching 

Routing Firewalling/ACLs 

Load balancing 

ɺʳʩʦʢʦʝ ʙʳʩʪʨʦʜʝʡʩʪʚʠʝ 

ɿʘʱʠʪʘ ʛʦʨʠʟʦʥʪʘʣʴʥʦʛʦ 

ʪʨʘʬʠʢʘ 

ʅʘʪʠʚʥʘʷ ʧʦʜʜʝʨʞʢʘ ʚ 

ʛʠʧʝʨʚʠʟʦʨʘ 

ʉʝʪʝʚʘʷ ʧʣʘʪʬʦʨʤʘ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ 
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ʉʝʪʴ, ʉʍɼ, ʩʝʨʚʝʨʳ 

ʋʨʦʚʝʥʴ ʚʠʨʪʫʘʣʠʟʘʮʠʠ 

ʉʝʪʝʚʘʷ ʧʣʘʪʬʦʨʤʘ NSX 

ɺʠʨʪʫʘʣʴʥʳʝ ʩʝʪʠ 
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ʉʝʪʝʚʘʷ 
ʚʠʨʪʫʘʣʠʟʘʮʠʷ ʩ NSX 



ʆʩʥʦʚʥʳʝ ʧʨʠʯʠʥʳ ʠʥʮʠʜʝʥʪʦʚ ʚ ʎʆɼ 

7 

ʉʚʦʙʦʜʥʳʡ ʦʙʤʝʥ ʜʘʥʥʳʤʠ 
ʅʠʟʢʠʡ (ʠʣʠ ʦʪʩʫʪʩʪʚʫʶʱʠʡ) ʢʦʥʪʨʦʣʴ ʚʥʫʪʨʠ ʎʆɼ 

 ʅʠʟʢʦʧʨʠʦʨʠʪʝʪʥʳʝ, 

çʟʘʙʳʪʳʝè ʩʝʨʚʝʨʳ 

ʩʪʘʥʦʚʷʪʩʷ ʮʝʣʴʶ 

ʘʪʘʢʫʶʱʝʛʦ 

ʇʦʩʣʝ ʧʨʦʥʠʢʥʦʚʝʥʠʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʩʚʦʙʦʜʥʦ 

ʧʝʨʝʤʝʱʘʝʪʩʷ ʧʦ ʩʝʪʠ 

10110100110 
101001010000010 
1001110010100 

ʀʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ 

ʩʦʙʠʨʘʪʴʩʷ ʤʝʩʷʮʘʤʠ 

Internet 

ʇʝʨʠʤʝʪʨ ʎʆɼ 



ɿʘʱʠʪʘ ʧʝʨʠʤʝʪʨʘ vs. ʟʘʱʠʪʘ ʢʘʞʜʦʛʦ ʩʝʨʚʝʨʘ 
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ʊʨʘʜʠʮʠʦʥʥʳʡ ʧʦʜʭʦʜ 

Åɿʘʱʠʪʘ ʩʝʛʤʝʥʪʦʚ, ʘ ʥʝ 
ʩʝʨʚʝʨʦʚ 

Åʀʥʮʠʜʝʥʪ ʚ ʩʝʛʤʝʥʪʝ ð ʧʦʜ 
ʫʛʨʦʟʦʡ ʚʩʝ ʩʝʨʚʝʨʳ 

Åʀʥʮʠʜʝʥʪ ʥʘ ʩʝʨʚʝʨʝ ð ʧʦʜ 
ʫʛʨʦʟʦʡ ʚʝʩʴ ʩʝʛʤʝʥʪ 

Åʇʨʠ ʧʝʨʝʤʝʱʝʥʠʠ ʩʝʨʚʝʨʘ 
ʟʘʱʠʪʘ ʪʝʨʷʝʪʩʷ 

Åɿʘʱʠʱʝʥ ʢʘʞʜʳʡ ʩʝʨʚʝʨ 

Åɿʘʱʠʪʘ ʩʝʨʚʝʨʘ ʦʪ 
ʦʩʪʘʣʴʥʦʡ ʩʝʪʠ ʠ ʥʘʙʦʨʦʪ 

Åʉʝʪʝʚʘʷ ʩʝʛʤʝʥʪʘʮʠʷ ʥʝ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʟʘʱʠʪʳ 
ʩʝʨʚʝʨʦʚ 

Åʇʨʠ ʧʝʨʝʤʝʱʝʥʠʠ ʩʝʨʚʝʨʘ 
ʧʝʨʝʤʝʱʘʝʪʩʷ ʠ ʄʉʕ 

 

ʈʘʩʧʨʝʜʝʣʝʥʥʳʡ ʄʉʕ 



ʉʣʦʞʥʦʩʪʴ #1: ʆʛʨʘʥʠʯʝʥʠʷ ʩʝʪʠ 

Åʅʫʞʥʦ ʩʚʷʟʘʪʴ ʢʘʞʜʳʡ ʩʝʨʚʝʨ 
ʩ ʄʉʕ 

Åʢʘʞʜʦʝ ʠʟʤʝʥʝʥʠʝ ʪʨʝʙʫʝʪ 
ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʦʛʦ 
ʦʙʦʨʫʜʦʚʘʥʠʷ 

Åʚʝʩʴ ʪʨʘʬʠʢ ʥʘʧʨʘʚʣʷʝʪʩʷ ʚ 
ʦʜʥʫ ʪʦʯʢʫ ï ʩʣʦʞʥʦʩʪʴ 
ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ 

Åʂʘʞʜʳʡ ʩʝʛʤʝʥʪ ʪʨʝʙʫʝʪ 
ʦʪʜʝʣʴʥʳʡ VLAN/ʠʥʪʝʨʬʝʡʩ ʥʘ 
ʄʉʕ 

ʅʝʦʙʭʦʜʠʤʦ ʥʘʧʨʘʚʣʷʪʴ ɺɽʉʔ ʪʨʘʬʠʢ ʢ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʤʫ ʄʉʕ 

9 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʥʝ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʠʚʷʟʘʥʘ ʢ ʬʠʟʠʯʝʩʢʦʡ ʩʝʪʝʚʦʡ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ 



 any -> IP3:80 allow 
 field -> IP3:445 allow 
 field -> IP3:3389 allow 
 é 

 any -> IP2:80 allow 
 sale -> IP2:445 allow 
 sale -> IP2:3389 allow 
 é 

ʉʣʦʞʥʦʩʪʴ #2: ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ 

ʇʦʜʭʦʜ ˉ1 

Åʉʪʘʨʘʝʤʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʘʢʩʠʤʘʣʴʥʦ 
ʪʦʯʥʳʝ ʧʨʘʚʠʣʘ 

Åʇʨʠ ʵʪʦʤ ʚʥʝʩʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʙʫʜʝʪ ʢʨʘʡʥʝ 
ʤʝʜʣʝʥʥʳʤ 

ʇʦʜʭʦʜ ˉ2 

Åʀʩʧʦʣʴʟʫʶʪʩʷ ʤʝʥʝʝ ʪʦʯʥʳʝ ʧʨʘʚʠʣʘ 
(ʫʧʨʦʱʝʥʠʝ) ʠ ʛʨʫʧʧʠʨʦʚʢʘ ʩʝʪʝʡ 

Åʇʨʠʚʦʜʠʪ ʢ ʩʪʘʨʦʤʫ ʩʝʛʤʝʥʪʥʦʤʫ ʧʦʜʭʦʜʫ 

 
ʊʨʝʙʫʝʤʦʝ ʨʝʰʝʥʠʝ: 
ʇʨʘʚʠʣʘ ʄʉʕ ʜʦʣʞʥʳ ʙʳʪʴ 
ʘʙʩʪʨʘʛʠʨʦʚʘʥʳ, ʧʦʟʚʦʣʷʷ 
ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʩʦʟʜʘʥʠʝ 
ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʧʨʘʚʠʣ ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ 
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 any -> IP1:80 allow 
 eng -> IP1:445 allow 
 eng -> IP1:3389 allow 
 ... 

 any -> IP4:80 allow 
 ext -> IP4:445 allow 
 ext -> IP4:3389 allow 
 é 



ʈʝʰʝʥʠʝ ï ʏʘʩʪʴ 1: ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʄʉʕ ʜʣʷ 
ʢʘʞʜʦʛʦ ʩʝʪʝʚʦʛʦ ʧʦʨʪʘ 

Åʄʉʕ ʥʘ ʢʘʞʜʦʤ vNIC 
ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʬʠʟʠʯʝʩʢʦʡ ʩʝʪʠ 

Åɺʩʪʨʦʝʥ ʚ ʛʠʧʝʨʚʠʟʦʨ ð ʥʝ 
ʯʘʩʪʴ ʛʦʩʪʝʚʦʡ ʆʉ 

Åʊʨʘʬʠʢ ʥʝ ʧʝʨʝʤʝʱʘʝʪʩʷ ʥʘ 
ʧʝʨʠʤʝʪʨ ʜʣʷ ʠʥʩʧʝʢʮʠʠ 

Åʚʤʝʩʪʦ ʵʪʦʛʦ ʠʥʩʧʝʢʮʠʷ 
ʧʝʨʝʤʝʱʘʝʪʩʷ ʢ ʠʩʪʦʯʥʠʢʘʤ 
ʪʨʘʬʠʢʘ 

Åʉʝʪʝʚʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʥʝ 
ʤʝʰʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʠ 
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ɼʘʥʦ: 

ʈʝʰʝʥʠʝ 



ʈʝʰʝʥʠʝ ï ʏʘʩʪʴ 2: ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʘʚʠʣ 

ʋʩʣʦʚʠʷ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ: 

Åɼʠʥʘʤʠʯʝʩʢʠʝ ʠʩʪʦʯʥʠʢʠ ʜʘʥʥʳʭ ð 
ʧʨʝʜʩʪʘʚʣʷʶʪ ʠʟʤʝʥʷʶʱʠʝʩʷ ʩʦʩʪʦʷʥʠʷ 
ʩʠʩʪʝʤʳ 

Åʋʨʦʚʝʥʴ ʘʙʩʪʨʘʢʮʠʠ ð ʚʝʨʭʥʝʫʨʦʚʥʝʚʦʝ 
ʦʧʨʝʜʝʣʝʥʠʝ ʩʧʦʩʦʙ ʨʝʘʢʮʠʠ ʥʘ 
ʠʟʤʝʥʝʥʠʷ  
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service 

composer 

               AD 

 

vCenter 

directories admin 

dynamic data 

interface  

rule sets 

service definitions 

& firewall rule set 

ɺ NSX DFW ʤʳ ʠʩʧʦʣʴʟʫʝʤ: 

ÅvCenter & Active Directory ð ʠʩʪʦʯʥʠʢʠ 
ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʲʝʢʪʘʭ ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ 

ÅñService Composerò ʚ NSX ʜʠʥʘʤʠʯʝʩʢʠ 
ʪʨʘʥʩʣʠʨʫʝʪ ʧʦʣʠʪʠʢʠ ʚ ʪʘʙʣʠʮʫ ʧʨʘʚʠʣ 
ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ ɺʄ 



ʄʉʕ ʜʣʷ ʢʘʞʜʦʛʦ ʚʠʨʪʫʘʣʴʥʦʛʦ ʧʦʨʪʘ 

Åʅʝʚʦʟʤʦʞʥʦ ʦʙʦʡʪʠ 

ïʇʦʩʢʦʣʴʢʫ ʄʉʕ ʨʘʙʦʪʘʝʪ ʥʘ ʫʨʦʚʥʝ vNIC, ʝʛʦ ʥʝʚʦʟʤʦʞʥʦ ʦʙʦʡʪʠ, ʜʘʞʝ 
ʝʩʣʠ ʧʝʨʝʢʣʶʯʠʪʴ ɺʄ ʚ ʜʨʫʛʦʡ ʚʠʨʪʫʘʣʴʥʳʡ ʢʦʤʤʫʪʘʪʦʨ 

Åʅʝʚʦʟʤʦʞʥʦ ʘʪʘʢʦʚʘʪʴ ʄʉʕ 

ïʈʘʩʧʨʝʜʝʣʝʥʥʳʡ ʄʉʕ ʥʝ ʠʤʝʝʪ ʠʥʪʝʨʬʝʡʩʦʚ ʚ ʩʝʪʷʭ ɺʄ, ʥʝ ʷʚʣʷʝʪʩʷ 
ʯʘʩʪʴʶ ʛʦʩʪʝʚʦʡ ɺʄ  

Åɺʳʩʦʢʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

ïɹʣʘʛʦʜʘʨʷ ʨʘʙʦʪʝ ʥʘ ʫʨʦʚʥʝ ʷʜʨʘ, ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʄʉʕ ʜʘʝʪ ʙʦʣʝʝ 15 
ɻʙʠʪ/ʩ ʥʘ ʢʘʞʜʳʡ ʩʝʨʚʝʨ ʚʠʨʪʫʘʣʠʟʘʮʠʠ. 
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Service Composer: ʚʦʟʤʦʞʥʦʩʪʠ 

ÅDistributed Firewall (DFW) 
stateful L4+ firewall (L4+ = ñApplication Layer Gatewayò); 

ÅGuest Introspection (GI) 
ʧʨʦʚʝʨʢʠ ʛʦʩʪʝʚʳʭ ʩʠʩʪʝʤ: RAM/File System 

ÅNetwork Introspection (NI) 
L7/L7+ (L7 = protocol; L7+ = content): IDS/IPS, NGFW, URL Filtering 

ʆʩʦʙʝʥʥʦʩʪʠ ʨʝʘʣʠʟʘʮʠʠ: 

Åʅʝ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʢʘ ʢʦʤʧʦʥʝʥʪʦʚ/ʜʨʘʡʚʝʨʦʚ ʚ ʛʦʩʪʝʚʳʝ ʆʉ 

Åɼʘʥʥʳʝ ʠʥʩʧʝʢʪʠʨʫʶʪʩʷ ʣʦʢʘʣʴʥʦ ʥʘ ʢʘʞʜʦʤ ʩʝʨʚʝʨʝ-ʛʠʧʝʨʚʠʟʦʨʝ 
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ʀʥʪʝʛʨʘʮʠʷ DFW ʠ ʧʘʨʪʥʝʨʩʢʠʭ ʨʝʰʝʥʠʡ 
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External Network 

vSwitch 

DFW 

NI 

Source 

Guest 

VM 

3rd party 

Security  

Service 

Serv. 

VM 

DFW 

NI 

Destination 

Guest 

VM 

vSwitch 

DFW 

NI 

a guest 

Guest 

VM 

3rd party 

Security  

Service 

Serv. 

VM 

DFW 

NI 

Destination 

Guest 

VM 



ɹʳʩʪʨʦʜʝʡʩʪʚʠʝ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʄʉʕ 

16 

ɹʦʣʝʝ 80000 CPS ʥʘ ʩʝʨʚʝʨ 
ʧʨʠ 100+ ʧʨʘʚʠʣ 

~20 ɻʙʠʪ/ʩ ʥʘ ʢʘʞʜʳʡ ʩʝʨʚʝʨ 
ʚʠʨʪʫʘʣʠʟʘʮʠʠ 

ʅʘʢʣʘʜʥʳʝ ʨʘʩʭʦʜʳ ʥʘ CPU ʥʝ ʧʨʝʚʳʰʘʶʪ ʝʜʠʥʠʮʳ % 



ʉʝʪʝʚʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʪʘʥʦʚʠʪʩʷ ʧʨʦʱʝ ʜʣʷ 
ʨʝʘʣʠʟʘʮʠʠ  

Áʇʦʣʠʪʠʢʠ ʙʦʣʴʰʝ ʥʝ 

ʧʨʠʚʷʟʘʥʳ ʢ ʬʠʟʠʯʝʩʢʦʡ 

ʪʦʧʦʣʦʛʠʠ ʠ ʩʦʯʝʪʘʶʪʩʷ ʩ 

ʣʦʛʠʯʝʩʢʠʤʠ ʛʨʫʧʧʘʤʠ ɺʄ 

Áʂʘʞʜʘʷ ɺʄ ʤʦʞʝʪ ʙʳʪʴ 

ʧʝʨʠʤʝʪʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Áʄʠʢʨʦʩʝʛʤʝʥʪʘʮʠʷ 

ʧʨʝʜʦʪʚʨʘʱʘʝʪ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʫʛʨʦʟʳ 

Finance Development HR Production 
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Security Visibility & operations Application delivery services Physical to cloud 

ʇʘʨʪʥʝʨʩʢʘʷ ʵʢʦʩʠʩʪʝʤʘ NSX 



ʇʨʝʠʤʫʱʝʩʪʚʘ 

 

ɹʝʟʦʧʘʩʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ 

ʩʫʱʝʩʪʚʝʥʥʦ ʜʝʰʝʚʣʝ 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʚ ʚʠʨʪʫʘʣʴʥʦʤ ʎʆɼ 

ɽʩʪʝʩʪʚʝʥʥʘʷ ʜʣʷ 
ʚʠʨʪʫʘʣʴʥʦʛʦ ʎʆɼ ʤʦʜʝʣʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʇʝʨʠʤʝʪʨ ʎʆɼ 

Internet 

DMZ 

Secure User 
Environments 

ʋʧʨʦʱʝʥʠʝ ʧʦʣʠʪʠʢ 

ʃʦʛʠʯʝʩʢʠʝ ʛʨʫʧʧʳ 

ʟʘʱʠʪʳ 
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ʇʨʠʤʝʨ ʠʥʪʝʨʬʝʡʩʘ (1/6) 
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