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YpoBeHb onacHocTh: KPUTUYECKIW

Hannume obHoBneHna: ECTb

BelnonHeHWe Npov3BO/IbHBLIX KOMaHZ oboso4ku B Sophos Web Appliance (SWA)

ViaeHTUdMKaTop ya3BMMOCTH

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2023-1671

CWE-78: HekoppekTHas HenTpannsauma cneumanbHblx
3/1EMEHTOB, NCMOJIb3yeMbIX B CUCTEMHbBIX KOMaHZAax
(BHeapeHve komaHa OC)

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  YAaneHHOMY
3/10YMbILUNEHHVIKY BbINONHUTL MPOV3BONbHbIE KOMaHAbI
000/10UKM B LENeBol cucteme MOCPeACTBOM OTMpPaBKM
cneunansHO  COOPMMPOBAHHOMO  3aMpoca.  Ys3BUMOCTb
0bycnoBneHa HEKOPPEKTHON NPOBEPKOW BXOAHBIX AaHHbIX.

Kateropus ya3snmoro npoaykra

CepBepHOe NporpaMmHoe obecrieyeHuie 1 ero
KOMMOHEHTI

YA3BUMbI MPOAYKT

Sophos Web Appliance (SWA): 1o 4.3.10.4

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd odrLUManbHbIM NaTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKLUMAMN NpoTnB Poccninckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MoC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTa BbigBNeHna

4 anpena 2023 .

[laTa obHOoBNEeHNS

4 anpena 2023 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C

9.8 CVSS:3.1/AV:N/AC:L/PR:N/UEN/S:U/C:H/IH/AH
CeteBonn (N)

Hinskas (L)

OtcytcrayeT (N)

OT1cyTctByeT (N)




rnonb3oBatenem (Ul)

MacwTtab nocneAcTBUA 3KCryaTaumm
YA3BUMOCTY (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha uenocTHOCTb (1)
BavaHme Ha JOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYMHbIX CpeacTB
SKCMayatTaunmn

Hannuve cpeacTB yCTpaHeHNs
YS13B1MOCTM

[10CTOBEPHOCTL CBefeHUIA 06
YS13BMMOCTM

CCbINKM Ha UCTOYHWIKIA

He nsmensetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpeaeneHo

O¢uvumanbHoe pewleHne

He onpegeneHo

http://www.sophos.com/en-us/security-advisories/sophos-
sa-20230404-swa-rce
http://wsa.sophos.com/docs/ws1000/ws1000/concepts/Rel

easeNotes 4.3.10.4.html|



http://www.sophos.com/en-us/security-advisories/sophos-sa-20230404-swa-rce
http://www.sophos.com/en-us/security-advisories/sophos-sa-20230404-swa-rce
http://wsa.sophos.com/docs/ws1000/ws1000/concepts/ReleaseNotes_4.3.10.4.html
http://wsa.sophos.com/docs/ws1000/ws1000/concepts/ReleaseNotes_4.3.10.4.html

