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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

Otkas B 06cnyxmBaHum B Cisco 10S

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2023-20080
CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
310YMbILUNEHHMKY — BbI3BaTb  OTKa3 B OOCIYXMUBaHUM
Lies1eBO CUCTeMbl MOCPEeACTBOM OTMPaBkM CneumnansHo
COOPMMPOBaHHbIX  aHHbBIX.  YA3BMMOCTb  00OYyC/10B/IEeHa
HEeKOPPEKTHOW MPOBEPKOM BXOAHbIX AaHHbIX.

Kateropus ya3snmoro npoaykra

TenekoMMyHMKaLMoHHOe 0b6opyLoBaHe

YS3BUMbBIVI MPOAYKT

Cisco 10S:16.12.1 -17.3.1
Cisco IOS XE: 16.12.1 -17.3.1

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTa BbIgBNeHNA

23 mapTa 2023 T.

[laTa obHoBNEHWS

23 mapTa 2023 T.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

8.6 CVSS:3.0/AV:N/AC:L/PR:N/ULN/S:C/C:N/I:N/A:H
CeteBonn (N)
Hinskas (L)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BansgHme Ha UenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

13mensieTca (C)

OT1cyTcTayeT (N)
OtcytcTayeT (N)

Bbicokoe (H)

He onpeaeneHo

O¢uvumanbHoe pewleHne

He onpegeneHo

CCbIIKM Ha UCTOYHKKN

http://tools.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-ios-dhcpve-dos-44cMvdDK



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-dhcpv6-dos-44cMvdDK
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-dhcpv6-dos-44cMvdDK

