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Hannume obHoBneHna: ECTb

Otka3 B obcnyxmnBaHum B Cisco 10S XE

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2023-20072
CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
310YMbILUNEHHNKY — BbI3BaTb  OTKa3 B OOCIYXMBaHUM
Lies1eBO CUCTeMbl MOCPEeACTBOM OTMPaBkM CneumnansHo
COOPMMPOBaHHbIX  aHHbBIX.  YA3BMMOCTb  00OYyC/10B/IEeHa
HEeKOPPEKTHOW MPOBEPKOM BXOAHbIX AaHHbIX.

Kateropus ya3snmoro npoaykra

TenekoMMyHMKaLMoHHOe 0b6opyLoBaHe

YA3BMMbIV MPOAYKT

PekomeHaauUMK Mo YCTPpaHeHno

Cisco IOS XE:17.91-17.9.1w

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUmManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeJeHHbIMY CaHKUMAMY MPOTUB Poccuinckon defepauiv
pekoMeHayem yCTaHaBNVBaTb OOHOBNEHWA MPOrPaMMHOrO
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLLIMX
PUCKOB.

[laTa BbIgBNeHNA

23 mapTa 2023 T.

[lata obHOoBNEHMS

23 mapTa 2023 .

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBaTenem (Ul)

MacwTab nocneacTBUA SKCMayaTaLmn

8.6 CVSS:3.0/AV:N/AC:L/PR:N/ULN/S:C/C:N/I:N/AH
CeteBow (N)
Huskaga (L)

OtcyTctayeT (N)
OtcyTctByeT (N)

13meHsieTca (C)




YA3BMMOCTH (S)

BnvaHmne Ha KoHOMaeHUMansHoCTh (C)
BavsHme Ha uenocTtHOCTb (1)

BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIA 06
YA3BMMOCTH

OtcytcrayeT (N)
OtcyTcTayeT (N)

Bbicokoe (H)

He onpegeneHo

OduumansHoe peleHue

He onpeaeneHo

CCbINKM Ha UCTOYHKIKI

http://tools.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-ios-gre-crash-p6nE55g5
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