HKLUKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM VULN-20230310.2 | 10 mapTa 2023 T.

YBEAOM/IEHUE Ob YA3BUMOCTAX

Beb-caiT: cert.gov.ru YpoBeHb onacHocTy: BbICOKI

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

MHoXecTBeHHble ya3BMMocTK B OpenShift Logging

KaTeropua yassBmmoro rnpoaykra CepBepHoe NporpaMMHoe obecrneyeHue 1 ero KOMMOHEeHTI
YA3BMMbIV NPOAYKT OpenShift Logging: 5.6.0 - 5.6.2
[laTa BbiaBNeHUA 9 mapTta 2023 T.
[ata obHoBNEHNSA 9 mapTa 2023 T.
BasoBbliin
NaeHTUdUKaTOp
3BMOCTU OnvcaHue ya381MMOCTY YPOBEHb
y CVSS
SKCnnyaTaums yAa3B1UMOCT MO3BONSET YAANEHHOMY 3/10YMbILLNIEHHVKY BbIMOMHUTE 0TKa3 B OOCIYXMBaHNN
LleseBO  CnCTeMbl MOCPeACTBOM  OTMPaBKM  CheumanbHO  CO34aHHOro 3ampoca. YA3BMMOCTb  00yC/10B/IeHa
HEKOPPEKTHOM MPOBEPKOM BXOAHbIX AaHHbIX.
MITRE: CVSSV3.0: AVIN/AC:L/PR:N/ULN/S:U/C:N/IEN/AH
' 7.5
CVE-2022-24999 CWE-94: HekoppekTHOe yrpasfeHue reHeprpoBaHmemM Koa (BHepeHue Koza)
PekomeHzaLmMm Mo yCTpaHeHWH: JaHHasa ya3BUMOCTb YCTPaHSeTCs oduLIanbHbBIM MaTyeM BeHAopa. B ¢Ba3u
CO C/IOXMBLUENCA OOCTaHOBKOW 11 BBEAEHHbBIMU CaHKLMAMK MPOTUB Poccrinckor desepauv pekoMeHayem
YCTaHaBNBaTb OOHOBEHVA MPOrPaMMHOro 0becneyeH s TONbKO NOCIe OLEeHKN BCeX COMYyTCTBYHOLLMX PUCKOB.




IKcnayaTaums yAa3BMMOCTM MO3BOAAET YAANEHHOMY 3M0YMbILLNEHHIKY BbI3BaTb 0TKa3 B OOCAYXUBAHNN
LleneBol C1CTeMbl MOCPEACTBOM OTMPaBKM CreuvansHO CGOPMMPOBAHHOIO 3ampoca. YA3BUMOCTbL 06yc10BneHa
OLLINBKOV rpaHuL, NaMaTy.

CVSSV3.0: AVIN/ACL/PR:IN/UEN/S:U/C:N/IEN/AH

MITRE: e
CVE-2022-43945 CWE-119: BelnonHeHvie onepaunii 3a npegenamn ybepa namsaty
PekoMeHzaLmMK Mo yCTpaHeHWto: laHHasa ya3BMMOCTb YCTPaHARTCA 0dLLIMaibHBIM MaTyeM BeHZopa. B cBA3M
CO C/IOXMBLUENCA OOCTaHOBKOW 1 BBEAEHHbBIMU CaHKLMAMN NPOTUB Poccuickon degepau pekoMeHayem
yCTaHaBNBaTb OOHOB/IEHVA MPOrPaMMHOro obecrneyeHd TONLKO NOC/Ie OLEeHKM BCexX COMyTCTBYHOLLMX PUCKOB.
SKCnyaTaums ya3BUMOCTM MO3BONMAET yAaNeHHOMY 3/10YMbILLNIEHHVKY BbI3BaTb OTKa3 B OOCIYXMBAHNN
LleNeBo CUCTeMbl MOCPeACTBOM OTMPaBK/ CreumanbHO COOPMUPOBAHHbBIX AaHHBIX. YA3BMMOCTb 00YC/I0B/IEHA
HEeKOHTPOIMPYEMbIM NCMOb30BaHVEM PeCypCoB.
MITRE: CVSSV3.0: AVIN/ACL/PR:IN/UEN/S:U/CN/EN/AH
' 7.5
CVE-2022-45061 CWE-400: HekoHTpompyemoe 1Crosib30BaHme pecypcos (McyepriaHme pecypcos)
PekomMeHzaLmm Mo yCcTpaHeHWto: laHHasa ya3BUMOCTb YCTPaHAeTcs oduLanbHbIM NaTtyeM BeHAopa. B cBasu
CO C/IOXMBLUENCA OOCTaHOBKOW 11 BBEAEHHbBIMU CaHKLMAMK MPOTUB Poccrinckor desepaLv pekoMeHayem
yCTaHaBNBaTb OOHOBNEHNSA MPOrPaMMHOro 0becneyeH s TONbKO MOC/Ie OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.
SKCMyaTaumsa yA3BUMOCTI MO3BOAET JIOKaJIbHOMY 3/10YMbILLUNEHHKY BbINONHWUTE MPOU3BO/IbHBIA KOJ B
LleNIeBoO C1MCTeEME MOCPEACTBOM OTKPbITUSA Mob30BaTeneM crneuynansHO Co34aHHOro BpPeAoHOCHOro  ¢ainsa.
YA3BNMOCTb 00YC/I0BIEHA OLLVOKOW rPaHuL, MamMsaTu.
MITRE: CVSSv3.0: AV:L/ACL/PR:IN/ULR/S:U/C:H/EH/AH
' 7.8

CVE-2022-48303

CWE-122: MNepenonHeHne bydepa B AMHAMNYECKOW NaMATY

PekomeHaaLMy No ycTpaHeHno: aHHada yAa3B1MOCTb YCTPaHAETCA OQuLIMaibHBbIM NaTyemM BeHaopa. B cea3n
CO CNIOXVIBLUECA 0OCTaHOBKOW U BBEAEHHBIMI CaHKLMAMY NPOTHB Poccuiickon PefepaLiivi pekomeHayem
yCTaHaBVBaTb OOHOBIEHNA MPOrPaMMHOro 0becrneYeHna TONBKO Noc/e OLEHKM BCexX COMyTCTBYHOLLMX PUCKOB.




CcbIIKM Ha
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