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Hannume obHoBneHna: ECTb

BbinonHeHWe npon3sonbHOro koaa B Chrome OS

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2023-0129

CWE-122: [NepenonHeHne bydepa B ANHAMUYECKON
namaTn

okcnayatauys  YsSI3BMMOCTW  MO3BOASET  yAanNeHHOMYy
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
LieneBoi cucTeMe NocpeacTBOM OTKPbITVS MOb30BaTeNeMm
cneumanbHO  CO34aHHOM  BpPeAOHOCHOW  Beb-CTpaHuLbI.
Y$3BMMOCTb 0BYC/I0B/IEHA OLUNBKOW FPaHuL, MamsTu.

UNIX-noao6Hble onepaunoHHble CUCTeMbl

YA3BMMbIV MPOAYKT

Chrome OS: go 108.0.5359.221

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTa BbIgBNeHNA

5 mapTa 2023 T.

[laTa obHoBNEHWS

5 mapTa 2023 T.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

8.8 CVSS:3.1/AV:N/AC:L/PR:N/ULLR/S:U/C:H/I:H/AH
CeteBonn (N)
Hinskas (L)

OtcyTctayeT (N)

TpebyeTca (R)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BansgHme Ha UenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpeaeneHo

O¢uvumanbHoe pewleHne

He onpegeneHo

CCbIIKM Ha UCTOYHKKN

http://chromereleases.googleblog.com/2023/02/long-term-
support-channel-update-for 23.html
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