HKLKW

HAUMOHANbHBI KOOPAUHALMOHHBI LIEHTP YBEAOMJTEHWE OB YASB/MOCTAX

MO KOMMBKOTEPHBIM MHUWMAEHTAM VULN-20230301.2 | 1 mapTa 2023 .
Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKIIA
E-mail: threats@cert.gov.ru Hamume oB6HoseHNs: ECTh

MHoXecTBeHHble ya3B1uMocTy B IBM HTTP Server

Kateropus yAasBrMOro nposykra CepBepHoe NporpaMMHoe obecrneyeHue 1 ero KOMMOHEeHTI
YA3BUMbI MPOAYKT IBM HTTP Server: go 8.5.5.24
[laTa BbiABNEHUS 27 dpespang 2023 .
[ata obHoBNEHNSA 27 ¢eBpang 2023 1.
BasoBbliin
NaeHTUdUKaTOp
3BUMOCTY OnuncanHue ya3B1UMOCTH ypOBeHb
y CVSS
SKCnyatTaums yAa3BMMOCTY MO3BONAET YAANEHHOMY 310YMBILLIEHHVIKY BBINOAHUTE MPOV3BONBHbLIA KO B
LleNeBoi CUCTeMe MOCPEACTBOM OTMPaBKM CMeuManbHO COOPMMPOBaHHBIX AaHHbIX. YA3BMMOCTb OOYyCNOBAEHA
OLUVOKOW TPaHnL, MaMATH.
MITRE: CVSSV3.0: - AV:N/AC:L/PR:N/UEN/S:U/C:H/I:H/AH
' 9.8
CVE-2022-28331 CWE-121: MepenonHeHne bydepa B CTeke
PekomeHaaumy no ycTpaHeruto: JaHHasa ya3BMMOCTb yCTpaHaeTca odrumansHbIM naTyeM BeHAopa. B cBsA3u
CO CNIOXVBLUECA OOCTaHOBKOW 1 BBEAEHHBIMI CaHKLMAMYM NPOTUB Poccuiickon Pefepaliii pekomeHayem
yCTaHaBAMBaTb OOHOBNEHNA MPOrPaMMHOro obecneyeHst TONbKO MOCIEe OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.




MITRE:
CVE-2022-25147

JKCnnyaTaums ya3BUMOCTU MO3BONAET YAANEHHOMY 3M10YMbILUNEHHUKY BbIMOMHUTL MPOW3BONbHBIA KO B
LleneBoli cucteMe MOCPeACTBOM OTMPaBKM CheumansHO CHOPMUPOBAHHBIX AaHHbBIX. YS3BMMOCTb 06yC/10BNEHa
LleNI0YNCNeHHBIM NepenoHeHNEM.

CVSSV3.0: AVIN/ACL/PR:IN/UEN/S:U/C:H/IH/AH
CWE-190: LilenouncneHHoe nepernonHeHne Uam LMKn4eckui Bo3spat

PekomeHZaLMV Mo yCTpaHeHno: [laHHasa ya3BUMOCTb YCTPaHSaeTca oduLManbHbIM NaTyemM BeHAopa. B cBsA3n
CO CNIOXVIBLUEICSA 0BCTaHOBKOW 1 BBEAEHHBLIMI CaHKLUAMY NPOTUB Poccuiickor Geepalii pekomeHayem
yCTaHaBNVBaTb OOHOBNEHNS MPOrPaMMHOro obecneyeHms TOAbKO MOCe OLIEHKYM BCeX COMYTCTBYHOLLIMX PUCKOB.

9.8

CcbInkM Ha
NCTOYUYHUKM

http://www.ibm.com/support/pages/node/6955577



http://www.ibm.com/support/pages/node/6955577

