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Beb6-cant: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKMIA

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMS: ECTh

BbinosiHeHWe Npown3Bo/ibHOro KoAa B IBM Process Mining

MITRE: CVE-2022-22965

ViaeHTOUKaTOP yA3BMMOCTU BDU: 2022-01631

CWE-94: HekoppekTHOe yrpaBneHue reHepmpoBaHmnem

Vine aTo OrpamMmMHoOV oLWn6
ACHTMGVKATOP NPOrPaMMHOM OLLVOKM KoAa (BHegpeHme Ko4a)

JKCnyataumd  yA3BMMOCTY  MO3BOASeT  YAaNeHHOMY
310YMbILUNEHHWKY  BbIMNOMHUTL  MPOW3BO/bHLIM - KOA4 B
OnwncaHme ya3BnmoCTy Lies1eBO C1cTemMe MOCPeACcTBOM OTMpaBkM CreumansHo
COOPMUPOBAHHOIO HTTP-3anpoca. YA3BNMOCTb
0byCNnoBneHa HeKoOpPPeKTHOM NPOBEPKOW BXOAHbBIX AaHHbIX.

CepBepHOe NporpaMmHoe obecrieyeHuie 1 ero

Kateropms ya3BrMOro npoaykTa
VA Y POAYy KOMMOHEHTHI

YA3BUMbI MPOAYKT IBM Process Mining: g0 1.12.0.5

[aHHas yA3BMMOCTb YCTpaHAeTcd odrLUManbHbIM NaTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKLUMAMN NpoTnB Poccninckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MoC/e OLLeHKM BCeX COMYTCTBYHOLLIAX

PekomeHaauum nNo ycTpaHeHuo

PUCKOB.
[laTa BbiaBEHUA 7 ¢pespang 2023 r.
[aTta obHOBNEHMA 7 deBpanga 2023 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1) 9.8 CVSS:3.1/AVIN/AC.L/PR:N/ULN/S:U/C:H/IIH/AH
BexTop ataku (AV) CeteBonn (N)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC) Hwskas (L)

Heobxoanmblil ypoBeHb npusuneruii (PR) OtcytcrayeT (N)

HeobxoanMOCTb B3aUMOAENCTBUS C OT1cyTctByeT (N)




rnonb3oBatenem (Ul)

MacwTtab nocneAcTBUA 3KCryaTaumm
YA3BUMOCTY (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha uenocTHOCTb (1)
BavaHme Ha JOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYMHbIX CpeacTB
SKCMayaTaunm

Hannuve cpeacTB yCTpaHeHNs
YS13B1MOCTM

[10CTOBEPHOCTL CBefeHUIA 06
YS13BMMOCTM

CCbINKM Ha UCTOYHWIKIA

He nsmensetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpeaeneHo

O¢uvumanbHoe pewleHne

He onpegeneHo

https://bdu.fstec.ru/vul/2022-01631
http://www.ibm.com/support/pages/node/6606977
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