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MoBblweHve npuvswuaernii B TL-SG105PE

aeHTndumkaTop yAas3BnMMoCTu

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

MITRE: CVE-2023-22303
BDU: 2023-00575

CWE-287: HekoppekTHas ayTeHTdUKaums

OnvcaHune ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

YS3BMMbIV MPOAYKT

SkcnayaTaums  yA3BUMOCTM  MO3BOASET  YAaNeHHOMY
3/10YMbILLNEHHWIKY MOAYYNTb MPUBMNErUM AAMUHUCTPATOPa
B LleNeBol cucTeme MoCpeAcTBOM OTMPAaBKM CheumansHO
CO3/1aHHbIX 3aMPOCOB. YSI3BUMOCTb 06YC/10BNEHa

TenekoMMyHVKauMoHHOe 06opyAoBaHme

TL-SGT0O5PE: no 1.0_1.0.0 Build 20221208

PekomeHaauum nNo ycTpaHeHuo

[laHHas ysS13BMMOCTb YCTpaHSaeTcs odnUmManbHbIM NaTyem
BEHZ0Pa. B CBA3M CO CNOXMBLUENCA O6CTAaHOBKOM 1
BBeJeHHbIMY CaHKUMAM NpoTuB Poccuniickoin ®eaepalim
pPeKOMEH/yeM yCTaHaBAMBaTb 06HOBNEHNSI MPOrPaMMHOroO
obecrneyeHVst TONbKO MOCAEe OLEHKM BCeX COMYTCTBYHOLLMX
PUCKOB.

[laTa BbigBNeHna

12 aHBaps 2023 1.

[lata obHOBNEHMS

12 aHBaps 2023 1.

OueHKa KpUTUYHOCTK yas3srmMocTy (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoavMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anMOAENCTBUS C
nonb3osatenem (Ul)

MacwTtab nocneACcTBUMA 3KCMIyaTaUmm

9.8 CVSS:3.1/AV:N/AC:L/PR:N/ULEN/S:U/C:H/I:H/AH
CeteBonn (N)

Huskaga (L)

OtcyTcrayeT (N)

OT1cyTctByeT (N)

He namensetcs (U)




YA3BUMOCTH (S)

BrvsHue Ha koHouAeHUansHoCTb (C)
BavsHme Ha uenocTtHoCTb (1)

BaviaHmne Ha JOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayaTaunm

Hannuve cpeacTB yCTpaHeHN s
YS13B1MOCTM

[10CTOBEPHOCTL CBeAeHUIA 06
YS13B1MOCTM

CCbINKM Ha UCTOYHKIKIA

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpegeneHo

O¢uvumanbHoe pewleHne

He onpeaeneHo

https://bdu.fstec.ru/vul/2023-00575

http://ivn.ip/en/ip/IVN78481846/index.html
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