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YpoBeHb onacHocTh: KPUTUYECKIA

Hannume obHoBneHna: ECTb

BeinonHeHve npon3sosbHOro koga B IBM Rational ClearCase

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2022-40674
CWE-416: Micnonb3oBaHMe nocie 0CBOOOXAEeHSA

JKcnayataumd  ya3BMMOCT  MO3BONSET  yaneHHOMy
310YMBILNEHHWKY  BBIMONHUTE  MPOW3BOJIbHBIV  KOZ B
LieseBO C1ncTemMe MOCPeACcTBOM OTMpPaBkM CreumansHo
COOPMMPOBaHHbIX  aHHbBIX.  YA3BMMOCTb  00OYyC/10B/IEeHa
OLUMOKOM NCMONb30BaHVA MOCie 0CBOOOXAEH NS,

KaTeropus ysa3BuMOro npoaykTa

CepBepHOe NporpaMmHoe obecrieyeHvie 1 ero
KOMMOHEHTI

YA3BMMbIV MPOAYKT

IBM Rational ClearCase: o 10.0.0.1

PekomeHaauum nNo ycTpaHeHuo

[aHHasg yA3BMMOCTb YCTpaHAeTCd oprLMaNbHbBIM NaTyeM
BEHAOPA. B CBA3M CO C/IOXMBLUENCA OOCTAaHOBKOW 1
BBeAEHHbIMY CaHKUMAMK NpoTmnB Poccniickon degepalinm
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTta BbIgBNeHNA

1 deBpang 2023 1.

[laTa obHoBNEHWS

1 deBpang 2023 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

9.8 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH
CeteBonn (N)
Hinskas (L)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwwTtab nocneAcTBUA 3KCMyaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpeaeneHo

O¢uvumanbHoe pewleHne

He onpegeneHo

CCbINIKM Ha UCTOYHWIKIA

http://www.ibm.com/support/pages/node/6856375
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