HKLU KW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM VULN-20230131.2 | 31 sHBaps 2023 .

YBEAOM/IEHUE Ob YA3BMMOCTU

Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKMIA

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMS: ECTh

BbinonHeHme npoussonbHbiX SQL-3anpocos B QNAP QTS

NaeHTUOUKATOP YyA3BUMOCTH MITRE: CVE-2022-27596
CWE-89: HekoppekTHas HerTpanmnsaums cneuvianbHbIX
NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN 371eMeHTOB, NCMoJb3yeMblx B SQL-koMaHAax (BHeapeHue
SQL-koaa)

dkcnnyataums  ya3BMMOCTM  MO3BOASET  yAaNeHHOMYy
3710YMbILLNEHHVIKY BbIMOMHUTb MPOVI3BO/bHbIE
SQL-3anpocbl K 6a3e [AaHHbIX YS3BUMOro MNPUNOXEHUS
NOCPeACTBOM OTMPaBK/ CreymansHO CHOpMUPOBAHHOMO
3anpoca.  Ya3BUMOCTb  0BYC/IOBNAEHa  HEeKOpPekTHOW
MPOBEPKO BXOAHbBIX AaHHbIX.

OnvcaHune ya381MMOCTY

KaTeropua ya3B1MOro NposykTa TenekoMMyHUKaLoHHOe 0b60pyLoBaHe

QNAP QTS: 5.0.1.2034 20220515 - 5.0.1.2194 20221022
YA3BMMbIV MPOAYKT QuUTS hero: h5.0.1.2045 build 20220526 - h5.0.1.2192 build
20221020

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLManbHbIM NaTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MoC/e OLLeHKM BCeX COMYTCTBYHOLLIAX

PekomeHaauum nNo ycTpaHeHuo

PUCKOB.
[laTa BbIABNEHNS 30 gHBapa 2023 .
[aTta obHOBNEHUA 30 gHBapa 2023 .

OueHka KpUTMYHOCTM yassrmMocTi (CVSSV3.1) 9.8 CVSS:3.1/AVIN/ACL/PRIN/UEN/S:U/C:H/LH/AH
BexTop ataku (AV) CeteBonn (N)
CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC) Huskas (L)

HeobxoanMblii ypoBeHb npusunernii (PR) OtcytcTayeT (N)




HeobxoanMOCTb B3aUMOAENCTBIUS C
rnonb3osatenem (Ul)

MacwTab nocneAcTBUMA 3KCrIyaTaumm
yA3BMMOCTH (S)

BauaHue Ha kKoHouAeHUansHoCTb (C)
BangHme Ha UenocTHOCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

OtcytcTayeT (N)

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpegeneHo

O¢uvumanbHoe pewleHne

He onpeaeneHo

CCbINIKM Ha UCTOYHWIKIA

http://www.gnap.com/en/security-advisory/gsa-23-01



http://www.qnap.com/en/security-advisory/qsa-23-01

