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ba3oBblili
NaeHTUdUKaTOp
3BUMOCTY OnncaHve ya3B1UMOoCTY YPOBEHb
y CVSS
SKkcnayataums ys3BMMOCTM MO3BOAAET YAANEHHOMY 3/10YMbILLIEHHNKY BbIMOAHUTL MPOU3BOAbHbBIN KOZ B
LleneBol cucTeme MOCPeACTBOM OTKPbITVA MOb30BaTeNeM CneumanbHO CO34aHHOM BPeAOHOCHOW BeO-CTPaHNLbI.
YA3BUMOCTb 06YCNOB/IEHA OLIMOKOW NCMONBb30BaHWA NOC/e 0CBOOOXAEHUS.
MITRE: CVSSv3.0: AVIN/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
' 8.8
CVE-2023-0128 CWE-416: icnonb3oBaHme nocie 0CBOHOXAEH S
PekomeHAaLMM MO YCTPaHeHNIo: AaHHasA YA3BUMOCTb YCTPaHSeTca oduLManbHbIM NaTyemM BeHAO0pa. B CBA3M
CO CIOXMBLUENCA 06CTaHOBKOM 1 BBEEHHbIMU CaHKLMSIMI MPOTUB POCCUICKOM deaepaLimi pekomeHayem
yCTaHaBAVBaTb OOHOBEHVSI MPOrPaMMHOro 0becneyYeHmsa TOAbKO MOC/e OLeHKM BCeX COMYTCTBYHOLLIMX PUCKOB.




MITRE:
CVE-2023-0129

JKCrayaTayms ya3BMMOCTY MO3BONAET YAANEHHOMY 3/10YMbILLIEHHNKY BbINMONHUTL MPOU3BOBbHbLIN KOZ B
LleneBoi c1cTemMe MocpeACcTBOM OTKPLITVA MONb30BaTeIeM CreLmanbHO CO34aHHOV BPeJOHOCHOM BEO-CTPaHMLbI.
YA3BMMOCTb 00YCNOBEHA OLIMOKOW FrPaHNL, NamsaTy.

CVSSv3.0: AVIN/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
CWE-122: MNepenonHeHne dydepa B AMHAMNYECKOW NaMATY

PekoMeHZzaLMK Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdrLManbHBIM NaTYeM BEHAOPA. B CBA3M
CO CNNOXMBLLENCH 0O6CTaHOBKOW 1 BBEAEHHBIMU CaHKLAMK MPOTUB POCCUCKON desepaunin pekoMeHLyem
yCTaHaB/VBaTb OOHOBEHNS MPOrPaMMHOro 0becneyeHms TONbKO NMOCe OLIEHKM BCeX COMYTCTBYHOLLIX PUCKOB.

3.8

MITRE:
CVE-2023-0134

3KCI‘IﬂyaTaLI,I/Iﬂ YA3BMMOCT MO3BOMAAET YAa/leHHOMY 3/10YMbILLUNEHHWKY BbIMOHVTb I_IpO|/I3BOfIbeIVI KOZ4 B
LLeﬂeBOI7I cncrTeme nocpeacTsomM OTKPbLITKMA MOb30BaTeIeM CrneunaabHO co3aa|—u—|0|7| Bpe,ﬂ,OHOCHOVI Be6-CTpaHI/ILLbI.
YA3BUMOCTb O6yCﬂOBﬂeHa OLLMOKOW NCNONb30BaHMUA Noce OCBO60>K,£]|eHI/IF|.

CVSSV3.0: AVIN/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
CWE-416: icnonb3oBaHMe nocie 0CBOOOXAEH WA

PekoMeHaaLUMKM Mo YCTPaHEeHWIO: AaHHas YA3BMMOCTb YCTPaHseTcs odurLmManbHbIM NaTyemM BeHA0pa. B CBA3N
CO CNOXMBLUENCA 06CTAHOBKOW 1 BBEI@HHBIMI CaHKLVSIMM NPOTUB POCCUIACKON desepaumn pekoMeHayem
yCTaHaBVBaTb 0OHOB/EHNS MPOrpaMMHOro obecneyeHst TONIbKO MOCNe OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

8.8

MITRE:
CVE-2023-0135

SkcnnyaTaums ya3BUMOCTU MO3BOAAET YA3NEHHOMY 3N10YMbILLUAEHHUKY BbINOJHUTL MPOW3BOAbHbBIA KOA B
LieNeBoi cucTeme NocpeacTBOM OTKPbITYS MONb30BaTeNeM CrelyanbHO CO3aHHON BPeJOHOCHOW Be6-CTPaHMLbI.
YA3BMMOCTb 06YC/0OBIEHA OLIMOKOW NCMONBb30BaHWA NOC/e OCBOOOXAEHUS.

CVSSV3.0:  AV:N/AC.L/PR:N/ULR/S:U/C:H/EH/AH
CWE-416: icnonb3oBaHMe nocie 0CBOOOXAEH A

PekomeHAaLMy Mo YCTPpaHeHNo: JaHHad YA3BMMOCTb YCTPAHARTCA OPULIMaNbHBIM NaTyeM BeHA0Pa. B CBA3Y
CO CNIOXVBLUENCA 0OCTaHOBKOW U BBEAEHHBIMI CaHKLMAMY MPOTUB POCCUICKON desepaLiin pekoMeHayem
yCTaHaBVBaTb OOHOBIEHNA MPOrPaMMHOr0 0becneYeHsa TOAbKO NoC/e OLeHKM BCexX COMyTCTBYHOLLIX PUCKOB.

8.8




MITRE:
CVE-2023-0137

JKkcnayaTayms ys3BMMOCTM MO3BOAAET YAANEHHOMY 3/10YMbILLIEHHNKY BbIMOAHUTL MPOU3BObHbLIN KOZ B
LleneBol cMcTeme MOCpeACcTBOM OTKPbITVSA MOMb30BaTeNeM CheumanbHo Co34aHHOM BpeAOHOCHOW BeO-CTPaHNLbI.
YA3BMMOCTb 00YC/10B/IEHA OLIMOKOW FrpaHnL, NamMsaTu.

CVSSv3.0: AVIN/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
CWE-122: MNepenonHeHne dydepa B AMHAMNYECKOW NaMATY

PekoMeHaaLMKM Mo YCTPaHEeHMIO: AaHHas YA3BMMOCTb YCTpaHseTcs odurUmanbHbIM NaTyemM BeHA0pa. B CBA3M
CO CNOXMBLLUENCA 0OCTAHOBKOV 1 BBEJ@HHbLIMU CaHKLVSIMY MPOTVB POCCUINCKON desepaLi pekoMeHayem
yCTaHaBNMBaTb OOHOBMEHNSA MPOrPaMMHOr0 0becneyeHns TONbKO NOoCae OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.

3.8

MITRE:
CVE-2023-0138

SKCnyaTaums ya3BUMOCTM MO3BONAET YAa/NeHHOMY 3/10YMbILLIEHHKY BbI3BaTb OTKa3 B OOCIYXMBaHNN
LleNeBO CUCTeMbl MOCPEACTBOM OTKPBITVA MO/b30BaTeNIeM CreLmanbHO CO34aHHON BPeLOHOCHOW BEO-CTPaHMLbI.
YA3BMMOCTb 00YCNOBIEHA OLIMOKOW FrPaHNL, NamMsATA.

CVSSv3.0:  AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H
CWE-122: MNMepenonHeHve bydepa B AMHAMNYECKON NaMATY

PekoMeHaaLUMKM Mo YCTPaHEeHWIO: AaHHas YA3BMMOCTb YCTPaHseTcs odurLmManbHbIM NaTyemM BeHA0pa. B CBA3N
CO CNOXMBLLENCA 0BCTAHOBKOV 1 BBEJ@HHbLIMU CaHKLMSIMY MPOTVB POCCUINCKON desepaLi pekoMeHayem
yCTaHaB/VBaTb 0OHOBEHNS MPOrpaMMHOro 0becrneyeH st TONIbKO MOCIe OLEHKI BCEX COMYTCTBYHOLLIMX PUCKOB.

8.8

Ccblnkm Ha
NCTOYUYHUKM
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