HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

YBEAOM/IEHUE Ob YA3BUMOCTAX
VULN-20221110.23 | 10 Hos6psi 2022 1.
YpoBeHb onacHocT: BbICOKIM

Beb-caWiT: cert.gov.ru
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MHOXeCTBeHHbIe YA3BMMOCTM B Siemens Teamcenter Visualization and JT2Go

Kateropus yAa3s1Moro npoaykra MprknagHoe NporpaMMHoe obecneyeHne
VaSBUMBI [TDOLVKT Teamcenter Visualization: 13.3 - 14.1
PO&Y JT2Go: 40 14.1.0.4
[laTa BbiABNEHUS 9 Hoabps 2022 T.
[ata obHoBNEHVSA 9 Hos16pA 2022 .
basosbIn
NaeHTndrkaTop
3BUMOCTY OnncaHve ya3B1UMOCTY YPOBEHb
Y CVSS
KCnnyaTaums ya3BMMOCTY MO3BOAAET NOKANbHOMY 3N10YMbILLNEHHVIKY BbIMOAHWUTL MPOV3BObHbBIA KOA B

LleneBoi cucTeMe MOCPEACTBOM OTKPbITUA MONb30BaTeNneM ChneumanbHO CO34aHHOro BPeAOHOCHOro daina.

Y$3BMMOCTb 00YC/I0BNEHA OLLIVMOKOW rpaHnL, NaMsaTy.
MITRE:
CVE-2022-41660 CVSSv3.0: AV:L/AC.L/PR:N/UILLR/S:U/C:H/I:H/AH

7.8
CVE-2022-41661 CWE-787: 3annce 3a rpaHnuamn bydepa
CVE-2022-41662
PekomeHAaLMM MO yCTpaHeHno: aHHasa ya3BUMOCTb YCTpaHSaeTca oduLManbHbIM NaTyem BeHAopa. B cBsA3n
CO CNIOXMBLUENCS 06CTaHOBKOW 11 BBEAEHHbBIMY CaHKLMsSIMK NPOTMB Poccuiickon ®epepaLiin pekoMeHayem
yCTaHaBAVBaTb OOHOBNEHMS MPOrPaMMHOro 0becneyeHms TONbKO MOC/1e OLeHKM BCeX COMYTCTBYHOLLIMX PUCKOB.




MITRE:

IKcnayaTaums ya3BMMOCTY MO3BOAAET IOKASbHOMY 310YMbILLNEHHVIKY BbIMOAHUTL MPOV3BO/BHbLIA KOA B
LieneBoin cucTeMe MoCpPeacTBOM OTKPbITUA MOMb30BaTeNeM creumanbHO CO3ZaHHOro BpefoHocHoro darina.
Y$13BMMOCTb 00YC/I0BIeHA OLIVBKOW NCMONb30BaHKS MOCe 0CBOHOXAEHNS.

CVSSV3.0: AVIL/ACL/PRIN/ULR/S:U/C:H/IH/AH

7.8
CVE-2022-41663 CWE-416: Icnonb30BaHme Nocie oCBObOXAeHNS
PekomMeHzaLmMK Mo yCcTpaHeHWto: laHHasa ya3BMMOCTb YCTPaHSaeTcs ouLIanbHbBIM MaTyeM BeHAopa. B ¢Ba3un
CO C/IOXMBLUECA OOCTaHOBKOW 1 BBEAEHHbBIMU CaHKLMAMN NPOTUB Poccrinckor desepaun pekoMeHayem
yCTaHaBNBaTb OOHOB/IEHVA MPOrPaMMHOro obecrneyeHd TONLKO NOC/Ie OLEeHKM BCexX COMyTCTBYHOLLMX PUCKOB.
SKCnayaTaums ya3BUMOCTU MO3BONAET NI0KAJIbHOMY 3/10YMbILLIEHHVIKY BbINONHWUTE MPOU3BO/IbHBIN KOZ B
LleNeBo C1UCTeMe MOCPEACTBOM OTKPBITVA MO/b30BaTeNneM crneuyanbHO CO34aHHOro BpeAoHOCHOro  danna.
YA3BMMOCTb 00YCNOBIEHA OLIMOKOW FrPaHNL, NamMsATA.
MITRE: CVSSv3.0: AV:L/ACL/PR:N/ULR/S:U/C:H/I:H/AH
' 7.8

CVE-2022-41664

CWE-121: MNepenonHeHe bydepa B CTeke

PekomeHZaLMV Mo yCTpaHeHno: laHHasa ya3BUMOCTb YCTPaHSaeTca oduLManbHbIM NaTyem BeHAopa. B cBsA3n
CO CNNOXVBLUECSH 0BCTaHOBKOW 1 BBEAEHHBIMI CaHKLUAMY NPOTUB Poccuiickol defepaliivi pekomeHayem
yCTaHaBNVBaTb OOHOB/EHNSI MPOrPaMMHOro 06ecreyYeHmsa TONbKO MOC/e OLEHKM BCeX COMYTCTBYHOLLIVIX PUCKOB.

CcblIkM Ha
NCTOYHUKN

http://cert-portal.siemens.com/productcert/pdf/ssa-120378.pdf



http://cert-portal.siemens.com/productcert/pdf/ssa-120378.pdf

