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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

BeinonHeHwe npown3soabHOro koaa B Microsoft Windows CNG Key Isolation Service

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

YA3BUMbI MPOAYKT

MITRE: CVE-2022-41125

CWE-119: BeinonHeHve onepayni 3a npeaenamm bydepa
namaTn

JKCnyataumd  yA3BMMOCTM  M03BOMAAET  1OKaSIbHOMY
310YMBILUNEHHWKY  BbINOJHUTL  MPOU3BOJIbHBIA  KOZ  C
npusunernam  «SYSTEM» B UeneBoV  cucteme
nocpeAcTBoM 3anycka creunansHo CO34aHHOM
BPELOHOCHOM MPOrpammbl.  YA3BMMOCTb  0DYC/I0B/IEHA
OLLUMOKOW rpaHuL, maMaTi.

OﬂepaLLVIOHHbIe cnctemMbl Microsoft 1 nx KOMNoOHEeHTbI

Windows: 8.1 -11 22H2
Windows Server: 2012 - 2022 20H2

PekomeHaaLMK Mo YCTPpaHeHno

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUManbHbIM naTyem
BeHAOopPa. B CBA3M CO CIOXMBLUENCS OOCTAHOBKOM U
BBeJeHHbIMY CaHKUMAMY MPOTUB Poccuinckon defepauim
pekoMeHAyem yCTaHaBIVIBaTb OOHOBEHVA MPOrPaMMHOro
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLIMX
PYCKOB.

[laTa BbigBNeHna

8 HoAbpA 2022 1.

[lata obHoBNEHMS

8 HoAbpA 2022 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoAMMOCTb B3aUMOAENCTBIUA C

8.4 CVSS:3.1/AV:L/ACL/PR:N/ULN/S:U/C:H/I:H/AH
JlokanbHbIN (L)

Huskaga (L)

OtcytcrayeT (N)

OtcytcrayeT (N)




rnonb3osatenem (Ul)

MacLuTab nocneaCcTBUI IKCNAyaTaynn
yA3BMMOCTH (S)

BruaHue Ha kKoHouAeHUansHoCTb (C)
BavsHme Ha uenocTtHOCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaLmm

Hannune cpeacTs yCTpaHeH s
YA3BMMOCTN

[loCcToBEPHOCTL CBeAeHUIN 06
YA3BMOCTH

He namensetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpegeneHo

OduumansHoe pelleHue

He onpeaeneHo

CCbINKM Ha UCTOYHWIKIA

http://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2022-41125



http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-41125
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-41125

