HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caWiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20221110.13 | 10 Hos6ps 2022 .
YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

BeinosHeHne Npon3BoibHOro koaa B Siemens Teamcenter Visualization and JT2Go

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2022-39136

CWE-122: [NepenonHeHne bydepa B ANHAMUYECKON
namaTn

SkcnayaTaums  Ya3BUMOCTM  MO3BOASIET  JIOKAJIbHOMY
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
LieneBoi cucTeMe NocpeacTBOM OTKPbITVS MOb30BaTeNeMm
cneuyanbHO  CO34aHHOrO  BPeAOHOCHOro  daiina.
YS13BMMOCTb 06YCNOB/IEHA OLWMOKON rpaHuL, NaMsaTy.

MpviknagHoe nporpaMmmHoe obecneveHve

YS3BUMbIV MPOAYKT

Teamcenter Visualization: 13.3.0.7 - 14.1
JT2Go: o 14.1.0.4

PekomeHaauum nNo ycTpaHeHuo

[laHHas ysS13BMMOCTb YCTPaHSAeTCs odnUManbHbIM NaTyeM
BEHZ0Pa. B CBA3M CO CNOXMBLUENCA O6CTAaHOBKOM 1
BBeJeHHbIMY CaHKUMAM NpoTuB Poccuniickoin ®eaepalimm
peKOMEH/yeM yCTaHaBAMBaTb 06HOBNEHWS MPOrPaMMHOro
obecrneyeHVst TONAbKO MOCAE OLEHKN BCeX COMYTCTBYHOLLMX
PUCKOB.

[laTa BbigBNeHna

9 HoAbpA 2022 T.

[laTa obHoBNEHWS

9 Hos1bpA 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
nonb3osatenem (Ul)

7.8 CVSS:3.1/AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
JlokanbHbIn (L)
Huskaga (L)

OtcytcrayeT (N)

TpebyeTca (R)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BansgHme Ha UenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

He onpeaeneHo

O¢uvumanbHoe pewleHne

He onpegeneHo

CCbINIKM Ha UCTOYHWIKIA

http://cert-portal.siemens.com/productcert/pdf/ssa-
120378.pdf



http://cert-portal.siemens.com/productcert/pdf/ssa-120378.pdf
http://cert-portal.siemens.com/productcert/pdf/ssa-120378.pdf

