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YpoBeHb onacHocTh: KPUTUYECKIA

Hannume obHoBneHna: ECTb

BbinonHeHve npom3sonbHOro koga B IBM Sterling Connect:Direct File Agent

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

Kateropus ya3snmoro npoaykra

MITRE: CVE-2018-7489
CWE-502: [leceprianv3auya HeJoBepeHHbIX 4aHHbIX

JKCnyataumd  yA3BMMOCTY  MO3BOASeT  YAaNeHHOMY
3N0YMBILNEHHWKY — BbINOMHUTL  MPOU3BOMIbHBIA  KOZ  C
npusunernamn "root" B LIeNeBOM CUCTEME MOCPeSCTBOM
OTMpaBk/  CNeunanbHO  COOPMUPOBAHHBIX  AaHHbLIX.
Ya3BMMOCTb  OOYC/IOB/IEHA  HEKOPPEKTHOM  MPOBEPKOWA
BXOAHbIX AaHHbIX.

CepBepHoe NporpaMMHoe obecrneyeHue 1 ero
KOMMOHEHTbI

YS3BUMbIV MPOAYKT

Sterling Connect Direct File Agent: no 1.4.0.2.8

PekomeHaauum nNo ycTpaHeHuo

[laHHas ysS13BMMOCTb YCTPaHSAeTCs odnUManbHbIM NaTyeM
BEHZ0Pa. B CBA3M CO CNOXMBLUENCA O6CTAaHOBKOM 1
BBeJeHHbIMY CaHKUMAM NpoTuB Poccuniickoin ®eaepalimm
peKOMEH/yeM yCTaHaBAMBaTb 06HOBNEHWS MPOrPaMMHOro
obecrneyeHVst TONAbKO MOCAE OLEHKN BCeX COMYTCTBYHOLLMX
PUCKOB.

[laTa BbigBNeHna

8 ceHTsa0pA 2022 T.

[laTa obHoBNEHWS

8 ceHTs0pA 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
nonb3osatenem (Ul)

9.0 AV:N/AC:H/PR:N/UIIN/S:C/C:H/I:H/AH
CeteBonn (N)
Bbicokaa (H)

OtcytcrayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

13mensieTca (C)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://www.ibm.com/support/pages/node/6474939
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