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YBEAOM/IEHUE Ob YA3BUMOCTAX
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MHoXecTBeHHble ys3BMMocTU B IBM Cloud Transformation Advisor

Kateropus ya3BrMOro npoaykta CepBepHoOe NporpammHoe obecneyeHmne 1 ero KOMMOHEHTHI
YA3BMMBIV MPOAYKT IBM Cloud Transformation Advisor: 2.4.4
[laTa BbiABNEHUS 1 ceHTa6ps 2022 T.
[ata obHoBNEHVSA 1 ceHTAbOPS 2022 T.
ba3oBbIN
NaeHTUdUKaTOp
3BMOCTU OnncaHne ya3B1nmMoCTy YpPOBEHb
y CVSS
KCrayatayma ya3BMMOCTY MO3BOAAET YAANEHHOMY 3/10YMbILLIEHHWKY BbINOAHUTL MPOU3BOJbHbLIN KOZ B
LieNleBon cncTemMe. Ya3BMMOCTb 00YC/10B/1IeHa HEKOPPEKTHOW MPOBEPKON BXOAHBIX AAHHbIX.
CVSSv3.0: AVIN/ACL/PR:IN/UEN/S:U/C:H/EH/AH/E:U/RL:O/RC:C
MITRE:
CVE-2021-22931 CWE-20: HekoppekTHada npoBepka BXOAHbIX AaHHbIX 9.8
PekomeHAaLMy Mo YCTPaHeHNIo: aHHad YA3BUMOCTb YCTPaHARTCA OQULIMaIbHBIM MaTHeM BeHA0Pa. B CBA3Y
CO CNIOXVBLUENCA 0OCTaHOBKOWN U BBEAEHHBIMI CaHKLMAMY MPOTUB POCCUINCKON desepaLiin pekoMeHayem
yCTaHaB/VBaTb OOHOB/IEHNA MPOrPaMMHOro 0becneyYeHnsa TONBKO NMoc/e OLEHKM BCexX COMyTCTBYHOLLMX PUCKOB.




MITRE:
CVE-2021-22940

KcnayaTaumns ya3BMMOCTY MO3BOAAET YAaNeHHOMY 3N10yMblILLNEHHVIKY noayunTs HC/A K Lenesoit cucteme.
Y3BMMOCTb 06YC/I0B/EHA OLLMOKOW 1NCMONb30BaHKs MoC/1e 0CBOHOXAEHUS.

CVSSV3.0: AV:N/AC.L/PR:N/UI:N/S:U/C:N/I:H/AN/E:U/RL:O/RC:.C
CWE-416: icnonb3oBaHme nocie 0CBOHOOXAEHMS

PekoMeHzaLmMM No YCTPaHeHWIO: AaHHadA YA3BMMOCTb YCTPaHARTCA OPMLMaIbHBIM NaTYeM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMSAMI MPOTUB POCCUICKOM defepaLiii pekoMmeHayem
yCTaHaBNBaTb OOHOB/IEHNSA MPOrPaMMHOro obecneyeH s TONbKO MOC/Ie OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.

7.5

MITRE:
CVE-2021-22930

DKCMyaTaums ya3BMMOCTI MO3BOMAET YAANEHHOMY 3/10YMbILUIEHHVIKY BbIMNOAHUTL MPOU3BOJIbHBIA KOJ B
LeneBon cucTeme MOCPeACTBOM OTMNPaBk/  CneumanbHO  CchopMMpPOBaHHOrO HTTP/2-3anpoca. YA3BMMOCTb
006YyCNOBNEHa OLINOKOM NCMONB30BaHMS MOC/Ie 0CBOOOXAEHNS.

CVSSv3.0: AV:IN/ACL/PR:N/ULN/S:U/C:H/EEH/AH/E:U/RL:O/RC.C
CWE-416: icnonb3oBaHve Nocie oCBObOXAeHNS

PekoMeHzaLMK Mo YCTPaHeHWIO: AaHHadA Ya3BMMOCTb YCTPaHARTCA OpMLManbHBIM NaTYeM BEHAOPA. B CBA3U
CO CIOXMBLUENCA OOCTaHOBKOM 1 BBEAEHHbBIMW CaHKLMSMI MPOTNB POCCUICKOM defepaLim pekoMmeHayem
yCTaHaBNBaTb OOHOBEHVA MPOrPaMMHOro obecneyeHd TONLKO NOC/Ie OLEHKM BCex COMyTCTBYHOLLMX PUCKOB.

9.8

CcbInkm Ha
NCTOYUYHUKM

http://www.ibm.com/support/pages/node/6493863
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