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BasoBbliin
NaeHTUdUKaTOp
JABUMOCTI OnncaHve ya3B1UMOoCTY YPOBEHb
CVSS
SKkcnayatayms ya3BMMOCTM MO3BOASET YAaNeHHOMY 310yMbILLNEeHHNUKY nonyunTs HC/A Kk LeneBoi cncteme
MOCPeACTBOM OTKPbITVS MOAb30BaTeNeM CreuvanbHO CO34aHHOM BPEAOHOCHOW Beb-CTpaHuLbl. YA3BUMOCTb
00yC/I0BIeHa HEKOPPEKTHOW peanaLert mpoBepoK 6e30MacHOCTH.
MITRE: CVSSV3.0: AV:N/AC:L/PRIN/UIR/S:U/C:H/I:N/A:H/E:U/RL:O/RC:C
8.1
CVE-2022-3053 CWE-358: HekoppekTHast peannsauns CTaHAapTU31MPOBaHHbIX MPOBEPOK 6€30MacHOCTH
PekomeHAaLMV N0 YCTPaHeHNIO: AaHHasA YA3BUMOCTb YCTPaHSAeTCa oduLIManbHbIM NaTyemM BeHAO0pa. B CBA3M
CO CNOXMBLUENCS 06CTaHOBKOW 1 BBEAEHHbBIMY CaHKLUMSIMU MPOTMB POCCUINCKON deaepaLiin pekoMeHayem
yCTaHaBVBaTb OOHOBNEHNA MPOrPaMMHOro obecneyeHK st TONbKO MOCIe OLEHKI BCEX COMYTCTBYHOLLIMX PUCKOB.




SKCnnyaTaums ya3BUMOCTU MO3BONAET YAANEHHOMY 3M10YMbILLNEHHVKY BbIMOMHUTE MPOW3BONbHbLIN KOA B
LleneBoli cucTeme MOCpeACTBOM OTKPbITUA MOAb30BaTeNeM CneLnanbHO CO3aHHOM BpeOHOCHOW BEH-CTPaHNLbI.
YA3BNMOCTb 00YCNI0BNEHA OLLMOKOM NCNONb30BaHNA MOC/e 0CBOOOXAEHMS.

MITRE:
CVE-2022-3039 CVSSV3.0: - AV:N/ACL/PR:N/UIER/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
CVE-2022-3040 8.8
CVE-2022-3041 CWE-416: Icnonb30BaHme Nocie oCBObOXAeHNS
CVE-2022-3046 PekomeHaaLmm NO YCTPAHEHWIO: AaHHAS YA3BMMOCTb YCTPAHAETCH OPULMANbHBIM NaTyeM BeHA0Pa. B CBA3MK
CO CNNOXMBLLENCS 0O6CTaHOBKOW 1 BBEAEHHbIMU CaHKLAMK MPOTUB POCCUCKON deaepauni pekoMeHLyem
yCTaHaBAMBaTb OOHOBIEHVA MPOrpPaMMHOro 0becrneyeHns TONbKO NOC/Ie OLEHKM BCex COMYTCTBYHOLLX PUCKOB.
SKCMyaTauMsa ysa3BMMOCT MO3BONAET YAANEHHOMY 3/10YMbILIEHHVKY BbINOJHUTL MPOU3BO/bHBIA KOJ B
LileNleBOV CUCTeMe MoCpeACcTBOM OTKPbITUA MOb30BaTeNeM CneumanbHo CO34aHHOM BPeAOHOCHOW BeO-CTPaHWLbI.
YA3BMMOCTb 00YC/0BIEHA OLIMOKOW FPaHML, NamMATH.
MITRE: CVSSv3.0:  AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC.C
' 8.8
CVE-2022-38012 CWE-119: BbinonHeHve onepaunii 3a npegenamn bydepa namsarty
PekomeHaaLMm NO YCTPAHEHWIO: AaHHAS YA3BMMOCTb YCTPaHAETCA OGLMaNbHBIM NaTyeM BeHA0pa. B CBA3MU
CO CNNOXMBLLENCS 0O6CTaHOBKOW 1 BBEAEHHBIMU CaHKLAMK MPOTUB POCCUCKON desepaunin pekoMeHLyem
yCTaHaBNMBaTb OOHOBNEHWA MPOrPaMMHOro 0becrneyeHns TONbKO MOC/Ie OLEHKM BCeX COMYTCTBYHOLLX PUCKOB.
SKCMyaTaumsa ysa3BUMOCT MO3BONAET YAANEHHOMY 3/10YMbILIEHHVKY BbINOJHUTL MPOU3BO/bHBIN KOJ B
LleneBOoV cUCTeMe MoCpeaCcTBOM OTKPbITUA MOb30BaTeNeM cneumanbHo CO34aHHOoM BPeAOHOCHOW BeO-CTPaHLbI.
YA3BNMOCTb 00YCNI0BNIEHA HEKOPPEKTHOW MPOBEPKO BXOAHBIX AaHHbIX.
MITRE: CVSSv3.0: AVIN/ACL/PR:N/ULR/S:U/C:H/IIH/AH/E:U/RL:O/RC:.C
' 8.8

CVE-2022-3045

CWE-20: HekoppekTHad mpoBepka BXOAHbIX AaHHbIX

PekomeHAaLMy Mo YCTPpaHeHNo: JaHHad YA3BMMOCTb YCTPAHARTCA OPULIMaNbHBIM NaTyeM BeHA0Pa. B CBA3Y
CO CNIOXVIBLUECH OOCTaHOBKOW U BBEAEHHBIMI CaHKLMAMY MPOTUB POCCUICKON delepaLiin pekoMeHayem
yCTaHaBVBaTb OOHOBIEHNA MPOrPaMMHOro 0becrneYeHna TONBKO Noc/e OLEHKM BCexX COMyTCTBYHOLLMX PUCKOB.




MITRE:

IKCnayatayms ya3sMMOCTM MO3BONSET YAaNeHHOMY 310yMbILLNeHHNKY nonyunts HC/A K Lenesoi cncteme
MOCPEACTBOM OTKPLITVSA MOJb30BaTeneM CreuyansHO COo34aHHOM BPeOHOCHOW Beb-CTpaHnubl. YA3BUMOCTb
00YyCNOBMIEHa HEKOPPEKTHOW peanisaLiiein npoBepok 6€30MacHOCTU.

CVSSV3.0: AVIN/AC:H/PR:N/ULR/S:U/C:H/EH/AH/E:U/RL:O/RC.C
CWE-358: HekoppekTHas peanu3auust CTaHAapTU3MPOBaHHbIX MPOBEPOK 6€30MacHOCTM

PekoMeHZzaLMK Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdrLManbHBIM NaTYeM BEHAOPA. B CBA3M
CO CNIOXMBLUENCS 0O6CTaHOBKOW 1 BBEAEHHBIMU CaHKLMAMW MPOTUB POCCUICKON deaepaln pekoMeHLyeMm
yCTaHaBVBaTb OOHOBIEHNS MPOrPaMMHOro 0becneyeHmsa TONBbKO MOC/e OLEHKM BCeX COMYTCTBYHOLLIMX PUCKOB.

7.5

MITRE:
CVE-2022-3038

SKCMyaTaumsa ya3BUMOCT MO3BONAET YAANEHHOMY 3/10YMbILNEHHVKY BbINONHWTE MPOU3BO/bHBINA KOJ B
LieneBor cucTemMe MNOCPeACTBOM OTMPABKM CreLmanbHO CO3[aHHOW BPEAOHOCHOW BeD-CTPaHMLUbl. YA3BMMOCTb
00YyCNOBEHa OLLINDOKOW NCMONBb30BaHMA Noc/ie 0CBOOOXAEHNS.

CVSSV3.0: AV:N/AC.L/PR:N/UEN/S:C/C:H/I:H/AH/E:U/RL:O/RC.C
CWE-416: ilcnonb3oBaHMe Nocie 0CBOOOXAEH A

PekoMeHAaLUMKM Mo YCTPaHeHUH: AaHHas YA3BMMOCTb YCTPaHseTcs odurLmManbHbIM NaTyem BeHA0pa. B CBA3N
CO CNOXMBLLENCA 0BCTAHOBKOV 1 BBEJ@HHbLIMU CaHKLMSIMY MPOTVB POCCUINCKON desepaLi pekoMeHayem
yCTaHaB/VBaTb 0OHOBAEHNS MPOrpaMMHOro obecneyeH st TONIbKO MOCNe OLEHKI BCEX COMYTCTBYHOLLIVIX PUCKOB.

10.0

Ccblnkm Ha
NCTOYHWIKM
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