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MHOXeCTBeHHBbIe ysa3BMMOCTM B IBM Robotic Process Automation for Cloud Pak

Kateropwus ya3srmoro npoaykra CepBepHoOe NporpammHoe obecneyeHmne 1 ero KOMMOHEHTHI
YA3BMMBIV MPOAYKT IBM Robotic Process Automation: 21.0.0 - 21.0.2.1
[laTa BbiABNEHUS 22 asrycta 2022 .
[ata obHoBNEHVSA 22 aBrycta 2022 T.
BasoBbliin
NaeHTUdUKaTOp
3BMOCTU OnncaHne ya3B1nmMoCTy YpPOBEHb
y CVSS
IKCnyaTaums yAa3BMMOCTY MO3BONAET YAANEHHOMY 3/10YMbILLNEHHNKY BbI3BaTb OTKa3 B OOCNYXWUBAHNN
LleNleBo CUCTeMbl MOCPeACTBOM OTMPaBkM CreuransHO COOPMUPOBAHHBIX AaHHBIX. YA3BMMOCTb 0OYC/10B/EHa
HEKOPPEKTHOW MPOBEPKOW BXOAHbBIX AAHHBIX.
MITRE: CVSSV3.0: AV:N/AC:L/PR:N/UIN/S:U/C:N/IN/AH/E:U/RL:O/RC:C
) 7.5

CVE-2022-21986 CWE-20: HekoppekTHada npoBepka BXOAHbIX AaHHbIX

PekoMeHaauUmMM Mo YCTPaHeHUIO: AaHHas YA3BMMOCTb YCTPaHseTcd odurUmanbHbIM NaTyem BeHA0pa. B CBA3N
CO CNIOXMBLUENCS 06CTaHOBKOW 1 BBEAEHHbBIMY CaHKLVSIMI MPOTMB POCCUINCKON deaepaLiin pekoMeHayem
yCTaHaBMBaTb 0OHOBAEHNS MPOrpPaMMHOro obecneyeH st TOIbKO MOCNEe OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.




SKCnyaTaums ya3BUMOCTU MO3BONAET YAaNEeHHOMY 3M10YMBILLNEHHVIKY BbIMOMHUTE MPOW3BO/MbHLIN KOJ B
LleNeBoi c1UCTeMe MOCPEeACTBOM OTKPbITUA MO/b30BaTeNleM CheumanbHO CO34aHHOro BPeAOHOCHOro  Ganna.
YA3BNMOCTb 00YC/I0BIEHA OLLMOKOW rpaHuL, MamMsaTu.

MITRE: CVSSV3.0: - AV:IN/AC:L/PR:N/UIER/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
CVE-2021-3872 8.8
CVE-2021-3984 CWE-122: MNepenonHeHne bydepa B AMHAMNYECKON NaMATY
PekoMeHzaLmMM No YCTPaHeHWIO: AaHHadA YA3BMMOCTb YCTPaHARTCA OPMLMaIbHBIM NaTYeM BEHAOPA. B CBA3U
CO CIOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMSAMI MPOTUB POCCUICKOM defepaLimi pekomeHayem
yCTaHaBNVBaTb OOHOB/IEHNSA MPOrPaMMHOro 0becneyeH s TONBKO MOC/Ie OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.
SKCnayaTaums ya3BUMOCTU MO3BONAET YAANEHHOMY 3M10YMBILLNEHHVIKY BbIMOMHUTE MPOW3BONbHLIN KOJ B
Lles1eBO C1MCTeEME MOCPEeACTBOM OTKPLITVA MOJb30BaTeneM crneuyanbHO CO34aHHOro BpPeAOoHOCHOro  ¢aisa.
YA3BNMOCTb 00YC/I0B/IEHA OLLVMOKOWM rPaHuL, MamsaTw.
MITRE: CVSSv3.0: AVIN/AC:L/PR:N/ULR/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
' 8.8
CVE-2021-4019 CWE-787: 3anuncb 3a rpaHiuamm bydepa
PekoMeHzaLMK Mo YCTPaHeHWIO: AaHHadA Ya3BMMOCTb YCTPaHARTCA OpMLManbHBIM NaTYeM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEAEHHbBIMW CaHKLMSAMI MPOTUB POCCUINCKOM defepaLimm pekomeHayem
yCTaHaBNVBaTb OOHOB/IEHNSA MPOrPaMMHOro obecneyeH s TONbKO MOC/Ie OLeHKM BCexX COMyTCTBYHOLLMX PUCKOB.
SKCnnyaTaums ya3BUMOCTU MO3BONAET YAANEHHOMY 3M10YMbILLNEHHVKY BbIMOMHUTE MPOW3BONbHLIN KOA B
Lles1eBO C1UCTeME MOCPEeACTBOM OTKPLITVA MO/b30BaTeneM crneuyanbHO CO34aHHOro BPeAoHOCHOro  daisa.
YA3BNMOCTb 00YCNI0BIEHA OLLMOKOWM NCMONB30BaHWA MOC/e 0CBOOOXAEHMS.
MITRE: CVSSV3.0: AV:N/AC:L/PRIN/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
' 8.8

CVE-2021-4192

CWE-416: ilcnonb3oBaHMe nocie 0CBOOOXAEH A

PekoMeHZzaLmMKM Mo YCTPaHeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA 0drLManbHBIM NaTyemM BEHLOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOWM 1 BBEAEHHbBIMW CaHKLMAMI MPOTNB POCCUICKOM defepaLimm pekomeHayem
yCTaHaBVBaTb OOHOB/IEHNS MPOrPaMMHOro obecneyeHusa TONBKO MOC/e OLEeHKM BCeX COMYTCTBYHOLLIMX PUCKOB.




http://www.ibm.com/blogs/psirt/security-bulletin-multiple-security-vulnerabilities-may-affect-ibm-robotic-process-
automation-for-cloud-pak/
http://www.ibm.com/support/pages/node/6614453
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