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HAUMOHANbHbI KOOPAUHALMOHHBI LIEHTP YBEAOMJTEHWE OB YASB/MOCTAX

MO KOMMbKOTEPHBIM MHUWMAEHTAM VULN-20220901.2 | 1 ceHTs6psa 2022 .
Beb-caiT: cert.gov.ru YposeHb onacHocTv: KPUTUYECKUIA
E-mail: threats@cert.gov.ru Hamume oB6HoseHNs: ECTh

MHOXeCTBeHHBbIe ys3BMMOCTM B IBM Security Guardium Key Lifecycle Manager (GKLM)

KaTeropua yassBmmoro rnpoaykra CepBepHoe NporpaMMHoe obecrneyeHue 1 ero KOMMOHEeHTI
YA3BUMbI MPOAYKT IBM Security Guardium Key Lifecycle Manager (GKLM): 4.1.1 - 4.1.1 FP5
[laTa BbiABNEHUS 24 asrycta 2022 .
[ata obHoBNEHVSA 24 aprycta 2022 T.
BasoBbliin
NaeHTUdUKaTOp
VSBBIAMOCTU OnvcaHue ya381MMOCTY ypoBeHb
CVSS
SKCMyaTaumsa YA3BUMOCTI MO3BOMAET YAANEHHOMY 3/10YMbILUNEHHVIKY BbIMNOAHUTL MPOU3BOJIbHBIN KOA B
LleneBoi cncteme. YA3BMMOCTb 00YC10B1eHa HEKOPPEKTHOW HeNTpann3aumen cneymanbHbIX 31eMeHTOB.
CVSSV3.0: AVIN/AC:L/PR:IN/UEN/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
MITRE: CWE-74: HekoppekTHaga HerTpanm3auma cnewmansHbIX 31eMeHTOB B BbIXOAHbIX AaHHbIX, OTMPaBAAeMblX 98
CVE-2018-15494 KNVEeHTY (BHeapeHue)
PekoMeHzaLmMK Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdMLManbHBIM NaTyeM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEAEHHbBIMW CaHKLMAMI MPOTUB POCCUICKOM defepaLiui pekomeHayem
yCTaHaBVBaTb OOHOB/IEHNS MPOrPaMMHOro obecneyeHnsa TONBKO MOC/e OLEeHKM BCeX COMYTCTBYHOLLIMX PUCKOB.




SKCMyaTaumsg yA3BUMOCTI MO3BOAET YAANEeHHOMY 3/10YMbILNEHHVIKY BbIMNOAHUTL MPOU3BOJIbHBIA KOJ B
LieNleBOV cncTeme. YA3BMMOCTb 00YC/I0BEHA HEKOPPEKTHOM MPOBEPKOM BXOAHbBIX AAHHbIX.

CVSSV3.0: AVIN/ACL/PRIN/UEN/S:U/C:H/EH/AIN/E:U/RLO/RC:C
MITRE:

CVE-2021-23450 CWE-94: HekoppekTHOe yrnpasieHve reHepupoBaHem koja (BHeapeHye Koaa) 9.1

PekoMeHzaLmMM No YCTPaHeHWIO: AaHHadA YA3BMMOCTb YCTPaHARTCA OPMLMaIbHBIM NaTYeM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMSAMI MPOTUB POCCUICKOM defepaLiii pekoMmeHayem
yCTaHaBNBaTb OOHOB/IEHNSA MPOrPaMMHOro obecneyeH s TONbKO MOC/Ie OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.

http://www.ibm.com/blogs/psirt/security-bulletin-multiple-security-vulnerabilities-have-been-identified-in-dojo-library-

shipped-with-ibm-security-guardium-key-lifecycle-manager-skim-gklm-cve-2019-10785-cve-2020-5259-cve-2020/
http://www.ibm.com/support/pages/node/6614509

CcblkM Ha
NCTOYHUKN



http://www.ibm.com/blogs/psirt/security-bulletin-multiple-security-vulnerabilities-have-been-identified-in-dojo-library-shipped-with-ibm-security-guardium-key-lifecycle-manager-sklm-gklm-cve-2019-10785-cve-2020-5259-cve-2020/
http://www.ibm.com/blogs/psirt/security-bulletin-multiple-security-vulnerabilities-have-been-identified-in-dojo-library-shipped-with-ibm-security-guardium-key-lifecycle-manager-sklm-gklm-cve-2019-10785-cve-2020-5259-cve-2020/
http://www.ibm.com/support/pages/node/6614509

