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YBEAOMJTEHWE OB YA3BUMOCTU
VULN-20220901.11 | 1 ceHTsi6psa 2022 T.
YpoBeHb onacHocTh: KPUTUYECKIA

Hannume obHoBneHna: ECTb

HC/ B Delta Industrial Automation DIALink

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

MITRE: CVE-2022-2660

CWE-321: Micnonb3oBaHMe XeCTko 3aKOAMPOBaHHOIO
KNroYa LWrdpoBaHUA

JKCnayaTauma  y43BUMOCTU  MO3BOSIAET  YAaneHHOMY
3N10yMbILNEHHNKY nonyunte HCA K ueneson cucteme.
YA3BMMOCTb  OOYyCNIOBfIEHa  WCMO/b30BaHVEM  XeCTKO
3aKOAMPOBAHHOIO KPUNTOrpadryeckoro kKaroya.

Kateropus ya3snmoro npoaykra

CpeacTBa 3alnThl MHGOPMaLK

YA3BMMBIV MPOAYKT

PekomeHaauUMK Mo YCTPpaHeHno

DIALink: 1.4.0.0

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUmManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeJeHHbIMY CaHKUMAMY MPOTUB Poccuinckon defepauiv
pekoMeHayem yCTaHaBNVBaTb OOHOBNEHWA MPOrPaMMHOrO
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLLIMX
PUCKOB.

[laTa BbIgBNeHNA

24 aprycta 2022 .

[lata obHOoBNEHMS

24 asrycrta 2022 .

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBaTenem (Ul)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH
CeteBow (N)
Huskaga (L)

OtcyTctayeT (N)

OtcyTctByeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://ics-cert.us-cert.gov/advisories/icsa-22-235-02
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