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YpoBeHb onacHocT: BbICOKIAM

Hannume obHoBneHuna: ECTb

BeinonHeHne npon3sonbHOro koaa B cflinuxfs3

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2022-37434

CWE-122: [NepenonHeHne bydepa B ANHAMUYECKON
namaTn

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  YAaNeHHOMY
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
LeneBoi cucteMe MOCPEACTBOM OTMpaBkM CrheumansHo
CO3[aHHOro BpeAoHOCHOro  dalna.  Y$3BMMOCTb
06ycnoBneHa OWWBKOW rpaHuL, NaMsaTu,

MpviknagHoe nporpaMmmHoe obecneveHve

YA3BUMbIV MPOAYKT

cflinuxfs3: 0.0.0 - 0.315.0

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTa BbIgBNeHNA

19 aBrycra 2022 r.

[laTa obHoBNEHWS

19 aBrycra 2022 r.

OueHKa KpUTUYHOCTK yassrmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

8.1 AV:N/AC:H/PR:N/UI:N/S:U/C:H/1:H/AH
CeteBow (N)
Bbicokasd (H)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA




