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KaTeropua yassBmmoro rnpoaykra MprknagHoe NporpaMMHoe obecneyeHne
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BasoBbliin
NaeHTUdUKaTOp
YABBIMOCTI OnvcaHue ya381MMOCTY YPOBEHb
CVSS
SKCnnyaTaums ya3B1UMOCTM NMO3BOAAET YAaNEHHOMY 3/10YMbILLUNEHHUKY BbIMONHUTL MPOV3BObHbLIE KOMaHAbI
000/104KM B LIeNIeBOV CucTeMe MOCPeACTBOM OTMPaBKM CrneunansHO COOPMUPOBAHHBIX AaHHBIX. YA3BMMOCTb
00yCN10BeHa HEKOPPEKTHOW MPOBEPKOM BXOAHbBIX AaHHbIX.
CVSSV3.0: AVIN/AC:H/PRIN/UEN/S:U/C:H/IH/AH/E:U/RL:O/RC:.C
MITRE: g
CVE-2022-2068 CWE-78: HekoppeKTHasa HelTpann3aumsa CneumnanbHbIX 31eMeHTOB, NCMOb3yeMblX B CUCTEMHBLIX KOMaHZAax 3
(BHeapeHve komaHg OC)
PekoMeHZaLMM Mo YCTPaHeHWIO: AaHHasA Ya3BMMOCTb YCTPaHAETCA OdMLMaNnbHBIM NaTYeM BEHAOPA. B CBA3U
CO CNIOXVIBLUECA OOCTaHOBKOW U BBEAEHHBIMI CaHKLMAMY MPOTUB POCCUINCKON delepaLiiig pekoMeHayem
YCTaHaBNBaTb OOHOBIEHVA MPOrPaMMHOro 0becneyeHd TONbKO NOCIe OLEeHKN BCeX COMyTCTBYHOLLMX PUCKOB.




MITRE:
CVE-2022-24407

kcnayaTaums ys3BUMOCTY MO3BOAAET YAANEHHOMY 3/10YMbILLNEHHNUKY BbINOAHWUTL MpPou3BOAbHble SQL-
3aMnpochkl k 6a3e AaHHbIX YSI3BUMOro MPUAOXEHVSt MOCPeACTBOM OTMPaBkM CrelyansHO CGOPMMPOBAHHOIO 3aMpoca.
YS3BUMOCTb 00YCNOBNIEHa HEKOPPEKTHOW MPOBEPKON BXOAHBIX AaHHbIX.

CVSSV3.0: AVIN/AC:L/PR:IN/ULEN/S:U/C:H/I:H/AIN/E:U/RL:O/RC:C

CWE-89: HekoppekTHasd HernTpanm3auns crneLmanbHblX 31eMeHTOB, NCnob3yemblx B SQL-komMaHaax
(BHespeHve SQL-koza)

PekomeHAaLMV MO YCTPaHEeHNIO: JaHHasA YA3BUMOCTb YCTPAHAETCA OduLIMaNbHBIM NaTyeM BeHA0Pa. B CBA3Y
CO CNNOXMBLLENCS 0O6CTaHOBKOW 1 BBEAEHHBIMU CaHKUMAMYK MPOTUB POCCUCKON desepauni pekoMeHLyem
YCTaHaBNBaTb OOHOBIEHNSA MPOrPaMMHOro 0becrneyeH s TONbKO MOC/Ie OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.
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