HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220812.20 | 12 aBrycrta 2022 .
YpoBeHb onacHocT: BbICOKIAM

Hannumne obHoBneHuns: HET

BbinosHeHWe Npov3Bo/IbHOro koga B BusyBox

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2022-30065
CWE-416: Micnonb3oBaHMe nocaie 0CBOOOXAEeHS

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
310YMBILNEHHWKY  BBIMONHUTE  MPOW3BOJIbHBIV  KOZ B
LeneBon cucTemMe. YA3BMMOCTb OOyCNOBMIEHa OLUMOKOW
MCMONb30BaHWA NMocie 0CBOOOXAEHNSA.

Kateropus ya3snmoro npoaykra

YS3BUMbIV MPOAYKT

YHVBepCcanbHble b1OANOTEKN 1 KOMMOHEHTb

BusyBox: 1.35.0

PekomeHaaLMK Mo YCTPpaHeHNKo

OrpaHnyYmTb AOCTYMN K yA3BUMOMY NPOAYKTY CPEACTBaMM
MEXCETEBOrO IKPAHMPOBAHUA NN APYTAMY
AAMVHNCTPATNBHBIMI Mepamu

[laTta BbIgBNeHNA

8 aBrycra 2022 .

[lata obHOBNEHMS

8 aBrycra 2022 r.

OueHka KpUTUYHOCTK yassmmocTn (CVSSv3.1)
BexTop ataku (AV)

CNnoxHOCTb aKkcnyaTaumn yassmocTi (AC)
HeobxoanMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBatenem (Ul)

MacwTtab nocneACcTBUIA 3KCMyaTaUnm
yA3BMMOCTH (S)

BausHue Ha koHouAeHUMansHOCTb (C)

BangHme Ha LenocTHOCTb (1)

8.8 AV:N/AC:L/PR:N/ULLR/S:U/C:H/I:H/AH
Ceteoin (N)
Hwnskaga (L)

OtcyTctayeT (N)

TpeobyeTca (R)

He namensetcs (U)

Bbicokoe (H)

Bbicokoe (H)




BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hanvune cpeacTB yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIN 06
YA3BMOCTH

Bbicokoe (H)

Hannune He noAarBepXaeHo

HezocTtynHo

CBeeHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://bugs.busybox.net/show bug.cgi?id=14781



http://bugs.busybox.net/show_bug.cgi?id=14781

