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YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220803.5 | 3 aBrycta 2022 .
YpoBeHb onacHocTh: KPUTUYECKIA

Hannume obHoBneHna: ECTb

BeinosHeHne npown3sosibHOro koaa B IBM Engineering Lifecycle Optimization - Publishing n Rational
Publishing Engine

ViaeHTUdMKaTop ya3BMMOCTH

NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN

MITRE: CVE-2021-44228

CWE-94: HekoppekTHOe yrpaBneHne reHepmpoBaHmnem
KoZa (BHeLpeHVe KoAa)

OnucaHwne YA3BNMOCTU

SKCnnyataumsa  yA3BMMOCTM  MO3BOASET  YAANEHHOMY
3/10YMBILUNEHHNKY  BbINOMHUTE  MPOV3BO/bHbLIN  KO4 B
LeneBON C1cTemMe MOCPeACTBOM OTMpaBky CreumnansHo
COOPMMPOBAHHOIO 3aMpoca. YS3BUMOCTb 0OYyC/10BNEHa
HEKOPPEKTHOW NMPOBEPKOM BXOAHbBIX AaHHbIX.

Kateropus ya3snmoro npoaykra

MpurknagHoe NporpaMmMHoe obecrneyeHye

YA3BUMbI MPOAYKT

IBM Engineering Lifecycle Optimization - Publishing: 7.0 -
7.0.2
Rational Publishing Engine: 6.0.6 - 6.0.6.1

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTCd oprLUManbHbIM NaTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauim
pekoMeHayeMm yCTaHaBIMBaTb OOHOBEHNA MPOrPaMMHOro
obecneyeHd TONbKO MoC/Ie OLLeHKM BCeX COMYTCTBYHOLLIAX
PYCKOB.

[laTa BbigBneHua

29 nrong 2022 r.

[laTa obHOoBNEeHNS

29 nwong 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)
CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)

Heobxoanmblin ypoBeHb npusuneruii (PR)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/IEH/AH
CeteBonn (N)
Hinskas (L)

OtcytcrayeT (N)




HeobxoanMOCTb B3aUMOAENCTBIUS C
rnonb3osatenem (Ul)

MacwTab nocneAcTBUMA 3KCrIyaTaumm
yA3BMMOCTH (S)

BauaHue Ha kKoHouAeHUansHoCTb (C)
BangHme Ha LenocTtHoCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

OtcytcTayeT (N)

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Bbicokas

O¢uvumanbHoe pewleHne

CBeieHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://www.ibm.com/support/pages/node/6528060
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