HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220803.16 | 3 aBrycta 2022 .
YpoBeHb onacHocTh: KPUTUYECKIA

Hannume obHoBneHuna: ECTb

BbinonHeHWe Npon3BobHOro Koaa B FreshTomato

ViaeHTUdMKaTop ya3BMMOCTH

MITRE: CVE-2022-28664
CVE-2022-28665

NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN

OnucaHwne YA3BNMOCTU

CWE-787: 3anucb 3a rpaHmuUamn bydepa

JKcnayataumd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
3/10YMBILUNEHHWNKY  BbINOMHUTL  MPOW3BObHbBIN  KO4 B
LeneBon cucTemMe. YA3BMMOCTb OOyCNOBMIEHa OLUMOKON
rpaHNL, MaMaTy.

Kateropus ya3snmoro npoaykra

TenekoMMyHMKaLMoHHOe 0b6opyLoBaHe

YA3BMMbIV MPOAYKT

PekomeHaauUMK Mo YCTPpaHeHno

FreshTomato: 2022.1

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUmManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeJeHHbIMY CaHKUMAMY MPOTUB Poccuinckon defepauiv
pekoMeHayem yCTaHaBNVBaTb OOHOBNEHWA MPOrPaMMHOrO
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLLIMX
PUCKOB.

[laTa BbIgBNeHNA

28 nong 2022 .

[lata obHOoBNEHMS

28 nong 2022 .

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBaTenem (Ul)

MacwTab nocneacTBUA SKCMayaTaLmn

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH
CeteBow (N)
Huskaga (L)

OtcyTctayeT (N)
OtcyTctByeT (N)

He namensgetcs (U)




YA3BMMOCTH (S)

BnvaHmne Ha KoHOMaeHUMansHoCTh (C)
BavsHme Ha LenocTtHOCTb (1)

BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIA 06
YA3BMMOCTH

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe peleHue

CBeieHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHKIKIA

http://www.talosintelligence.com/vulnerability reports/TAL

05-2022-1509 (AaHHbI CaiT HEBO3MOXHO OTKPbITh C IP-

appecos Poccuinckon Gepepauin)



http://www.talosintelligence.com/vulnerability_reports/TALOS-2022-1509
http://www.talosintelligence.com/vulnerability_reports/TALOS-2022-1509

