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BasoBbliin
NaeHTUdUKaTOp
JABUMOCTI OnncaHve ya3B1UMOoCTY YPOBEHb
CVSS
SKkcnayatayms ys3BMMOCTM MO3BOAAET YAANEHHOMY 3/10YMbILLIEHHNKY BbIMOAHNTL MPOW3BObHBIA KOA B
LleNeBoi cmcteMe MoCpeAcTBOM OTMPaBKM CMNeLvansHO COOPMUPOBAHHOIO 3ampoca. YA3BMMOCTb OOYCI0BAEHa
HEKOPPEKTHOW NPOBEPKON BXOAHBIX AaHHbIX.
MITRE: CVSSV3.0: AV:N/AC:L/PRIN/UIN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
CVE-2021-43466 9.8
CVE-2022-25235 CWE-94: HekoppekTHoe yrnpasneHue reHepnpoBaHuemM koja (BHeapeHVe koaa)
PekomeHAaLMV N0 YCTPaHeHNIO: AaHHasA YA3BUMOCTb YCTPaHSAeTCa oduLIManbHbIM NaTyemM BeHAO0pa. B CBA3M
CO CNIOXVBLUECA OOCTaHOBKOW U BBEAEHHbIMI CaHKLMAMY NPOTUB POCCUINCKON delepaliii pekoMeHayem
yCTaHaBIVBaTb OOHOBNEHNS MPOrPaMMHOro 0becrneyeHus TONBKO NMOC/e OLIEHKM BCeX COMYTCTBYHOLLIX PUCKOB.




MITRE:
CVE-2022-21449
CVE-2022-21476

SKCnyaTaums ya3BUMOCTU MO3BONAET YAaNeHHOMY 3M10yMbILLNEHHMKY nonyunTs HC/ K Leneson cucreme.
YA3BNMOCTb 00YC/I0BIEHA HEKOPPEKTHOM NMPOBEPKOV BXOAHBIX AaHHbIX.

CVSSV3.0: AVIN/AC:L/PR:N/UEN/S:U/C:H/IEN/AIN/E:U/RL:O/RC:C
CWE-20: HekoppekTHad rnpoBepka BXOAHbIX AaHHbIX

PekoMeHzaLmMM No YCTPaHeHWIO: AaHHadA YA3BMMOCTb YCTPaHARTCA OPMLMaIbHBIM NaTYeM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMSAMI MPOTUB POCCUICKOM defepaLiii pekoMmeHayem
yCTaHaBNBaTb OOHOB/IEHNSA MPOrPaMMHOro obecneyeH s TONbKO MOC/Ie OLEeHKM BCeX COMyTCTBYHOLLMX PUCKOB.

7.5

MITRE:
CVE-2020-36242
CVE-2022-25315

JKCnnyaTaums ya3BUMOCTU MO3BONAET YAaNEeHHOMY 3M10YMbILLUNEHHMKY BbIMOMHUTE MPOW3BONbHbLIM KO B
LleneBolt cucteMe MOCPeACTBOM OTMPaBkM CheumansHO CHOPMUPOBAHHBIX AaHHbLIX. YS3BMMOCTb 06yC/10BNEHa
LieIOYNCNEeHHBIM NepenoHEHUEM.

CVSSV3.0: AVIN/AC:L/PR:IN/UEN/S:U/C:H/IH/A:H/E:U/RL:O/RC.C
CWE-190: LilenouncneHHoe nepernonHeHne Uan LMKIn4eckii Bo3spat

PekoMeHzaLMK Mo YCTPaHeHWIO: AaHHadA Ya3BMMOCTb YCTPaHARTCA OpMLManbHBIM NaTYeM BEHAOPA. B CBA3U
CO CIOXMBLUENCA OOCTaHOBKOWM 1 BBEAEHHbBIMW CaHKLMSMI MPOTNB POCCUCKOM defepaLini pekomeHayem
yCTaHaBNBaTb OOHOBEHVA MPOrPaMMHOro obecneyeHd TONLKO NOC/Ie OLEHKM BCex COMyTCTBYHOLLMX PUCKOB.

9.8

MITRE:
CVE-2022-25314

BKCI_II'IyaTaLl,I/Iﬂ YA3BMMOCT MO3BOAAET YyAaNeHHOMY 3/10yMbILLIEHHVKY Bbl3BaTb OTKa3 B O6C]'Iy>KI/IBaHI/II/I
LeneBon CUCTeMBbI nocpedCcTBOM OTMpaBkKK creunajibHO CCI)OpMI/IpOBaHHbIX [aHHbIX. Y43BMMOCTb O6yC}'IOB}'IEHa
LeToHncieHHbIM nepernoHeHneMm.

CVSSV3.0: AVIN/AC:L/PR:IN/UEN/S:U/C:N/EN/AH/E:U/RL:O/RC:C
CWE-190: LilenoyncneHHoe nepenonHeHmne nny Lkanyeckuin Bo3spar

PekomeHAaLMy Mo YCTPaHeHNo: JaHHad YA3BMMOCTb YCTPAHARTCA OPULIMaNbHBIM NaTHeM BeHA0Pa. B CBA3Y
CO CNIOXVIBLUENCA 0OCTaHOBKOW U BBEAEHHBIMI CaHKLMAMYM MPOTUB POCCUICKON desepaLiin pekoMeHayem
yCTaHaB/VBaTb OOHOBIEHNA MPOrPaMMHOro 06ecneYeHmsa TOABKO NMoC/e OLIeHKM BCexX COMyTCTBYHOLLIX PUCKOB.

7.5




MITRE:
CVE-2022-25313

SKCMyaTaums ya3BMMOCTI MO3BONAET YAANEHHOMY 3/10YMbILIEHHVKY BbINOIHUTL MPOU3BO/bHBIN KOJ B
LleneBow cncteme. YA3B1MMOCTb 00YC/10BIEHa OLLMOKOW rpaHnL, NamMaTy.

CVSSv3.0: AVIN/ACL/PR:N/UEN/S:U/C:H/EH/AH/E:U/RL:O/RC:.C
CWE-121: MNepenonHeHe bydepa B CTeke

PekoMeHZzaLMK Mo YCTPaHeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdMLManbHBIM NaTYeM BEHAOPA. B CBA3M
CO CNNOXMBLLENCS 0O6CTaHOBKOW 1 BBEAEHHbIMU CaHKUVAMM MPOTUB POCCUCKON defepaLi pekoMeHayeMm
yCTaHaBNBaTb OOHOBNEHVSA MPOrPaMMHOro obecneyeHd TONbKO NOCIe OLEeHKN BCeX COMYTCTBYHOLLMX PUCKOB.

9.8

MITRE:
CVE-2022-24407

SKkcnnyatTaums ya3BMMOCTM MO3BOASET YAANEHHOMY 3/0YMbILUIEHHNKY BbINOAHUTL MNPoM3BONbHbLIE SQL-
3anpochkl k 6a3e AaHHbIX YS3BUMOro MPUIOXEHVS MOCPeACTBOM OTNPAaBkM CrelyansHO CGOPMMPOBAHHOIO 3aMpoca.
Y$3BMMOCTb 00YC/I0BNEHa HEKOPPEKTHOW MPOBEPKON BXOAHbBIX AAHHBIX.

CVSSV3.0: AVIN/ACL/PR:IN/UEN/S:U/C:H/EH/AIN/E:U/RL:O/RC:C

CWE-89: HekoppekTHad HerTpanm3auma cneLmansHbIX 31eMeHTOB, MCNob3yemblx B SQL-KoMaHaax
(BHeapeHve SQL-koza)

PekoMeHzaLMK Mo YCTPaHeHWIO: AaHHadA Ya3BMMOCTb YCTPaHARTCA OpMLManbHBIM NaTYeM BEHAOPA. B CBA3U
CO CIOXMBLUENCA OOCTaHOBKOM 1 BBEAEHHbBIMW CaHKLMSMI MPOTUB POCCUICKOM defepaLimmi pekoMmeHayem
yCTaHaBNBaTb OOHOB/IEHNSA MPOrPaMMHOro 0becneyeH s TONBKO MOC/Ie OLEeHKM BCexX COMyTCTBYHOLLMX PUCKOB.

9.1

MITRE:
CVE-2020-29651
CVE-2021-33503

IkcnayaTaums ys3BUMOCTY MO3BOASET YAANeHHOMY 3/10yMbILLNEHHWKY BbI3BaTb OTKA3 B OBCIYXMBAHUY
LIeNeBoV CUCTEMbI. YS13BMMOCTb 00YC/10BEHA HEKOPPEKTHBIM KOHTPONEM NOTPEONEHVISt BHYTPEHHMX PECYPCOB.

CVSSv3.0: AVIN/ACL/PR:N/UEN/S:U/C:N/EN/AH/E:U/RL:O/RC:C
CWE-400: HekoHTpoMpyemoe 1Croib30BaHne pecypcos (McyeprnaHme pecypcos)

PekoMeHzaLmMK Mo YCTPaHeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdMLManbHBIM MaTyemM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMAMI MPOTNB POCCUICKOM defepaLim pekomeHayem
yCTaHaBVBaTb OOHOB/IEHNS MPOrPaMMHOro obecneyeHusa TONBKO MOC/e OLEeHKM BCeX COMYTCTBYHOLLIMX PUCKOB.

/7.5




MITRE:
CVE-2022-0778

SKcnayatayms ysa3BUMOCTY MO3BONAET YA3ANEHHOMY 3/10YMbILLNEHHVIKY BbI3BaTb OTKa3 B OOCAYXMBAHUM
LleNleBoN CUCTeMbl MOCPEeACTBOM OTMPaBkM CMeLranbHO COOPMMPOBAHHbBIX AaHHBIX. YSA3BMMOCTE 00YyCNOB/EHa
3aUMKAMBaHNEM BHYTPY GYHKLAN.

CVSSv3.0: AV:N/ACL/PR:N/ULN/S:U/C:N/EN/AH/E:P/RL:O/RC:.C
CWE-835: beckoHeuHbIn UMK (3aLmKIvBaHme)

PekoMeHzaLmMM No YCTPaHeHWIO: AaHHadA YA3BMMOCTb YCTPaHARTCA OPMLMaIbHBIM NaTYeM BEHAOPA. B CBA3U
CO CIOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMSAMI MPOTUB POCCUICKOM defepaLimi pekomeHayem
yCTaHaBNVBaTb OOHOB/IEHNSA MPOrPaMMHOro obecrneyeH s TONBKO MOC/1e OLEHKM BCeX COMyTCTBYHOLLMX PUCKOB.

7.5

MITRE:
CVE-2022-22978

kcnayaTaums ya3BMMOCTY NO3BONSET YAANEHHOMY 3N10YMbILAEHHWKY NonyunTs HCA K Lenesol cucteme.
YS13BUMOCTb 00YCNOBNIEHA HEKOPPEKTHOW NMPOBEPKO BXOAHbBIX AaHHbIX.

CVSSv3.0: AV:N/AC:L/PR:N/UEN/S:U/C:H/IEL/AN/E:P/RL:O/RC:.C
CWE-285: HekoppekTHad aBTopm3aLms

PekoMeHAaLUMM Mo YCTPaHeHUI: AaHHas YA3BMMOCTb YCTPaHSeTCs odurLmManbHbIM NaTyem BeHAopa. B CBA3N
CO CNOXMBLUENCA 0BCTAHOBKOV 1 BBEJEHHLIMU CaHKLVSIMV NPOTUB POCCUINCKOM desepaumn pekoMeHayeMm
yCTaHaBMBaTb 0OHOB/EHNS MPOrpaMMHOro obecneyeHst TO/IbKO MOC/e OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

8.2

MITRE:
CVE-2022-22965

SKCMyaTaumsa yA3BUMOCTI MO3BOMAET YAANEHHOMY 3/10YMbILUNEHHVIKY BbIMNOAHUTL MPOU3BOJIbHBIA KOJ B
LleneBo  cucTemMe  MOoCpeAcTBOM  OTMPaBkM  CheuransHO  chopMmpoBaHHoro HTTP-3ampoca.  YA3BMMOCTb
00yCN10BEeHa HEKOPPEKTHOW MPOBEPKOM BXOAHbBIX AaHHbIX.

CVSSv3.0: AVIN/AC:L/PR:IN/UEN/S:C/C:H/IH/AH/E:H/RL:O/RC:.C
CWE-94: HekoppekTHOe yrnpasfeHue reHeprpoBaHmemM Koa (BHepeHue Koza)

PekoMeHZzaLmMM Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdMLManbHBIM MaTyeM BEHAOPA. B CBA3MU
CO C/IOXMBLUENCA OOCTaHOBKOM 1 BBEEHHbBIMW CaHKLMAMI MPOTUB POCCUICKOM defepaLimi pekoMmeHayem
yCTaHaB/VBaTb OOHOBNEHNS MPOrPaMMHOro 0becneyeHms TONbKO NMoC/Ie OLIEHKM BCeX COMYTCTBYHOLLIMX PUCKOB.

10.0




MITRE:
CVE-2022-22950

3|<cnnyaTa|_u/|ﬂ YA3BMMOCT MO3BOJAET YAa/leHHOMY 3/10YyMbILUNEHHKKY BbI3BaTb OTKa3 B O6Cﬂy>KI/IBaHI/Il/I

LeneBor CUCTeMbI MOCPEACTBOM  OTMNPaBkM  CheumanbHO  cGOpMUMPOBaHHOTO HTTP-3anpoca.  YA3BMMOCTb
00YyCNOBMIEHa HEKOPPEKTHOM MPOBEPKO BXOAHbBIX AaHHbIX.

CVSSV3.0: AVIN/ACL/PR:IN/UEN/S:U/C:N/IEN/AH/E:U/RL:O/RC:C

CWE-185: HekoppekTHble peryndpHble BblpaxeHnd

PekoMeHZzaLMK Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdrLManbHBIM NaTYeM BEHAOPA. B CBA3M
CO CNNOXMBLLENCS 0O6CTaHOBKOW 1 BBEAEHHbIMU CaHKLAMK MPOTUB POCCUCKON deaepauni pekoMeHLyem
yCTaHaBVBaTb OOHOBNEHNS MPOrPaMMHOro 0becneyeHms TOAbKO NMOC/e OLIEHKM BCeX COMYTCTBYHOLLIX PUCKOB.

7.5

CcbInkM Ha
NCTOYHWIKM

http://www.dell.com/support/kbdoc/nl-nl/000201859/dsa-2022-198-dell-emc-policy-manager-for-secure-connect-

gateway-security-update-for-multiple-third-party-component-vulnerabilities (JaHHbI CaliT He AoCTyneH ¢ IP-aapecos

Poccuiickon ®esepaunin)
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