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MHoXecTBeHHble ya3simMocTu B IBM Operations Analytics - Log Analysis

KaTeropusa yassmmoro npoaykra CepBepHOe NMporpaMmMHoe obecrneyeHre 1 ero KOMMOHEHTHI
YA3BMMBIV MPOAYKT Log Analysis: 1o 1.3.7.2
[laTa BbigBNeHud 25 nona 2022 .
[laTa obHoBNEeHNS 25 mona 2022 .
ba30BbIV
NaeHTUdUKaTOp
3BMOCTU OnvcaHue ya381MMOCTY YPOBEHb
y CVSS
SKCMyaTaunsa ysa3BUMOCT MO3BONAET YAANEHHOMY 3/10YMbILIEHHVIKY BbINOJHUTL MPOU3BO/bHBINA KOJ B
LleneBoli cucteMe MOCPeACTBOM OTMPaBK/ CheuvanbHO CHOPMUPOBAHHBIX AaHHbLIX. YS3BMMOCTb 06YyC/10BNEeHa
HEeKOPPEKTHOWM MPOBEPKON BXOAHbLIX AAHHBIX MPY 06paboTKe Cepranm3oBaHHbIX AaHHbIX.
MITRE: CVSSV3.0: - AV:N/AC:H/PRIN/UIN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
' 8.1
CVE-2021-4104 CWE-502: [lecepranm3aymg HeJOBEPEHHbIX AaHHbIX
PekoMeHzaLmMK Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdMLManbHBIM NaTyeM BEHAOPA. B CBA3U
CO C/IOXMBLUENCA O6CTaHOBKOW 1 BBEEHHbIMU CaHKLMSIMI MPOTNB POCCUIACKON deepaumn pekoMeHayem
YCTaHaBNBaTb OOHOBAEHA MPOrPaMMHOro 0becneyeHs TONbKO NOCae OLEeHKN BCeX COMYyTCTBYHOLLMX PUCKOB.




MITRE:
CVE-2022-23302
CVE-2022-23307
CVE-2020-9493

SKCnyaTaums ya3BMMOCTY MO3BOAAET YAANEHHOMY 3710YMbILLIEHHMKY BbIMOAHUTE MPOM3BONbHLIV KOZ B
LleneBol cucTeme MOCPeACTBOM OTMPaBKM CreuvanbHO COOPMUPOBAHHBIX AaHHBLIX. YA3BMMOCTb 0OYCN0OBAeHa
HeKOpPEeKTHOW MPOBEPKOW BXOAHbBIX AAHHbIX MpY 06paboTke CepUanv30BaHHbIX AaHHbIX.

CVSSV3.0: AVIN/ACL/PR:IN/UEN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C

CWE-502: [lecepranmsaymsa HeJoBepPeHHbIX JAaHHbIX

PekoMeHZzaLMK Mo YCTPaHEeHWIO: AaHHasA YA3BMMOCTb YCTPaHARTCA OdrLManbHBIM NaTYeM BEHAOPA. B CBA3M
CO CNIOXMBLLENCS 0O6CTaHOBKOW 1 BBEAEHHBIMU CaHKUMAMK MPOTUB POCCUINCKON defepaui pekoMeHayem
yCTaHaBVBaTb OOHOBIEHNS MPOrPaMMHOro 0becneyeHmsa TONBbKO MOC/e OLEHKM BCeX COMYTCTBYHOLLIMX PUCKOB.
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