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BbinosHeHWe NMPon3BOILHOrO KoAa B ultrajson

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2022-31117
CWE-415: /1BoinHoe ocBoboXaeHme

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
310YMBILNEHHWKY  BBIMONHUTE  MPOW3BOJIbHBIV  KOZ B
LeneBon cncTemMe MOCPeaCcTBOM OTMPaBkM CreumansHo
COOPMMPOBaHHbBIX  JaHHbBIX.  Y43BUMOCTb  0bBYyC/10B/eHa
OLLMOKOM Npu AEKOANPOBaHWM BBOAA.

KaTeropus ysa3BMMOro npoaykTa

yHI/IBepCaﬂbele KOMMOHEHTbI 1 61banoTeKM

YS3BUMbIV MPOAYKT

ultrajson: 1.19 - 5.3.0

PekomeHaauUMK Mo YCTPpaHeHno

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUManbHbIM naTyem
BeHAOopPa. B CBA3M CO CIOXMBLUENCS OOCTAHOBKOM U
BBEEeHHbIMY CaHKUMAMY MPOTUB Poccuinckon ®esepadim
pekoMeHayem yCTaHaBVIBaTb OOHOBEHVA MPOrPaMMHOro
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLIMX
PYCKOB.

[laTta BbIgBNeHNA

05 nrong 2022 .

[lata obHoBNEHMS

05 mnrong 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassimoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3anUMOAenCTBUS C
nonb3osatenem (Ul)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
CeteBow (N)
Hwskaga (L)

OtcytcrayeT (N)

OT1cyTctByeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namengetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://www.openss|.org/news/secadv/20220705.txt
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