HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220621.5 | 21 ntoHa 2022 T.
YpoBeHb onacHocTh: KPUTUYECKAW

Hannume obHoBneHna: ECTb

BbinonHeHWe npon3soabHOro koaa B IBM Spectrum Conductor

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

Kateropus yassrmoro npoaykra

MITRE: CVE-2022-22965

CWE-94: HekoppekTHOe yrpasneHne reHepmpoBaHmnem
Koza (BHeLpeHVe koja)

SKCnayaTauma  ya3BYMOCTM  MO3BOSIAET  yAaNeHHOMY
3MI0YMbILLNIEHHVKY  BBIMOMHUTE  MPOU3BOJ/IbHBIN KO B
LeneBon CncTemMe MOCPeACTBOM OTMPaBky CreunanbHo
COOPMUPOBAHHOIO HTTP-3anpoca. YA3BMOCTb
00yC/10BN1IEeHa HEKOPPEKTHOM MPOBEPKON BXOAHbLIX AaHHbIX.

CepBepHoe NporpaMMHoe obecrneyeHue 1 ero
KOMMOHEHTbI

YS3BUMbIV MPOAYKT

IBM Spectrum Conductor: 2.4.1 - 2.5.1

PekomeHaauum nNo ycTpaHeHuo

[laHHas ysS13BMMOCTb YCTPaHSAeTCs odnUManbHbIM NaTyeM
BEHZ0Pa. B CBA3M CO CIOXMBLLENCA O6CTAHOBKOW U
BBeJeHHbIMY CaHKUMAM NpoTuB Poccuniickoin ®eaepalimm
peKOMEH/yeM yCTaHaBAMBaTb 06HOBNEHWS MPOrPaMMHOro
obecrneyeHVst TONAbKO MOCAE OLEHKN BCeX COMYTCTBYHOLLMX
PUCKOB.

[laTa BbigBNeHua

21 nroHa 2022 T.

[laTa obHoBNEHWS

21 noHa 2022 T.

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
nonb3osatenem (Ul)

10.0 AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/AH
CeteBonn (N)
Hwskaga (L)

OtcytcrayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

13menseTca (C)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Bbicokas

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://www.ibm.com/support/pages/node/6596867
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