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YBEAOM/IEHUE Ob YA3BMMOCTU
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YpoBeHb onacHocTh: KPUTUYECKAW

Hannume obHoBneHna: ECTb

BbinosHeHWe npon3sonbHOro koaa B cflinuxfs3

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2022-28463

CWE-119: BeinonHeHve onepayni 3a npeaenamu byodepa
namaTn

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  yAaneHHOoMy
3/10YMbILLNEHHWKY — BbIMOMHWTL  MPOV3BO/MbHbLIA  KOZA B
LeneBoi cucteMe MOCPEeACTBOM OTMpaBKM CreumansHO
COOPMMPOBAHHbBIX  AaHHbIX. YS3BMMOCTb  06yC10BNeHa
OLLUNBKOW rpaHnL, MamaTy.

MpviknagHoe nporpaMmmHoe obecneveHve

YA3BUMbIV MPOAYKT

cflinuxfs3: 0.0.0 - 0.301.0

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTta BbIgBNeHNA

02 nroHsa 2022 1.

[laTa obHoBNEHWS

02 nroHsa 2022 1.

OueHKa KpUTUYHOCTK yassrmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Ceteoin (N)
Hinskas (L)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namengetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://github.com/cloudfoundry/cflinuxfs3/releases/tag/0.3
02.0



http://github.com/cloudfoundry/cflinuxfs3/releases/tag/0.302.0
http://github.com/cloudfoundry/cflinuxfs3/releases/tag/0.302.0

