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YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220601.13 | 1 ntoHa 2022 T.
YpoBeHb onacHocTh: BbICOKI

Hannumne obHoBneHuns: HET

BbinonHeHwe npou3BoibHOro koga B Fuji Electric Alpha7 PC Loader

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2022-1888
CWE-121: MNepenonHeHne bydepa B cTeke

JKcnayataumd  ya3BMMOCT  MO3BONSET  yaneHHOMy
3/10YMbILUNEHHWKY  BBIMONHWTE  MPOW3BOJIbHLIM  KOZ B
LeneBon cucTemMe. YA3BMMOCTb OOyCNOBMIEHa OLUMOKOW
rpaHuL, NaMaTi,

Kateropus ya3snmoro npoaykra

YS3BUMbIV MPOAYKT

MpOMBbILLINEHHOE MPOrpaMMHO-annapaTHoe 0bopyaoBaHe

Alpha7 PC Loader: Bce Bepcuu

PekomeHaaLMK Mo YCTPpaHeHno

OrpaHnyYmTb AOCTYMN K yA3BUMOMY NPOAYKTY CPEACTBaMM
MEXCETEBOrO IKPAHMPOBAHUA NN APYTAMY
AAMVHNCTPATNBHBIMI Mepami’

[laTta BbIgBNeHNA

01 nroHsa 2022 1.

[lata obHOBNEHMS

01 nroHsa 2022 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNnoxHOCTb aKkcnyaTaumn yassmocTi (AC)
HeobxoanMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCcTb B3anMOAenCTBUS C
rnonb3oBatenem (Ul)

MacwTtab nocneACTBUIA 3KCMyaTauUmm
yA3BMMOCTH (S)

BausHue Ha koHouAeHUMansHOCTb (C)

BangHme Ha LenocTHOCTb (1)

8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:U/RC:C
CmexHas ceTb(A)
Hwskaga (L)

Huzkum (L)

OtcyTcTayeT (N)

He nsmensetcs (U)

Bbicokoe (H)

Bbicokoe (H)




BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hanvune cpeacTB yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIN 06
YA3BMOCTH

Bbicokoe (H)

Hannune He noArBepXaeHo

HezocTtynHo

CBeeHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://ics-cert.us-cert.gov/advisories/icsa-22-151-01
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