HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220524.10 | 24 maqa 2022 .
YpoBeHb onacHocTh: KPUTUYECKAW

Hannumne obHoBneHuns: HET

BeinonHeHne npoun3sosbHbIX SQL-koMaHg, B Traffix SDC Cyrus SASL

aeHTnoumkaTop yAa3B1MMOCTY

NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN

MITRE: CVE-2022-24407

CWE-89: HekoppeKkTHas HerTpann3aumsa crneuranbHbIX
3/1eMEHTOB, NCNOoNb3yeMbIx B SQL-KoMaHzZax (BHeapeHne
SQL-koaa)

OnvcaHune ya381MMOCTY

JKkcnayaTaums  ya3BMMOCTM  MO3BOASET  yAaneHHoMy
3/10YMBILUNEHHWKY — BbIMOAHWUTE — MPOV3BONbHbIE  SQL-
KOMaHAbl B 0a3e JAaHHbIX YA3BMMOIO  MPUIOXEHS
MOCPEeACTBOM OTMPaBK/ CreumansHO ChOpMUMPOBAHHOMO
3aMpoca.  YA3BMMOCTb — OOYC/IOBNEHa  HEKOPPEeKTHOW
NPOBEPKOWN BXOAHbIX AAHHbIX.

Kateropus yassnmoro npoaykra

YHVBepCanbHble KOMMOHEHTbI 11 BUBINOTEKN

YS3BUMbIV MPOAYKT

Traffix SDC: 5.1.0 - 5.2.0

PekomeHaauUMK Mo YCTPpaHeHno

OrpaHuunTb A0CTYM K YA3BMMOMY MPOZAYKTY CPeACTBaMM
MEXCEeTEBOr0 IKPaHMPOBaHUSA NN APYTrAMY
aAMVHNCTPATVBHBIMI Mepamu

[laTta BbIgBNeHNA

19 maga 2022 .

[lata obHOoBNEHMS

19 maga 2022 .

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBaTenem (Ul)

MacwTab nocneacTBUA SKCMayaTaLmn

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:N/E:U/RL:U/RC:C
CeteBow (N)
Hwskaga (L)

OtcyTctayeT (N)
OtcyTctByeT (N)

He namensgetcs (U)




YA3BMMOCTH (S)

BnvaHmne Ha KoHOMaeHUMansHoCTh (C)
BavsHme Ha LenocTtHOCTb (1)

BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIA 06
YA3BMMOCTH

Bbicokoe (H)
Bbicokoe (H)

OtcyTcTayeT (N)

Hannure He noaTBepxaeHo

HezocTtynHo

CBeieHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://support.f5.com/csp/article/K82896488
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