HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP

YBEAOM/IEHUE Ob YA3BUMOCTAX

MO KOMMbBKOTEPHLIM NMHUMAEHTAM VULN-20220511.12 | 11 maqa 2022 .

Beb-caiT: cert.gov.ru

YpoBeHb onacHocT: BbICOKM

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

MHoXecTBeHHbIe ya3BMmMocTh B Mozilla Thunderbird

KaTeropus ysa3BuMOro npoaykTa MpviknagHoe nporpaMmHoe obecneveHve

YA3BUMbI MPOAYKT Mozilla Thunderbird: 91.0 - 91.8.1

[laTa BbigBNeHud

05 magqa 2022 .

[laTa obHoBNEeHNS

05 maga 2022 .

BasoBbliin
NaeHTUdUKaTOp
VSBBIAMOCTU OnvcaHue ya381MMOCTY ypoBeHb
CVSS
SKCMyaTaums ya3BMMOCTI MO3BOAAET yAaneHHOMY 3M10yMblLLIeHHUKY Nonyunte HC/A K Lieneson cncreme
MOCPEeACTBOM OTKPLITUS MONb30BaTe1eM CreLmanbHO CO34aHHOM BPeAOHOCHOM BEO-CTPaHMLbl. YA3BMMOCTb
00yCN10BeHa HEKOPPEKTHOW MPOBEPKOM BXOAHbBIX AaHHbIX.
MITRE: CVSSV3.0:  AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:N/E:U/RL:O/RC:C
' 8.1

CVE-2022-29909

CWE-264: HekoppekTHOe yrpas/ieHne reHepupoBaHmemM koga (BHeLpeHue Koza)

PekomeHaauUmY Mo ycTpaHeHuto: [laHHas yAa3BMMOCTb YCTpaHaeTca odumansHbIM NaTyeM BeHAopa. B cBA3u
CO CNIOXMBLLENCS 06CTAHOBKOW 1 BBEAEHHbBIMY CaHKLMSIMI NMPOTUB Poccuiickoin ®efepaLiyin pekoMeHayem
yCTaHaBVBaTb 06HOBNEHNSA MPOrpaMMHOro 0becneyeHK st TONIbKO MOC/e OLEHKI BCEX COMYTCTBYHOLLIVX PUCKOB.




MITRE:
CVE-2022-29917

KCrayaTaums ya3B1MOCTM NMO3BONSET YAaNEHHOMY 3/10YMbILLNEHHVIKY BbINOAHUTE MPOV3BObHbIN KOZ B
LleneBoi c1cTeMe NoCcpeACcTBOM OTKPBITUA MOb30BaTeleM CreLanbHO CO34aHHON BPeAOHOCHOW BEO-CTPaHWILLbI.
YA3BMMOCTb 00YCNOBEHA OLIMOKOW FrPaHNL, MamMATy.

CVSSV3.0: AVIN/ACL/PR:IN/ULR/S:U/C:H/IH/AH/E:U/RL:O/RC:.C
CWE-119: BelnonHeHve onepaunii 3a npegenamn bydepa namati

PekomeHZaLMV Mo yCTpaHeHno: [laHHasa ya3BUMOCTb YCTPaHSaeTca oduLManbHbIM NaTyemM BeHAopa. B cBsA3n
CO CIOXVBLUECSH 0BCTaHOBKOW 1 BBEAEHHBLIMI CaHKLMAMY MPOTUB Poccuiickoln deaepaliivi pekomeHayem
yCTaHaBAVBaTb OOHOBEHVS MPOrPaMMHOro 0becneyYeHms TONbKO MoC/1e OLEeHKM BCeX COMYTCTBYHOLLIMX PUCKOB.

3.8

CcbInkM Ha
NCTOYUYHUKM

http://www.mozilla.org/en-US/security/advisories/mfsa2022-18/



http://www.mozilla.org/en-US/security/advisories/mfsa2022-18/

