HKLKW

HALIMOHABLHBIA KOOPAMHALMOHHbIV LIEHTP YBEAOMANEHME OB YA3BMOCTH
MO KOMMbBKOTEPHLIM NMHUMAEHTAM VULN-20220430.1 | 30 anpens 2022 .

Beb-caiiT: cert.gov.ru YpoBeHb onacHocTy: BbICOK

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

BeinonHeHWe npon3BoabHOro koaa B Artifex Ghostscript

NaeHTUOUKATOP YyA3BUMOCTH MITRE: CVE-2019-25059

CWE-119: BeinonHeHve onepayni 3a npeaenamu byodepa

NaeHTOMKaToOp NPOrpaMMHOM OLLINOKM
A q) P APOTP MaMATN

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  yAaneHHOoMy
3/10YMBILLNEHHVKY  BBIMOAHUTL  MPOV3BOMbHBLIA - KO B
OnucaHue ysi3B1MMOCTM LieneBoi cucTeme NocpeacTBOM OTKPbITVSI MOMb30BaTe1eM
cneuvanbHO  CO34aHHOrO  BPeAoHOCHOro  daiina.
YS13BMMOCTb 06YCNOB/IEHA OLWMOKON rpaHuL, NaMsaTy.

KaTeropvm YA3BMMOTO MPOoAyKTa yHI/IBepCaﬂbele KOMMOHEHTbI 11 61OANOTEKM

YA3BUMbI MPOAYKT Ghostscript: 9.00 - 9.50

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLManbHbIM NaTyem
BeHAOopPa. B CBA3M CO CIOXMBLUENCS OOCTAHOBKOM U
BBeEeHHbIMY CaHKUMAMY MPOTUB Poccuinckon denepauiv
pekoMeHayem yCTaHaBVIBaTb OOHOBEHVA MPOrPaMMHOro
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLLIMX

PekomeHaauUMK Nno YCTPpaHeHno

PVCKOB.
[laTa BbIABNEHUS 28 anpenga 2022 .
[aTta cbHoBNEHVS 28 anpena 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1) 8.8 AVIN/ACL/PR:N/ULR/S:U/C:H/IH/AH/E:U/RL:O/RC:C
BekTop aTakn (AV) Ceteoin (N)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC) Hwskaga (L)

HeobxoauMblii ypoBeHb npusunernii (PR) OtcytcrayeT (N)

HeobxoAMMOCTb B3aUMOAENCTBIUA C

nons3osartenem (Ul) Tpebyetca (R)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)

BavaHme Ha JOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 00
YA3BMOCTU

He namensgetcs (U)
Bbicokoe (H)
Bbicokoe (H)
Bbicokoe (H)

Hannure He NoATBEpXAeHO

OduumansHoe peleHue

CBeieHst MoATBEPXAEHbI

CCbINKM Ha UCTOYHKIKIA

http://git.ghostscript.com/?p=ghostpdl.git;a=commit;h=430
e219eal17a2650577d70021399¢c4ead05869e0
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