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YBEAOM/IEHUE Ob YA3BUMOCTAX

Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: BbICOK

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

MHoOXecTBeHHbIe yAa3BMMocTU B Google ChromeQOS

KaTeropua ya3B1MOro nposykTa MprknagHoe NporpaMmMHoe obecneyeHne
YA3BUMbI MPOAYKT Chrome OS: 96.0.4664.180 - 96.0.4664.204
[laTa BbiABNEHUS 15 anpens 2022 1.
[ata obHoBNEHNSA 15 anpena 2022 1.
ba3oBblili
NaeHTUdUKaTOp
YABBIMOCTI OnvcaHue ya381MMOCTY YPOBEHb
CVSS
DKCMyaTaumns ya3BMMOCTI MO3BONAET YAaNeHHOMY 310YMbILLNEHHUKY BbINMOMHUTE MPOV3BO/bHbLIV KOZ B
LileNleBOV crucTeme MocpeACcTBOM OTKPbIT/SA MOAb30BaTeIeM CreumanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHULbI.
YA3BMMOCTb 06YCNOB/IEHA OLIMOKOW NCMONBb30BaHWA NOC/e OCBOOOXAEHUS.
MITRE: CVSSV3.0:  AV:IN/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:.C
' 8.8
CVE-2022-1131 CWE-416: lcnonb3oBaHme Nocie 0CBObOXAeHS
PekomeHaaLmm No ycTpaHeHuo: JaHHas yAasBUMOCTb YCTPaHAETCH OdMLMaNbHBIM NaTYeM BeHA0Pa. B cBA3M
CO CNIOXVBLUECA 0OCTaHOBKOW U BBEAEHHBIMI CaHKLMAMY NPOTUB Poccuiickon PefepaLiii pekomeHayem
yCTaHaBAMBaTb OOHOBNEHWA MPOrPaMMHOro 0becrneyeHns TObKO NOC/Ie OLEHKM BCeX COMYTCTBYHOLLIX PUCKOB.




MITRE:
CVE-2022-1142
CVE-2022-1143

3KCI_I}'IyaTaLI|I/Iﬂ YA3BMMOCTW MO3BONIAET YAa/IeHHOMY 3/10YMbILLUTEHHWKY BbIMOTHNTL I_IpOI/IBBOJ'IbeIVI KOA4 B

ueneBoM cncTemMe nocpeacTtBoOM OTKPbITUA MO/Ib30BaTe/1IeM CreunalbHO CO3,£I|aHHOI7| Bpe,ﬂ‘OHOCHOM Be6-CTpaHI/ILLbI.

YA3BNMOCTb 00YC/I0BIEHA OLLMOKOW rpaHuL, MamsaTw.
CVSSV3.0: AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
CWE-122: MNepenonHeHne bydepa B ANHAMNYECKOW NaMATY

PekomMeHzaLmMu No ycTpaHeHnto: laHHasa ya3BUMOCTb YCTPaHAETCA 0duMLIManbHbIM MaTtyeM BeHAopa. B cBa3um
CO C/IOXMBLUENCA OOCTaHOBKOW 11 BBEEHHbBIMU CaHKLMAMI MPOTUB Poccrinckor desepaLiv pekoMeHayem
yCTaHaBNBaTb OOHOB/IEHNA MPOrPaMMHOro obecrneyeHd TONBKO NOC/Ie OLEHKN BCexX COMyTCTBYHOLLMX PUCKOB.
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CcblkM Ha
NCTOYHWIKN
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