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BbinoHeHWe Npon3BoIbHOIO Koga B Apache Struts

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ya3BMMOro npoaykTa

MITRE: CVE-2021-31805

CWE-94: HekoppekTHOe yrpasneHne reHepmpoBaHmnem
Koza (BHeLpeHVe koja)

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  yAaneHHOoMy
3/10YMBILLNEHHVKY  BBIMOAHUTL  MPOV3BOMbHBLIA - KO B
LeneBoi cucteMe MOCPEACTBOM OTMpaBkM CrneumansHo
chOPMMPOBAHHOrO 3aMpoca. Ys3BMMOCTb 0OyC10BNEHa
HeKopPeKTHOW MPOBEPKOV BXOAHbBIX AaHHbIX.

yHI/IBepCaﬂbele KOMMOHEHTbI 1 61banoTeKM

YA3BMMbIV MPOAYKT

Apache Struts: 2.0.0 - 2.5.29

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeAEHHbIMY CaHKUMAMK NpoTns Poccnrickon depepaliiv
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTta BbIgBNeHNA

12 anpena 2022 1.

[laTa obHoBNEHWS

12 anpena 2022 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
CeteBonn (N)
Hinskas (L)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannure He noaTBepxaeHo

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

http://cwiki.apache.org/confluence/display/WW/S2-062
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