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Hannumne obHoBneHwnsa: HET

BeinonHeHve npown3sonbHoro koga B NGINX LDAP reference implementation

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

He onpeseneH
CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

JKcnayataumd  ya3BMMOCT  MO3BONSET  yaneHHOMy
310YMbILUNEHHWKY  BBIMONHWTE  MPOW3BOJIbHLIN KO B
LieneBo c1cTemMe MOCPeACTBOM OTMPaBkM CreumansHo
COOPMMPOBaHHbBIX  aHHbBIX.  Y43BUMOCTb  0bBYyC/10B/eHa
HEeKOPPEKTHOW MPOBEPKOM BXOAHbIX AaHHbIX.

KaTeropus ya3BMMOro npoaykTa

CepBepHOe NporpaMmHoe obecrieyeHuie 1 ero
KOMMOHEHTI

YA3BMMbIV MPOAYKT

nginx-ldap-auth: 0.0.1 - 0.0.5

PekomeHaauum nNo ycTpaHeHuo

OrpaHnynTb AOCTYM K yA3BUMOMY NPOAYKTY CPEACTBaMM
MEXCETEBOr0 3KPaHNPOBaHUA UK APYTrMUA
AAMVHNCTPATNBHBIMU MEPaMK.

[laTa BbigBNeHud

11 anpensa 2022 1.

[laTa obHOoBNEHNS

11 anpena 2022 1.

OueHKa KpUTUYHOCTK yas3BrmMocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimMoctu (AC)
HeobxoavMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3aUMOAENCTBUS C
nonb3osatenem (Ul)

MaclwTtab nocneAcTBUIA 3KCrIyaTaUmm
yA3BMMOCTH (S)

BrvsHue Ha koHoraeHUansHOCTb (C)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H/E:U/RL:U/RC:C
Ceteonn (N)
Hinskas (L)

OtcyTcrayeT (N)

OtcyTcrayeT (N)

He namensgetcs (U)

Bbicokoe (H)




BavsgHme Ha LenocTtHoCTb (1)
BaviaHmne Ha JOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYIMHbIX CpeacTB
SKCMayaTaunm

Hannuve cpeacTB yCTpaHeHN s
YS13B1MOCTM

[10CTOBEPHOCTL CBeAeHUIA 06
YS13B1MOCTM

CCbINIKM Ha UCTOYHWIKIA

Bbicokoe (H)

Bbicokoe (H)

Hannune He noATBepPXAeHO

HezocTtynHo

CBefieHWs NOATBEPXAEHbI

http://www.nginx.com/blog/addressing-security-
weaknesses-nginx-ldap-reference-implementation/
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