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Otkas B o6cnyxmBaHum B Cisco |0S XE Software for Catalyst 9800 Series Wireless Controllers

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ya3BMMOro npoaykTa

MITRE: CVE-2022-20683

CWE-124: 3anucb AaHHbIX B 061aCTh Nepes Hayanom
bydepa

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  yAaneHHOoMy
3/10YMbILLNEHHVIKY — BbI3BaTb  OTKad B OBCAYXMBAHNN
LeneBoil CUCTeMbl MOCPeACTBOM OTMPaBkM CrneumansHo
chOpPMMPOBAHHOrO 3aMpoca. Ys3BMMOCTb 0OyC10BNEHA
HeKoppeKkTHOW 06paboTKOM BXOAHbLIX AaHHBbIX.

TenekoMMyHVKauMoHHOe 06opyAoBaHme

YA3BUMbI MPOAYKT

Cisco IOS XE: 17.3.2

Catalyst 9800 Series Wireless Controllers: Bce Bepcumn
Catalyst 9800-CL Wireless Controllers for Cloud: Bce
BEpCUn

PekomeHaauUMK Nno YCTPpaHeHno

[aHHas yA3BMMOCTb yCTpaHaeTcs odrumanbHbIM NaTyem
BeHAOPa. B CBA3M CO CIOXMBLUENCSH OOCTAHOBKOM U
BBeJEeHHbIMY CaHKUMAMY MPOTUB Poccuinckon denepauiv
pekoMeHayem yCTaHaBVBaTb OOHOBNEHWA MPOrPaMMHOrO
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLIMX
PYCKOB.

[laTa BbIgBNeHNA

14 anpena 2022 1.

[lata obHoBNEHMS

14 anpena 2022 .

OueHKa KpUTUYHOCTK yassrmMocTn (CVSSV3.1)
BekTop aTakn (AV)
CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)

Heobxoanmblin ypoBeHb npusuneruii (PR)

8.6 AV:N/AC:L/PR:N/UILN/S:C/C:N/I:N/A:H/E:U/RL: O/RC:C
CeteBow (N)
Hiskas (L)

OtcyTctByeT (N)




HeobxoanMOCTb B3aUMOAENCTBIUS C
rnonb3osatenem (Ul)

MacwTab nocneAcTBUMA 3KCrIyaTaumm
yA3BMMOCTH (S)

BauaHue Ha kKoHouAeHUansHoCTb (C)
BangHme Ha UenocTHOCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

OtcytcTayeT (N)

3menseTca (C)

OtcytcTayeT (N)
OtcytcTayeT (N)

Bbicokoe (H)

Hannure He noaTBepxaeHo

O¢uvumanbHoe pewleHne

CBeieHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHKIKI

http://tools.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-c9800-fnf-dos-bOL5vL ge
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