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Ortkas B ob6cnyxmBaHum B Cisco |0S XE Wireless Controller Software for the Catalyst 9000 Family

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHne YA3BNMOCTU

KaTeropus ya3BMMOro npoaykTa

YA3BUMbIV MPOAYKT

MITRE: CVE-2022-20682

CWE-252: OTcyTCTBYET NPOBEPKa BO3BPALLlaeMbIX
3HaueHui

JKCnyataumd  yA3BMMOCTY  MO3BOASET  yAasNeHHOMY
30YMbILNEHHNKY  BbI3BaTb  0OTKa3 B OOCAYXMBAHUN
LeneBon CUCTeMbl MOCPEACTBOM OTMPaBKWM ChneynanbHo
COOPMUPOBAHHOIO MDNS-3anpoca. YA3BMMOCTb
0byCnoBneHa - HeKoppekTHOM  0bpabOoTKOW  BXOAHbBIX
AAHHbIX.

TenekoMMyHVKauMoHHOe 06opyAoBaHme

Cisco IOS XE: 17.3.2-17.3.2.1

Catalyst 9300 Series Switches: Bce Bepciu

Catalyst 9400 Series Switches: Bce Bepcuu

Catalyst 9500 Series Switches: Bce Bepcuu

Catalyst 9800 Embedded Wireless Controller: Bce Bepcun
Catalyst 9800 Series Wireless Controllers: Bce Bepciu
Catalyst 9800-CL Wireless Controllers for Cloud: Bce
BEPCUM

Embedded Wireless Controller on Catalyst Access Points:
BCe Bepcuu

PekoMeHaauUWm no YCTPaHeHMHO

[aHHas ysa3BMMOCTb YCTpaHAETCA 0bMLIMaNbHBIM NaTyem
BEeHAOpPa. B CBA3M CO CIOXMBLUENCSH OOCTaHOBKOM 1
BBeAeHHbIMY CaHKUMAMK MPOTUB Poccuinckon Gefepauiv
pekoMeHayem yCTaHaBIVBaTb OOHOBEHWA MPOrPaMMHOrO
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLLAX
PUCKOB.

[laTa BbigBNeHnd
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OueHka KpUTnYHOCTK yassrmMocT (CVSSV3.1) 8.6 AVIN/ACL/PR:IN/ULN/S:C/C:N/IEN/AH/E:U/RL:O/RC:C
BexTop ataku (AV) CeteBow (N)

CNnoxHOCTb aKkcnnyaTaumm ya3smmocty (AC) Hwnskaga (L)

Heobxoanmblin ypoBeHb npusuneruii (PR) OT1cyTcTayeT (N)

HeobxoanMoCTb B3aMOAENCTBIS C

nonb3osatenem (Ul) Orcyrcrayet (N)

MacLuTab nocneacTBUIA IKCNAyaTaynn

YA3BUMOCTY (S) M3meHsetcs (C)

BrvaHue Ha kKoHouaeHUansHoCTb (C) OtcytcTayeT (N)
BavsHme Ha LenoctHoCTb (1) OtcyTctayeT (N)
BavaHme Ha AOCTYMNHOCTL (A) Bbicokoe (H)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB

Hannune He noATBepXAeHO
SKCMayaTaunm

Hannune cpeacTB yCTpaHeH s

YSI3BUMOCTM OduumansHoe pelleHme

[loCcToBEPHOCTL CBeAeHUIN 06

YA3BUMOCTM CBefeHVs noarsepXaeHbl

http://tools.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-c9800-capwap-mdns-6PSn7gKU

CCbINKM Ha UCTOYHWIKIA
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