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YpoBeHb onacHocTh: KPUTUYECKAW

Hannume obHoBneHna: ECTb

BbinonHeHWe Npon3BoabHOro koga B H2 database

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2022-23221
CWE-502: lecepuanm3aumsg HeJoBepeHHbIX AaHHbIX

JKcnayataumd  ya3BMMOCT  MO3BONSET  yaneHHOMy
3/10YMbILUNEHHWKY  BBIMONHWTE  MPOW3BOJIbHBIN  KOZ B
LieneBo c1cTemMe MOCPeACTBOM OTMPaBkM CreumansHo
COOPMMPOBaHHbBIX  aHHbBIX.  Y43BUMOCTb  0bBYyC/10B/eHa
HEeKOPPEKTHOW  MPOBEPKOM  BXOAHbIX — AAHHbIX — MPK
06paboTKe Ceprann3oBaHHbIX AaHHbIX.

MpviknagHoe nporpaMmmHoe obecneveHve

YA3BMMbIV MPOAYKT

H2 Database: 1.0 - 2.0.206

PekomeHaauum nNo ycTpaHeHuo

[aHHas yA3BMMOCTb YCTpaHAeTcd oprLUManbHbIM naTyem
BeHAOPa. B CBA3M CO CI0XMBLUENCH OOCTAHOBKOW 1
BBeAEeHHbIMY CaHKUMAMN NpoTmnB Poccrinckon degepauiim
pekoMeHayeMm yCTaHaBVBaTb OOHOBEHA MPOrPaMMHOro
obecneyeHd TONbKO MOC/e OLLeHKM BCeX COMYTCTBYHOLLIAX
PVCKOB.

[laTta BbIgBNeHNA

06 anpeng 2022 .

[laTa obHoBNEHWS

06 anpeng 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3anMOAENCTBUS C
rnonb3oBaTenem (Ul)

9.8 AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
CeteBonn (N)
Hinskas (L)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMyaTauynmn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbIIKW Ha UCTOYHKKN

http://github.com/h2database/h2database/security/advisori
es
http://github.com/h2database/h2database/releases/tag/ver
sion-2.1.210

http://twitter.com/dOnkey man/status/1483824727936450
564

http://seclists.org/fulldisclosure/2022/]an/39
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