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YpoBeHb onacHocTh: BbICOKM

Hannume obHoBneHna: ECTb

BblinosiHeHWe Npon3BoIbHOIO KoAa B npogyktax Google ChromeQOS

aeHTndumkaTop yAa3B1MMOoCTy

MITRE: CVE-2022-0977
CVE-2022-0974
CVE-2022-0972

NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN

CWE-416: Micnonb3oBaHMe Nocie 0CBOOOXAEHNSA

OnvcaHune ya381MMOCTY

JKCnyataumd  yA3BMMOCTM  MO3BOAGET  yAaNeHHOMY
3N0YMBILUNEHHNKY  BbINOMHATL  MPOW3BOJIbHBIA  KOZ B
Lies1eBov cucTeme MocpeACcTBOM OTKPBITVA MOAb30BaTenem
cneymanbHO  CO34aHHOM  BpeAOHOCHOW Beb-CTpaHuubl.
YA3BMMOCTb 00YCN0BNEHa OLLNDBKOW NCMONb30BaHUA Mocie
OCBOOOXAEHMS.

Kateropus yassnmoro npoaykra

MpuknazHoe NporpamMMHoe obecneyenue

YS3BUMbIV MPOAYKT

Chrome OS: 96.0.4664.180 - 96.0.4664.202

PekomeHaaLMK Mo YCTPpaHeHno

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUManbHbIM naTyem
BeHAOopPa. B CBA3M CO CIOXMBLUENCS OOCTAHOBKOM U
BBeJeHHbIMY CaHKUMAMY MPOTUB Poccuinckon defepauim
pekoMeHAyem yCTaHaBIVIBaTb OOHOBEHVA MPOrPaMMHOro
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLIMX
PYCKOB.

[laTa BbigBNeHud

06 anpenga 2022 1.

[lata obHoBNEHMS

06 anpend 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BekTop aTakn (AV)
CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)

Heobxoanmblil ypoBeHb npusuneruii (PR)

8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
CeteBow (N)
Hwskaga (L)

OtcytcrayeT (N)




HeobxoaMMOCTb B3anMOAENCTBIUS C
rnonb3osatenem (Ul)

MacwTab nocneAcTBUMA 3KCrIyaTaumm
yA3BMMOCTH (S)

BauaHue Ha kKoHouAeHUansHoCTb (C)
BangHme Ha LenocTtHoCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

Tpebyetca (R)

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBeieHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHKIKI

http://chromereleases.googleblog.com/2022/04/long-term-
support-channel-update.html
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