HKLU KW

HALIMOHABLHBIA KOOPAMHALMOHHIV LIEHTP YBEAOMANEHME OB YA3BMOCTH
MO KOMMbBKOTEPHLIM NMHUMAEHTAM VULN-20220406.2 | 6 anpenst 2022 1.

Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKUNIA

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

YaaneHHoe BbInosHeHWe koza B IP-kamepax TP-Link Tapo

NaeHTUOUKATOP YyA3BUMOCTH MITRE: CVE-2021-4045
CWE-77: HekoppeKkTHas HerTpann3aums cneurianbHbIX
NaeHTnd1KaTop NPOrpPaMMHON OLLMOKY 3/1eMeHTOB, NCMOJIb3yeMblX B KOMaHAax (BHeapeH e
KOMaHA)

3KCI_IJ'IyaTaLI|I/IFI YA3BMOCTA no3BONAAET YAaAeHHOMY
3/10YMbILUIEHHWKY  BbIMOJIHNTE I_IpOI/I3BO}'IbeII7I Ko4 B

OnvcaHwme ya3B1MMOoCTU Lenesom cncTeme. YA3BMMOCTb obycnosneHa
HEeKOPPEKTHOW MPOBEPKOM BXOAHbLIX AaHHbIX B daiine
uhttpd.

KaTeropus yasBrMOro nposykra TenekoMMyHVKaLMOHHOe 060pyAoBaHme

YA3BUMBIA NPOAYKT TP-Link Tapo C200 IP camera go v1.1.15

[laHHas ysS13BMMOCTb YCTPaHSAeTCs odnUManbHbIM NaTyeM
BEHZ0Pa. B CBA3M CO CNOXMBLUENCA O6CTAaHOBKOM 1
BBeJeHHbIMY CaHKLVAMM NpOoTUB Poccninckon degepaLinm
peKOMEH/yeM yCTaHaBAMBaTb 06HOBNEHWS MPOrPaMMHOro
obecrneyeHVst TONAbKO MOCAE OLEHKN BCeX COMYTCTBYHOLLMX

PekomeHaauum nNo ycTpaHeHuo

PUCKOB.
[laTa BbIABNEHUSA 10 mapTa 2022 1.
[aTa obHoBNEHVSA 15 mapTta 2022 .

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1) 9.8 AVIN/ACL/PR:N/UEN/S:U/C:H/I:H/AH
BexTop ataku (AV) CeteBonn (N)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC) Hwskaga (L)

Heobxoanmblil ypoBeHb npusuneruii (PR) OtcytcrayeT (N)

HeobxoanmMoCTb B3aMOAENCTBUS C

nonb3osatenem (Ul) Otcytcrayet (N)




MacwwTtab nocneACTBUIA 3KCMyaTaUmm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbIIKWM Ha UCTOYHKKN

https://www.incibe-cert.es/en/early-warning/security-
advisories/tp-link-tapo-c200-remote-code-execution-

vulnerability
https://nvd.nist.gov/vuln/detail/CVE-2021-4045
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