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HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
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E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220331.14 | 31 mapTa 2022 .
YpoBeHb onacHocTh: KPUTUYECKAW

Hannume obHoBneHna: ECTb

BbinonHeHme npou3BosibHbIX SQL-3anpocos B Joomlal

aeHTnoumkaTop yAa3B1MMOCTY

NaeHTUGUKaTOP MPOrpaMMHON OLLINOKN

MITRE: CVE-2022-23797

CWE-89: HekoppekTHas HerTpannsaums cneurianbHbIX
3/1eMEHTOB, NCNOoNb3yeMbIx B SQL-KOMaHzZax (BHeapeHme
SQL-koaa)

OnncaHne ya3B1nMoCTu

JKkcnayaTaums  ya3BMMOCTM  MO3BOASET  yAaneHHoMy
3/10YMBILUNEHHWKY — BbIMOAHWUTE — MPOV3BONbHbIE  SQL-
3aMpocbl K 6ase  [AaHHbIX  YA3BUMOTO  MPUIOXEHUA
MOCPeACTBOM OTMPaBK/ CrneumansHO ChOPMUPOBAHHOMO
3aMpoca.  YA3BMMOCTb  ODYC/IOBNEHa  HEKOPPEeKTHOW
NPOBEPKOWN BXOAHbIX AaHHBbIX.

Kateropus yassnmoro npoaykra

MpuknazHoe NporpamMMHoe obecneyenue

YS3BUMbIV MPOAYKT

Joomlal: 3.0.0-4.1.0

PekomeHaaLMK Mo YCTPpaHeHno

[aHHas ya3BUMOCTb yCTpaHaeTcs odrUManbHbIM naTyem
BeHAOopPa. B CBA3M CO CIOXMBLUENCS OOCTAHOBKOM U
BBeJeHHbIMY CaHKUMAMY MPOTUB Poccuinckon defepauim
pekoMeHAyem yCTaHaBIVIBaTb OOHOBEHVA MPOrPaMMHOro
obecneyeHs TONbKO NOC/Ie OLEHKM BCEX COMYTCTBYHOLIMX
PYCKOB.

[laTa BbigBNeHud

29 mapTta 2022 .

[lata obHoBNEHMS

29 mapTa 2022 1.

OueHKa KpUTUYHOCTK yassimocTy (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
Heobxoanmblil ypoBeHb npusuneruii (PR)

HeobxoAMMOCTb B3aUMOAENCTBIUA C

9.1 AV:.N/AC:L/PR:N/UEN/S:U/C:H/IIH/ANN
CeteBow (N)

Hwskaga (L)

OtcytcrayeT (N)

OtcytcrayeT (N)




rnonb3osatenem (Ul)

MacLuTab nocneaCcTBUI IKCNAyaTaynn
yA3BMMOCTH (S)

BruaHue Ha kKoHouAeHUansHoCTb (C)
BavsHme Ha LenocTtHoCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaLmm

Hannune cpeacTs yCTpaHeH s
YA3BMMOCTN

[loCcToBEPHOCTL CBeAeHUIN 06
YA3BMOCTH

He nsmensetcs (U)

Bbicokoe (H)
Bbicokoe (H)

OtcyTcTayeT (N)

Hannune He NnoATBePXAeHO

OduumansHoe pelleHue

CBeieHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHWIKIA

http://developer.joomla.org/security-centre/875-20220306-
core-inadequate-validation-of-internal-urls.nhtm|
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