HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiT: cert.gov.ru
E-mail: threats@cert.gov.ru

MHoXecTBeHHble yAa3BMMocTH B cflinuxfs3

YBEAOM/IEHUE Ob YA3BUMOCTAX
VULN-20220228.4 | 28 dpeBpans 2022 .
YpoBeHb onacHocTh: KPUTUYECKIA

Hannume obHoBneHna: ECTb

KaTeropua yassmmoro npoaykra MNprknagHoe nporpaMMHoe obecneyeHne
YA3BVIMbIA NPOAYKT cflinuxfs3: 0.0.0 - 0.273.0
[laTa BbiABNEHUS 24 dpespang 2022 .
[ata obHoBNEHVSA 24 dpeBpang 2022 1.
ba3oBblil

NaeHTndrkaTop

JABBIMOCTI OnvcaHue ya381MMOCTY YPOBEHb

CVSS

MITRE:
CVE-2021-46143 SKCnyaTaums yAa3BUMOCTU MO3BOMAET YAANEHHOMY 3/10YMbILLUNEHHUKY BbIMOMHUTL MPOW3BO/bHBIV KOJ B
CVE-2022-22822 LleneBo cucteMe MoCpeACTBOM OTMPaBKM CreumansHO CHOPMUPOBAHHBIX AaHHbBIX. YA3BMMOCTb 00YyC/10BNEHa
CVE-2022-22823 | |jenoumncnertbiM nepenosiHeHneM.
CVE-2022-22824
CVE-2022-22825 CVSSV3.0: AVIN/AC:L/PR:N/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC.C 9.8
CVE-2022-22826 CWE-190: LlenoyncneHHoe nepenonHeHme nan Lkanyeckuin Bo3spar
CVE-2022-22827
CVE-2022-23852 PekomMeHaaLmm no YCTPaHEHWIO: OOHOBUTL nporpaMmHoe obecneveHne
CVE-2022-25235




MITRE:
CVE-2021-45960

SKCnnyaTaums ya3BUMOCTM MO3BONAET yAaNeHHOMY 3/10YMbILLNIEHHVKY BbI3BaTb OTKa3 B OOCIYXMBAHNN
LleneBol C1CTEMbI. YA3BNMOCTb 06YC/1I0BeHa HEKOPPEKTHBLIM MCMONb30BaHVEM PeCYPCOB.

CVSSV3.0: AVIN/ACL/PR:N/UEN/S:U/C:N/EN/AH/E:U/RL:O/RC:.C
CWE-400: HekoHTpoOMpyemoe 1Crosib30BaHme pecypcos (McyepriaHmne pecypcos)

PekomeHaaUMM No YCTPaHEHWKO! 0bOHOBUTH nporpaMmHoOe obecneyeHne

7.5

MITRE:
CVE-2022-23990

3KCﬂﬂyaTaLLMﬂ YA3BMMOCT TMO3BOIAET YAa/IEHHOMY 3/10YMbILLINEHHWKY BbINOJIHNTb I_IpOl/I3BO}'IbeIVI KO4 B
Ll,eﬂeBO|7| cncTeme nocpedcTBOM OTKPbITKMA MoSib30BaTeieM cneynaibHO Cq)OpMI/IpOBaHHbIX [JAHHbBIX. YF3BUMOCTb
o6ycnosneHa Uue1o4ncieHHbIM nepernoHeHneM.

CVSSV3.0: AVIN/AC:L/PR:IN/ULR/S:U/C:H/IH/AH/E:U/RL:U/RC:C
CWE-190: LilenouncneHHoe nepernonHeHne Uam UMKnnyeckui Bo3spat

PekomeHzAaLMM MO YCTPaHEeHNIO: OTPaHUYNTE A4OCTYMN K YA3BMMOMY MPOAYKTY CPEACTBAMY MEXCETEBOIO
3KPaHWPOBAHNS MW APYTAMW aAMUHUCTPATUBHBIM Mepamin

3.8

CcbInkm Ha
NCTOYHWIKM

https://www.cybersecurity-help.cz/vdb/SB2022022416
http://github.com/cloudfoundry/cflinuxfs3/releases/tag/0.274.0



https://www.cybersecurity-help.cz/vdb/SB2022022416
http://github.com/cloudfoundry/cflinuxfs3/releases/tag/0.274.0

