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HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BUMOCTAX
VULN-20220204.2 | 4 ¢peBpans 2022 .
YpoBeHb onacHocT: BbICOKIM

Hannume obHoBneHna: ECTb

MHoOXecTBeHHble ys3BMMocTM Microsoft Edge (Chromium-based)

KaTeropus ysa3BuMOro npoaykTa

MpviknagHoe nporpaMmHoe obecneveHve

YS3BUMbIV MPOAYKT

Microsoft Edge (Chromium-based): 79.0.309.71, 79.0.3945.130, 83.0.478.37,
84.0.522.40, 86.0.622.43, 86.0.622.48, 86.0.622.51, 86.0.622.56, 86.0.622.58,
86.0.622.61,86.0.622.63, 86.0.622.68, 86.0.622.69, 87.0.664.41, 87.0.664.47,
87.0.664.52, 87.0.664.55, 87.0.664.57, 87.0.664.60, 87.0.664.66, 87.0.664.75,
88.0.705.50, 88.0.705.53, 88.0.705.56, 88.0.705.62, 88.0.705.63, 88.0.705.68,
88.0.705.74, 88.0.705.81, 89.0.774.45, 89.0.774.48, 89.0.774.50, 89.0.774.54,
89.0.774.57,89.0.774.63, 89.0.774.68, 89.0.774.75, 89.0.774.76, 89.0.774.77,
90.0.818.39,90.0.818.41, 90.0.818.42, 90.0.818.46, 90.0.818.49, 90.0.818.51,
90.0.818.56,90.0.818.62, 90.0.818.66, 91.0.864.37, 91.0.864.41, 91.0.864.48,
91.0.864.54,91.0.864.59, 91.0.864.64, 91.0.864.67,91.0.864.71, 92.0.902.55,
92.0.902.62,92.0.902.67,92.0.902.73, 92.0.902.78, 92.0.902.84, 93.0.961.38,
93.0.961.44,93.0.961.47,93.0.961.52, 94.0.992.31, 94.0.992.37, 94.0.992.38,
94.0.992.47,94.0.992.50, 94.0.992.57, 94.0.992.58, 95.0.1020.30, 95.0.1020.38,
95.0.1020.40, 95.0.1020.44, 95.0.1020.53, 96.0.1054.29, 96.0.1054.34, 96.0.1054.41,
96.0.1054.43, 96.0.1054.53, 96.0.1054.57, 96.0.1054.62, 96.0.1054.72, 96.0.1054.75,
97.0.1072.55,97.0.1072.62,97.0.1072.69, 97.0.1072.76

[laTa BbigBNeHnd

1 deBpana 2022 .

[lata obHoBNEeHMS

4 pepana 2022 1.




basoBhbiin
NaeHTndrkaTop
3BUMOCTS OnuvcaHme ya381MMOCTY ypoBeHb
y CVSS
JKCMyaTaumsa ya3BMMOCTI MO3BOMAET YAANEHHOMY 3/10YMbILUNEHHVIKY BbIMNOAHUTE MPOU3BOJIbHBIA KOJ B
MITRE: LileNleBOV CUCTeMe MoCpeACTBOM OTKPbITUA MONb30BaTeNeM CneumansHo CO34aHHOM BPeAOHOCHOW BeO-CTPaHWLbI.
CVE-2022-0459 YA3BNMOCTb 00YC/I0B/IEHA OLLOKOW 1CMONB30BaHA Nocie 0CBOOOXAEHA.
CVE-2022-0452 8.8
CVSSV3.0:  AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:.C :
CVE-2022-0453 Y
CVE-2022-0456 CWE-416: icnonb3oBaHme nocie 0CBOHOOXAEHMSA
CVE-2022-0458
PekomeHzaLmMK Mo yCTpaHeHWHo: 0OHOBUTL MPOrpaMMHoe obecreyeHne
JKCnayataumsa ya3BMMOCTY MO3BOMAET YAANEHHOMY 3/10YMbILUNEHHVIKY BbIMONHUTL MPOVI3BOIbHLIA KOJ B
LleneBor cucTemMe MoCcpeACcTBOM OTKPbITUS MOJb30BaTeNIeM CreumnanbHO CO34aHHOro BPeAOHOCHOro danna.
YA3BNMOCTb 00YC/I0BIEHA HEKOPPEKTHOW NMPOBEPKOV BXOAHBIX AaHHbIX.
MITRE:
CVE-2022-23263 CVSSV3.0: AVIN/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H/E:U/RL:O/RC:.C 8.8
CWE-94: HekoppekTHOe yrpasieHue reHepripoBaHieM koja (BHeApeHve Koaa)
PekomeHZaLMm MO YyCTPaHEHWI: 0OHOBWTL MPOrPaMMHOe obecrneyeHme
DKCMyaTauMsa ya3BMMOCTIA MO3BONAET YAANIEHHOMY 3/10YMbILNEHHVIKY BbIMNOAHUTL MPOU3BOJIbHBIA KOJ B
LileNleBOV cUcTeMe MoCpeACcTBOM OTKPbITUS MOb30BaTeNeM CneumansHo CO34aHHOM BPeAOHOCHOW BeO-CTpaHWLbI.
YA3BMMOCTb 00YCNOB/IEHA OLIMOKOW FrPaHNL, NamMsATA.
MITRE:
CVE-2022-0454 CVSSV3.0: AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC.C 8.8
CWE-122: MNMepenonHeHve bydepa B AMHAMNYECKON NaMATY
PekomeHZaLMn MO YyCTPaHEHWI: 0OHOBWTL MPOrPaMMHOe obecrneyeHme
DKCMyaTaums yAasBIMOCTY NMO3BONSET YAANEHHOMY 3/10yYMbILLUNEHHVIKY CKOMMPOMETVPOBATL LIENEBYHD CUCTEMY
MITRE: MOCPEeACTBOM OTKPbITVS MO/Mb30BaTeneM CrneuyansHO CO34aHHOM BPeAOHOCHOM Beb-CTpaHnupbl. YA3BUMOCTb
' 7.5

CVE-2022-0455

o6ycn08neHa HeKOppeKTHOVI peannsaulit MOTHOSKPaAHHOIO peXnma.

CVSSv3.0: AVIN/AC:H/PR:N/ULR/S:U/C:H/IH/AH/E:U/RL:O/RC:C




CWE-358: HekoppekTHas peanu3auus CTaHAapTU3MPOBaHHbIX MPOBEPOK 6€30MacHOCTM

PekomeHaaUMM No YCTPaHEHWKO! 0OHOBUTH nporpaMmHoe obecneyeHne

MITRE:
CVE-2022-0457

JKCnnyaTaums ya3BUMOCTU MO3BONAET YAANEHHOMY 3M10YMbILLNEHHVKY BbIMOMHUTE MPOW3BOMbHbLIN KO B
LleneBol cMcTeme MOCpeACcTBOM OTKPbITVSA MOb30BaTeNeM CheumanbHo Co3aHHOM BPpeOHOCHOM BEH-CTPaHNLbI.
YA3BNMOCTb 00YCNI0BNEHA OLLVOKOM CMeLleH s TUMOB.

CVSSV3.0: AV:N/AC:L/PR:N/UIL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
CWE-843: [locTyn K pecypcam C 1Crosib30BaHMeM HeECOBMECTVIMbIX TUMOB (CMeLLeHme TMOoB)

PekomeHZaLMV Mo YCTpaHeHno: 0bHOBUTL NporpaMmMHoe obecnedeHyie

3.8

MITRE:

CVE-2022-0462
CVE-2022-0466
CVE-2022-0467

SKkcnnyaTaums ya3BMOCT MO3BOASET yaaneHHOMY 310yMbllLAeHHMKY nonyunTe HC/A K AaHHBIM B LIeNeBOM
CucTemMe MOCPeaCcTBOM  OTKPbITVS  MO/b30BaTeNeM  CreuvanbHO  CO34aHHOM  BpeAOoHOCHOW Beb-CTpaHuLbl.
YA3BUMMOCTb 00YC/I0B/IEHA HEKOPPEKTHOW peannsaunein Scroll.

CVSSV3.0: AVIN/AC.L/PR:N/ULR/S:U/C:H/EEN/AH/E:U/RL:O/RC.C

CWE-358: HekoppekTHast peanv3auns CTaHAapPTU3MPOBaHHbBIX MPOBEPOK 6e30MacHOCTH

PekomeHaaUM No YCTPaHeHMKO! OOHOBUTL nporpaMmHoe obecneveHne

3.1

CcbInkm Ha
NCTOYHWIKM

https://www.cybersecurity-help.cz/vdb/SB2022020404
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0452
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0467
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0462
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0457
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0459
http://crbug.com/1287962
http://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop.html
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0453
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0454
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0456
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http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0454
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0454
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0456

http://crbug.com/1267060
http://crbug.com/1270470

http://crbug.com/1115460
http://crbug.com/1270593

http://crbug.com/1239496
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0455
http://crbug.com/1244205

http://crbug.com/1289523

http://crbug.com/1284916
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0458
http://crbug.com/1284584

http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0466
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-23263
http://crbug.com/1274445



http://crbug.com/1267060
http://crbug.com/1267060
http://crbug.com/1270470
http://crbug.com/1270470
http://crbug.com/1115460
http://crbug.com/1115460
http://crbug.com/1270593
http://crbug.com/1270593
http://crbug.com/1239496
http://crbug.com/1239496
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0455
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0455
http://crbug.com/1244205
http://crbug.com/1244205
http://crbug.com/1289523
http://crbug.com/1289523
http://crbug.com/1284916
http://crbug.com/1284916
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0458
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0458
http://crbug.com/1284584
http://crbug.com/1284584
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0466
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-0466
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-23263
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-23263
http://crbug.com/1274445

