HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM VULN-20220125.5 | 25 sHBaps 2022 .

YBEAOM/IEHUE Ob YA3BUMOCTAX

Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKIIA

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

MHoXecTBeHHbIe ya3B1MocTy B 10 IBM

KaTeropus ysa3BuMOro npoaykTa CepBepHoe NporpaMMHoe 1 NpukNagHoe NporpaMmHoe obecrneyeHus'

IBM Disconnected Log Collector: go 1.7.1

IBM Integrated Analytics System: o 1.0.26.2
YA3BUMBIA NPOAYKT IBM Spectrum Symphony: ao 7.3.2

IBM Spectrum Conductor: o 2.5.1

IBM Operations Analytics Predictive Insights: 1.3.6

[laTa BbiABNEHUSA 24 anBapsa 2022 .
[ata obHoBNEHVSA 24 aHBapa 2022 .
basoBbili
NaeHTUdUKaTOp
EBMOCTU OnvcaHue ya3B81MMOCTY YPOBEHb
y CVSS
SKCnnyaTaums ya3BUMOCTM MO3BONAET yAANeHHOMY 3/10YyMbILLNIEHHVKY BbI3BaTb OTKa3 B OOCIYXMBAHNN
LleNeBor CUCTeMbl MOCPEeACTBOM OTMPAaBKM CreumanbHO COOPMUPOBAHHbBIX AaHHbBIX. YA3BMMOCTb OOYC/I0BEHa
3aLUMKIMBaHVIEM BHYTPW Kiacca.
MITRE:
CVE-2021-45105 CVSSv3.0:  AV:N/AC:L/PR:N/UILN/S:U/C:N/I:N/A:H/E:P/RL:O/RC:.C 7.5
CWE-835: beckoHeuHbIn LMK (3aLmKInBaHme)
PekomeHzaLmMm Mo yCTpaHeHW: 0bHOBUTL MPOrpaMMHOe obecreyeHne




MITRE:
CVE-2021-45046

kcnayaTaums ys3BUMOCTW MO3BOASET YAaNeHHOMY 3/10yMbILLNEHHKKY Bbi3BaTb OTKAa3 B OBCIYXMBaHWUY
LleneBol CUCTeMbl MOCPeACTBOM OTMPaBKM CrleuranbHO CHOPMUPOBAHHbBIX AaHHbBIX. YS3BUMOCTb 06yC10BNeHa
HEKOPPEKTHOW NMPOBEPKO BXOAHBIX AaHHbIX.

CVSSV3.0: AVIN/ACH/PR:IN/UEN/S:C/C:H/IH/AH/E:P/RL:O/RC.C 9.0
CWE-94: HekoppekTHOe yrnpasfieHue reHeprpoBaHmemM koza (BHepeHue Koza)

PekomeHZaLMV Mo YCTpaHeHno: 0bHOBWTL NporpaMMHoe obecrnedeHye

CcbInkm Ha
NCTOYUYHUKM

https://www.cybersecurity-help.cz/vdb/SB2022012438

https://www.cybersecurity-help.cz/vdb/SB2022012440

https://www.cybersecurity-help.cz/vdb/SB2022012441

https://www.cybersecurity-help.cz/vdb/SB2022012442

https://www.cybersecurity-help.cz/vdb/SB2022012443
http://www.ibm.com/blogs/psirt/security-bulletin-ibm-disconnected-log-collector-is-vulnerable-to-denial-of-service-and-
arbitrary-code-execution-due-to-apache-log4j-cve-2021-45105-and-cve-2021-45046/
http://www.ibm.com/support/pages/node/6541922
http://www.ibm.com/blogs/psirt/security-bulletin-ibm-integrated-analytics-system-is-vulnerable-to-denial-of-service-and-
arbitrary-code-execution-due-to-apache-log4j-cve-2021-45105-cve-2021-45046/
http://www.ibm.com/support/pages/node/6541930
http://www.ibm.com/blogs/psirt/security-bulletin-due-to-the-use-of-apache-log4j-ibm-spectrum-symphony-is-vulnerable-
to-arbitrary-code-execution-cve-2021-44832-and-cve-2021-45046-and-denial-of-service-cve-2021-45105/
http://www.ibm.com/support/pages/node/6539410
http://www.ibm.com/blogs/psirt/security-bulletin-due-to-the-use-of-apache-log4j-ibm-spectrum-conductor-is-vulnerable-
to-arbitrary-code-execution-cve-2021-44832-and-cve-2021-45046-and-denial-of-service-cve-2021-45105/
http://www.ibm.com/support/pages/node/6541736
http://www.ibm.com/blogs/psirt/security-bulletin-ibm-operations-analytics-predictive-insights-is-vulnerable-to-denial-of-
service-and-arbitrary-code-execution-due-to-apache-log4j-cve-2021-45105-cve-2021-45046/
http://www.ibm.com/support/pages/node/6549360
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